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Abstract. The opportunities online platforms and services provide to
minors for socialisation, entertainment, and education are plentiful. At
the same time, the emergence of the Metaverse raises concerns for mi-
nors’ security, safety, privacy, and wellbeing. This paper aims to highlight
prominent threats to minors on the Internet, and how these can mani-
fest in the Metaverse. The paper also discusses key countermeasures for
mitigating these risks emphasising the need for raising awareness and de-
veloping resilience through timely, relevant, and dynamically responsive
education.
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1 Introduction

The Metaverse is defined as a ”a perpetual and persistent multiuser environ-
ment merging physical reality with digital virtuality [enabling] multisensory in-
teractions with virtual environments, digital objects and people [through] an
interconnected web of social, networked immersive environments” [1]. The term
”metaverse” was firstly introduced in the fiction novel ”Snow Crash” back in
1992 [2], and is a blend of the words ”meta”, which stands for transcending,
and ”universe”. The Metaverse is presented as a universally accessible and fully
immersive environment, enabled by the convergence of key technologies includ-
ing virtual, augmented, mixed, and extended reality (VR/AR/MR/XR), digital
twins (DT), artificial intelligence (AI) and blockchain technology [1]. The Meta-
verse aims to promote rich social connections between individuals and presents
opportunities for experiencing an immersive digital life. It enables seamless em-
bodied user communications in real-time, and dynamic interactions with digital
artifacts [1] and avatars [3]. Avatars form the digital representation of human
users in the Metaverse, capturing and visualising each user’s behaviour (gestures,
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facial expressions and movements) [4] and interactions (verbal and non-verbal
communication) with other users [5], as well as with the provided services or
AI-enabled agents. The Metaverse strives to offer new ways in changing, and
ultimately improving, our daily and social lives through immersive experiences
and meaningful interactions [8].

Despite previous attempts to create parallel life in cyberspace, such as Sec-
ond Life, Fortnite, Roblox, and VRChat [6], some of the biggest technological
corporations have only recently started investing on the Metaverse. Notable ex-
amples include Meta (previously Facebook), Google, Microsoft, and Apple [7].
Given the ongoing technological evolution, the realisation of the Metaverse is
more evident than ever before and, inevitably, it will soon be accessible to ev-
eryone, including minors. The term ”minors” refers to all individuals up to 18
years old, including children (up to 12 years old) and teenagers (13-18 years
old) [13]. The cognitive and maturity differences between these two age groups
are significant, with minors in the age group of 11-18 years being reported as
the ones who make the most conscious usage of the Internet [12]. In the near
future, the Metaverse will form a state-of-the-art tool for their education [9],
entertainment [10], and health-related matters [11]. Therefore, the threats and
risks concerning minors are more alarming than ever before.

During the Internet 2.0 era, children became more vulnerable and easily
targeted by all kinds of abusive, illegal, harmful and unacceptable behaviour
[12]. Increasingly, the effective protection of minors from such threats is an open
and multifaceted challenge due to the complexity of the current state of the
Internet, the enormous size of its infrastructure, the explosion of the user space,
and the opportunity for nearly-complete anonymity. Unfortunately, with the rise
of the Metaverse, these threats are bound to be magnified due to the increased
immersion level of high-fidelity VR environments [1]. Therefore, it is only a
matter of time before the Metaverse becomes an extremely dangerous place for
minors. Therefore, this group of users should get the highest priority when it
comes to security, privacy, safety, and trust in the Metaverse.

The aim of this paper is to discuss the most notable and serious threats
and risks observed in Internet 2.0 and how these can manifest in the Metaverse,
focusing specifically on minors. Subsequently, we suggest possible countermea-
sures for protecting minors in the Metaverse, emphasising the genuine need to
establish the Metaverse as an open, safe, and accessible space - a need that can
only be met with properly educating minors and key stakeholders, alongside
establishing proper security and safety policies.

2 Threats to Minors on the Internet

Undoubtedly, the Internet can pose multiple risks and threats to minors, regard-
less of their age group and digital literacy. Although there are no universally-
accepted definitions, in the context of this paper we provide brief explanations
of these threats based on relevant literature [14], before proceeding to discuss
how each of these may manifest in the Metaverse.
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2.1 Cyberbullying and Cyberharassment

Cyberbullying is ”the willful and repeated harm inflicted through the use of com-
puters” or other electronic devices [15]. Most cyberbullying acts occur on social
media, chat rooms, or discussion forums. In fact, cyberbullying constitutes one
of the biggest threats that social networks can pose. Adolescents share photos,
videos, personal, contact, and location information (e.g., age, phone number,
school, and location) on social media, to a much greater extent compared to the
past. Sharing personal and sensitive information constitutes the main reason
triggering cyberbullying of minors through social networks [12]. In recent years
more than three million children have undergone cyberbullying in various forms,
ranging from harassment to threats, while a high percentage (95%) reported that
they have been victims of cyberbullying on Facebook [12].

Cyberbullying is more dominating compared to bullying occurring in physical
space. Firstly, cyberbullying acts can occur at any time and place. There are no
safe or ”bulletproof” cyberspaces. Hence, individuals can become victims even
while they are at home. Secondly, cyberbullying can reach large audiences in
a very short amount of time. Furthermore, cyberbullying can transpire in a
completely anonymous way, with offenders hiding behind aliases, fake profiles or
fake accounts [12]. Therefore, it is significantly more difficult to effectively detect
and mitigate acts of bullying in cyberspace.

When an adult performs an act of bullying online, this is classified as cy-
berharassment [16]. Such an act denotes harassment of individuals or groups
through hateful, threatening, abusive, and offensive online messages, comments,
or emails [18]. Examples of cyberharassment manifestation include, but are not
limited to, receiving unwanted content (in any form, including text, photos, and
videos) online; receiving offensive, inappropriate, or abusive advances on social
media, chat rooms or forums; receiving threats of physical, emotional, mental,
or sexual violence online; and receiving hateful, insulting and/or threatening
messages, comments or emails that directly attack an individual’s or a group’s
beliefs, preferences and identity characteristics (such as ethnic race, national-
ity, religion, sexual orientation, gender identification, political beliefs, financial
status and personal interests, amongst others) [19].

2.2 Online Stalking

Online stalking encompasses all actions and behaviour that exploit the Internet
or other electronic or digital means to stalk and prey upon individuals, aiming
to control, intimidate or negatively influence them [20]. Like cyberbullying, cy-
berstalking can be conducted more easily compared to its physical counterpart,
due to the anonymity the Internet offers. Cyberstalking can be part of a physical
stalking act or can be solely manifested online.

2.3 Online Predators

Online predators are defined as the individuals who adopt ”a communication
process by which they apply affinity seeking strategies, while simultaneously
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engaging in sexual desensitization and information acquisition about targeted
victims in order to develop relationships that result in need fulfillment such as
physical sexual solicitation” in cyberspace [21]. They exploit the minors’ naive
nature and vulnerabilities [12].

2.4 Online Gambling

Online gambling encompasses all virtual gambling games in cyberspace. Exam-
ples include virtual bingo, slots and casino games [23]. Unfortunately, underage
online gambling is a critical issue in today’s world that only keeps growing [24].
Furthermore, minors could incur a huge cost to their families while playing on-
line games. More specifically, young players may spend considerable amounts of
money to purchase virtual characters or other game features, or by just paying
for subscriptions [12].

2.5 Illegal, Inappropriate, and Harmful Content

Minors can come across various types of ”unacceptable” content online [12].
Such content can be categorised as illegal, harmful, or age inappropriate advice.
Illegal content refers to all content which is unlawful to be published online,
such as footage of real or simulated crimes. Harmful advice content denotes
all content which glorifies problematic behaviour and promotes minors into the
adaption of such behaviour. Examples include the consumption of alcohol, drugs
and other substances, committing suicide, participation in dangerous activities
and challenges [22], or adoption of extreme nutritional customs. Inappropriate
content denotes all content that, although not illegal, is dangerous to the minors’
development, health, and wellbeing. Examples include pornographic content and
content promoting violent behaviours.

2.6 Social Engineering and Identity Theft

Identity theft involves any form of illegal activity aiming to obtain personal infor-
mation from individuals in cyberspace [25], and it is often materialised through
social engineering attacks [26]. Social engineering aims to exploit the human
nature and trust that someone places to situations or another person by ma-
nipulating them to divulge confidential information. In turn, all the illegally
obtained information collected is used to commit various acts of identity fraud.
Examples include opening bank accounts, taking over phone contracts, and ob-
taining genuine and legal documents such as passports [30].

Social engineering attacks can be launched during face-to-face interactions,
through the phone, or through digital means [27], with email being the typical
attack channel for phishing attacks [28]. Minors are often susceptible to phishing
attacks [29] due to their curiosity, naivety, and lack of awareness and education,
revealing sensitive information to third parties that could lead to identity theft,
and, subsequently, to accounts being compromised. Social engineering can also
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enable online predators to launch other malicious activities, such as cyberha-
rassment, leading to minors’ victimisation. Minors are typically at risk through
their social media accounts. There are also alternative attack vectors, such as in-
teracting with a smart toy, an educational application (e.g., ClassDojo) or their
parents’ social media accounts [31]. Therefore, raising awareness and educat-
ing minors, teachers, and parents about the imminent threats, risks, and their
consequences, in a timely and orchestrated manner, is imperative.

3 Threats to Minors in the Metaverse

The range of looming threats and the severity of their consequences become
more prevalent as emerging technologies expand in all areas of social life. In this
section, we discuss how the most notable threats can manifest in the Metaverse
and under what circumstances.

3.1 Bullying, Harassment, and Assault in the Metaverse

Cyberbullying and online harassment have proved to be extremely dangerous.
Real world cases report on victims suffering from mental health deterioration,
which subsequently resulted into successful suicide attempts [32]. In the Meta-
verse, this type of behaviour may have a serious impact due to the immersive
environment. High-fidelity VR environments and violent representations in the
Metaverse can trigger traumatic experiences [1]. Victims will be targets of in-
sults and invective, verbal abuse, discriminating, racist and/or homophobic slurs,
threats of violence and other forms of harassing behaviour [33]. Moreover, due
to the VR/AR technologies used, these acts will impact the victims emotionally,
psychologically, and physiologically. Specifically, due to avatars’ sophisticated
and photorealistic design, including the detailed facial expressions and body
movements, the victims may endure a similar impact to a bullying/harassment
scenario happening in the real world [4], hence experiencing fear, intimidation,
and helplessness.

Due to the presence of open virtual ”social spaces” in the Metaverse [34],
potential victims are much easier to be identified and harassed and/or bullied.
While in cyberbullying/online harassment occurring in social media, forums,
or chatrooms, the target has the opportunity to ”get away” by turning their
device off, in the Metaverse, the victims are directly accessible, easier to find,
and it is harder for them to escape as they can be followed by their harassers.
Furthermore, the Metaverse offers the opportunity for the users to create their
own content, their own metaverse-esque spaces, and personalise their avatars’
appearance to offend, insult, mock, troll, and dehumanise individuals and groups.
Examples include changing their skin color (e.g., “blackface”) [38]. In the context
of bullying and harassment, aggressors may wear clothing or accessories with
biased, discriminating and overly offensive slogans or images [39], or recreate or
modify the metaverse-esque spaces with posters, street wall graffiti, flags and
banners which are classified as racist, homophobic, transphobic and offensive
[37].
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3.2 Stalking in the Metaverse

In the Metaverse, stalking may manifest in several ways. It will be possible to
buy land and subsequently build houses in the Metaverse [35]. Therefore users’
”metaverse house address” could be revealed if their harassers systematically
stalk them in the Metaverse. While some social media platforms allow users to
check who has viewed their profile, currently VR technologies do not allow users
to be fully aware of their surroundings [4] or be aware of who might be following
them or accessing their Metaverse spaces. Furthermore, the harassers may van-
dalise their property, stalk them in metaverse-time and even assault them. Even
though the victims may not suffer any physical injuries, the psychosomatic con-
sequences of such a traumatic experience will certainly occur and be enhanced
due to the usage of immersive technologies such as VR/AR/MR/XR [36].

3.3 Predators and Sexual Exploitation in the Metaverse

Perhaps the most critical concern in the Metaverse for minors is the possibility
of their sexual exploitation and grooming from predators who may be present
under various disguises. Public spaces will be a reality in the Metaverse, where
everyone will be free to socialise with users they already know, but also meet
and interact with strangers [45]. Predators may easily ”hide” behind avatars that
have no connection to their real age or gender. Hence, they could easily pose as
peers with the aim to approach minors.

Unfortunately, numerous incidents of sexual assault and violence have been
reported [46], while at the same time victims of such incidents are eager to
approach other victims to reveal they had similar experiences in the Metaverse.
Despite the realisation of a personal boundary system (which prevents users
from touching another user’s avatar or getting too close to them), predators will
force others to turn it off. If users fall in the predators’ trap, they face the risk of
being victimised, and experience any of the previously discussed behaviours [47].
Based on the incidents being reported thus far, it seems that the possibility of
such exploitation is prevalent. In such cases, the associated risks are even higher
for minors. Due to the immersive experience feeling more real than ever, the
impact of such incidents on minors’ development, mental health, and wellbeing
will be shattering [36], [?].

3.4 Metaverse Gambling

The current technologies for the Metaverse already offer a plethora of gam-
ing hubs, so it is only a matter of time before casinos make their appearance
[40]. Currently, online gambling is prohibited for minors. However, underage
users can easily bypass any security countermeasures and protocols, enter the
Metaverse as adults and, in turn, gain access to casinos and participate in gam-
bling games. This can have catastrophic consequences. First, online gambling
can become alarmingly addictive for minors [42]. Opponents may exercise peer
pressure to minors or challenge them to continue playing. Therefore, minors
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can quickly and easily become addicted to gambling in the Metaverse [43], [44].
Secondly, due to the immersion factor as well as due to pressure from other
players, minors may find it more difficult to escape from unwanted or dangerous
situations. Thirdly, studies exploring the reasoning behind minors addiction to
online gambling, suggest that prevalence, visibility, and glamour are the main
motivations [42]. Minors seem to consider online gambling as an enjoyable and
thrilling activity which allows them to win fast money [42]. It is inevitable for
such emotions to be magnified through the Metaverse’s immersive environment.
The Metaverse and its components are designed to offer experiences very simi-
lar to the real-world respective ones, with the usage of immersive technologies
(VR/AR/MR/XR), AI-enabled agents and services, and highly-detailed virtual
environments. Another key concern, is that the Metaverse’s mechanisms for pro-
tecting an individual’s identity in the real world, including their age and gender,
may be exploited by players who may hide behind their unidentifiable avatars to
exercise pressure against other users, including minors who many not have the
resilience or stamina to escape.

3.5 Illegal, Inappropriate, and Harmful Content in the Metaverse

Since the Metaverse presents the means for crafting a parallel reality to users’
lives, all illegal, inappropriate and harmful content, previously observed in social
encounters, social media, forums, or chat rooms, is increasingly likely to make an
appearance in the Metaverse. The most important difference is that minors can
be fully exposed and witness such incidents and not just watch footage of them.
Examples of illegal behaviour in the Metaverse would include minors witnessing
a crime, such as a murder, rape, or assault [48]. Due to the Metaverse’s realistic
and immersive nature, minors are likely to suffer a significant emotional, psycho-
logical, and physiological impact from witnessing such a traumatic experience,
higher than when they experience such an exposure in Internet 2.0, and similar
to experiencing such an act in the real world [49]. In addition, in the case of
a murder occurrence in the metaverse, the victim will potentially ”come back
to life”. This is likely to confuse minors, especially the younger ones, as to the
actual consequences of physically harming someone in the real world as well.

Additional examples of possible age-inappropriate exposure in the Metaverse
would mainly include minors witnessing pornographic content, public indecency
incidents, bullying and harassing incidents, as well as other episodes of violence.
It is also possible that the avatars minors use might not necessarily correspond
to their actual age, hence increasing the risks they may face. Currently, there is
no certain way of ensuring that a user has specified their legal age when joining
the Metaverse. Therefore, minors may freely enter virtual strip clubs or engage
in other age-inappropriate activities [50]. In addition, avatars may be involved
in such activities publicly, so it is possible for minors to witness these incidents
while navigating the Metaverse [51], [50].

Finally, cases of harmful advice in the Metaverse are equally dangerous. Mi-
nors could be instantly offered virtual drugs, alcohol, cigarettes or other sub-
stances from peers or older users. Peer pressure, curiosity, and excitement are
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common reasons why such cases materialise. Even if this does not translate to
suffering any physical consequences directly, such experiences can have a critical
influence on minors, and may evolve into actions, beliefs, and addictions in the
physical world. As a result, they are likely to be negatively influenced to try out
such substances in the real world with greater ease, since they have already done
it in the Metaverse.

3.6 Social Engineering and Identity Theft in the Metaverse

In the Metaverse, identity theft does not merely involve stealing private and con-
fidential information about users. Rather, it involves stealing the actual identity
of the users. Specifically, facial characteristics, body movements, or even the en-
tire avatars could be ”stolen” by other users. This could be done in an attempt
to gain multiple illegal or unethical benefits in the Metaverse, access restricted
areas, as well as deceive minors by posing as their peers. This can prove to be
particularly dangerous when it comes to predatory behaviour as already dis-
cussed.

Related to data ethics, AI algorithms and deep learning techniques can be
utilised to create VR deep fake avatars and launch identity theft attacks in the
Metaverse [1]. Online predators can also profile a minor through social engi-
neering attacks employed in the Metaverse, with a focus on in-person attacks
delivered through avatars. These attacks are easier to deploy compared to real-
life, face-to-face social engineering attacks, since it is easier to approach minors
in the Metaverse, as guardians may not enforce any controls due to lack of under-
standing of the environment, or failure to realise the dimensions of the threats
that the Metaverse might give rise to. Due to this possibility, online predators
might direct their efforts on identifying and targeting minors while socialising
in the Metaverse’s public spaces. This further illuminates the need for raising
awareness and educating both minors and adults.

Additionally, minors could be approached by adult users that have a mali-
cious intent in an attempt to make them reveal personal information about their
Metaverse lives or real lives through ”casual conversation”. The adult users could
even ”eavesdrop” their conversations so they can learn more about them and
make their encounters more effective [4]. Examples of such personal information
include physical, medical, physiological, economic, cultural, or social status in
the real world [52]. Also, private information regarding their behaviour, such as
habits, activities and hobbies on and off the Metaverse could be obtained, en-
abling online predators to profile them more easily [52]. This could have a serious
impact on minors and their lives, especially in the real world, as their identity
could be revealed under such scenarios, further impacting their emotional and
mental wellbeing.

4 Education and Awareness as a Countermeasure

Undoubtedly, the Metaverse will not be fully deployed overnight. It will rather
be a gradual ongoing process. Still, protective measures should already start be-
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ing developed and new regulations and policies should be introduced, tailored
specifically for the Metaverse. Such regulations should clearly define what is con-
sidered ethical, lawful, and acceptable behaviour in the Metaverse as well as what
the consequence will be when these regulations are violated [53], [54]. From a
technological perspective, appropriate and effective content moderation, filtering
and reporting mechanisms should be developed [55]. From a governmental and
policy making perspective, it is essential to disseminate and enforce the neces-
sary policies and procedures at different levels (public, educational institutions,
business organisations). However, perhaps the most important and meaningful
countermeasure that should be of the highest priority is educating the minors
themselves about the Metaverse and the potential dangers looming ahead, as
well as how they should recognise such dangers, avoid them, and successfully
report them. It is imperative for young users to be educated and prepared for
any potential incidents which may be regarded as ominous or worrying, but also
to be supported through open discussions with adults and experts at family,
school, and community level [56]. Therefore, from an educational perspective,
raising awareness and developing students’ knowledge, skills, and resilience, sets
the cornerstone for a safer and more secure future.

4.1 Frameworks for Addressing Safety, Privacy, and Security Risks

Various frameworks have been proposed for raising cybersecurity awareness in
various contexts. Examples include a framework for improving security awareness
in organisational contexts, a cybersecurity awareness and education framework
developed to assist in creating a cyber-secure culture among Internet users, a
conceptual framework for the design and implementation of cybersecurity games
to improve cybersecurity education and pedagogical effectiveness using game-
based approaches, and a cybersecurity awareness framework for academia [67],
amongst others. However, there is a lack of conceptual frameworks focusing
specifically on minors.

The National Institute of Standards and Technology (NIST) Cybersecurity
Framework [57] is a generic, flexible, and technology neutral model which can
serve as a foundation towards formulating a concrete approach for addressing
safety, privacy, and security risks that minors may face in the Metaverse. NIST
Cybersecurity Framework specifies five functional areas to manage threats: iden-
tify, protect, detect, respond, and recover. Taking these areas into consideration,
appropriate awareness-raising and educational activities should be designed, de-
veloped, and implemented, focusing on Metaverse usage by minors. The objective
should be to build knowledge and skills so that minors can:

– Understand the technologies utilised in the Metaverse and the relevant risks.
– Develop critical thinking skills as to how an online predator might try to

exploit them in an immersive environment, and be in position to recognise
such an intention and successfully escape.

– Realise how someone with a malicious intent can collect information and
exploit it to profile minors and lure them into a harmful situation, both
physically and mentally.
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– Stand up in case of a harmful/offensive situation and have the confidence,
resilience, and knowledge to report it to the appropriate authority.

In addition to educating and upskilling minors themselves, other relevant
stakeholders and communities, such as parents and educators, should also be
trained and informed [51], so they can understand what the Metaverse envi-
ronment implies, appreciate the associated threats and risks, offer support and
guidance, and liaise with appropriate authorities to report incidents and seek
further support, when needed. Such knowledge and skills can promote the devel-
opment of a cyber-resilience culture [58] which will empower Metaverse users to
predict, detect, and respond to threats, contributing to a global cyber-resilient
society.

4.2 Gamification and Game-Based Learning Approaches to
Education

Games have been used as learning tools for ages and playing games constitutes
one of the fundamental ways to learn. Therefore, games constitute an avenue
towards addressing and responding to prominent educational and training needs.
Such efforts can utilise game-based learning (GBL) strategies [59], serious games
[60], gamification techniques, and emerging immersive technologies including the
Metaverse itself [61], to raise cybersecurity awareness, and increase minors’ and
adults’ familiarity with core safety, privacy, and security concepts pertinent to
the Metaverse.

Various serious games and gamification efforts have been employed to ad-
dress cybersecurity-oriented educational needs, adopting a range of game genres
to engage, motivate, and educate learners [60, ?,?]. The Cybersecurity & Infras-
tructure Security Agency (CISA) [71] developed a series of educational cyber-
security games available on mobile devices for adults and children. Each game
presents simulated cybersecurity threats, defenses, and response actions. For in-
stance, ”Defend the Crown” encourages players to develop and apply a basic
understanding of attacks and defense strategies over three challenging stages
and 18 levels, while ”Hotel Hijinks” is a mobile game which focuses specifically
on providing learning materials to high school students related to the Internet
of Things (IoT), the cybersecurity challenges posed by it, and cyber safety in
a fun and interactive way, and it is available on both iPhone and Android de-
vices. While the intended audience is high school students, this mobile game is
available for anyone interested to develop their knowledge on these topics [71].

Other examples of games in the broader field of cybersecurity include: ”Oper-
ation Digital Ant”, a team-based competitive game aiming to familiarise players
with different types of insider motives and attacks, and raise their awareness on
security countermeasures while advancing through collaborative scenarios and
role-play [63]; ”AIT Cyber Range”, a virtual simulation environment aiming to
increase the users’ preparedness and dexterity by training them to identify and
mitigate various incidents and attacks [64]; and ”CyberCEIGE”, a video game
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that teaches professional staff and students computer and network security con-
cepts and the impact of decision making on physical, hardware, software, and
user security, using real life scenarios [68], amongst other educational games. The
available games feature various levels which must be completed to unlock subse-
quent levels or scenarios, and adopt dynamic complexities that adjust based on
the players’ performance, level of expertise, time allocated to complete a task,
and other game features [67]. Such GBL approaches can be used for the educa-
tion of various target groups, such as students, parents, teachers, school leaders,
employees at local public authorities, professional and non-professional staff, and
others. These target groups can be trained through playing educational games
aiming to improve their digital skills and strengthen their own resilience and
decision making, in terms of security, privacy, and safety, as well as the overall
cyber-resilience of their organisations [66].

Further to GBL, employing gamification techniques and game-like features
(such as interactivity, instant feedback, progress indicators, time limits, unveiling
of levels, scoreboards, badges and awards) can also be instrumental for achieving
the learning objectives, that is to raise security, safety, and privacy awareness.
Gamification in the field of cybersecurity typically involves real-life scenarios
with a focus on detecting and handling cybersecurity attacks, and incident re-
sponse procedures that must be followed in the event of a cybersecurity threat
[67], [69]. Scenario-based learning, problem-based learning, or case-based learn-
ing when employed in a gamified or GBL context, support active learning strate-
gies and increase learner engagement by immersing them in learning experiences
using interactive scenarios. In such approaches, participants must apply their
subject knowledge, critical thinking, and problem solving skills to solve multiple
question by working their way through a story line or narrative that is usually
based on an ill-structured or complex problem [70]. Another area of employing
gamification in cybersecurity education, is through revealing vulnerabilities of
the user’s own work environment by generating game data based on automated
IT-security analysis of installed apps on the user’s smartphone [65].

An important consideration for the successful use of novel serious games and
game-based pedagogical approaches, is to ensure they are adapted to specific age
groups and context of learning. They need to be accessible, inclusive, and prop-
erly designed to promote users’ upskilling, critical thinking, wellbeing, and abil-
ity to respond to Metaverse-related risks and threats. Recent educational efforts
adopt an enthralling twofold strategy towards increasing students’ cybersecurity
awareness while, simultaneously, motivating students to pursue cybersecurity as
a career, by employing game-based strategies [59]. While such approaches may
be effective for older students, younger users need a more playful approach, so
they can learn through play, and test the impact of their decision making pro-
cess in a safe environment, through trial and error, repetitions, and simulated
interactions, before consciously entering a dynamic and complex environment
such as the Metaverse.

Undeniably, the Metaverse environment itself can add a new dimension to
the field of educational technologies [61] addressing the educational and training
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needs of both minors and adults. Applications of ”Meta-Education” have already
shown spectacular results in terms of training speed, performance, and retention
[1]. Nevertheless, the underlying technologies, architecture, and infrastructure
of the Metaverse have not yet matured. Therefore, it is considered a necessity
to determine appropriate strategies for the use of Metaverse in education [61],
especially when educating minors. At the same time, it is essential for scientists
and educators to continue pursuing an in-depth understanding of the Metaverse’s
widespread impact on the safety, privacy, health, and security risks it can have
on users.

5 Conclusion

This paper discusses the dangers and risks the Metaverse can pose to minors. Un-
deniably, individuals belonging to such age groups spend a considerable amount
of time online. Therefore, it is expected for them to shift to the Metaverse, as
soon as it becomes widely accessible. Unfortunately, this unleashes a plethora
of threats and risks, with varying degrees of severity and impact on their secu-
rity, privacy, online and offline safety, mental health and wellbeing. Alongside
the immersive features the Metaverse encapsulates for providing an enhanced,
rich, holistic experience of a parallel world, it also contributes to the magnifi-
cation of the psychological impact and negative experiences that may occur in
such a multiuser, universally accessible, embodied context. Extremists, terror-
ists, predators, and criminals are likely to be fully aware of the capabilities the
Metaverse can provide them with, and may exploit these to maximise their efforts
in radicalising individuals, recruiting new members, spreading their propaganda,
effectively planning attacks both in the physical and virtual space and finding
new targets more accessibly in the virtual world. Regardless of the legislation,
standards, regulations and policies, guidelines and protective countermeasures
that shall be developed in the years to come to render the Metaverse an open,
accessible space, it is unlikely that it will ever be an absolutely safe, inclusive,
and secure space. Therefore, the timely and ongoing education, awareness, and
upskilling of minors and all key stakeholders, constitute key priorities.
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