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Abstract—Vehicle ad-hoc networks (VANETSs) have experi-
enced rapid growth due to the advancement of cloud computing,
IoT technologies, and intelligent transportation systems (ITS).
Vehicles are required to have enhanced storage capacity, on-
board computing capabilities, improved sensing power, and
communication systems. To address real-world demands like low
latency, affordable storage, and mobility in VANET deployments,
There have been efforts to integrate fog computing with VANETSs
in a practical implementation. ’An Efficient and Provably Secure
Authenticated Key Agreement Protocol for Fog-Based Vehicular
Ad-Hoc Networks” was proposed by Ma et al. IEEE Internet
of Things Journal, pp 8065-8075, 10.1109/J10T.2019.2902840).
According to their claims, the use of their secure authentication
technique can help prevent security threats. However, after
careful investigation, we discovered that their authentication
protocol is susceptible to vehicle user impersonation attacks and
also does not provide vehicle anonymity. In light of this, we have
provided some recommendations to address the current flaws in
the protocol developed by Ma et al.

Index Terms—Privacy preserving, Mutual Authentication, In-
formation Security, VANET

I. INTRODUCTION

HE internet of Things (IoT) technology is the third

wave of the global information industry, following
the computer and the Internet. It is a significant driver of
productivity and global growth. Through the application of
numerous sensing technologies, including radio frequency
identification (RFID) and sensors, as well as different
communication modes, IoT enables the connection of objects

to the network. This connection allows for remote monitoring,
automatic alerts, diagnostics, and other functionalisties. IoT
has found applications in diverse industries, including
environmental protection, smart home technology, intelligent
healthcare, and intelligent transportation systems (ITS).

Intelligent transportation systems (ITS) has attracted the
interest of both the business community and the academic
community [1]. The main objective is to provide a range of
road services via cloud-based V2V and V2I communications
between vehicles and infrastructure. While V2I is more
appropriate for non-critical services, V2V is actually more
beneficial for localized emergency services [2]. The solutions
for cloud-based vehicular networks have several problems
with the transfer of considerable real-time traffic data from
the road infrastructures to the cloud servers, which results
in delays and is extremely expensive in terms of bandwidth
[3]. Furthermore, scalability and mobility support difficulties
for vehicular communications were highlighted by the IEEE
802.11p Long-Term Evolution (LTE) standards, which were
first proposed for vehicular communications [4]. Therefore,
it is expected that the 5G cellular networks will enhance
ITS-based services through features like enormous bandwidth,
massive connectivity, and low latency [5], [6].

Fog computing is a novel paradigm in computing that
was introduced. The traditional cloud computing model and
associated services are extended to the network level by this



TABLE I
NOTATION TABLE

Notation Description
i Set of Random numbers
U;, FN; Vehicle user and Fog node
CS Cloud Server
1Dy, U; Identity
Dip,,Drp;,SKes | Secret keys of U; , F'N; and C'S
SC Smart card
A Adversary
h(.) Secure one-way hash function
D Bitwise XOR operation
[ Concatenation operation

computing architecture. The characteristics that this paradigm
offers include reduced latency, extensive geo-distribution,
position awareness, greater mobility, and real-time service
procedures [7]. The fog-based approach enables the sensors
to transfer data to the closest fog devices, in contrast to the
convectional central cloud-based systems. These fog devices
have the ability to compute using the data gathered and
assist in decision-making [8].As a result, fog computing
offers a decentralized approach that lowers processing costs,
bandwidth usage, and transmission latency. In the context
of VANETSs, fog computing also offers real-time traffic
control, fast exposure of unsafe driving, early warnings, and
immediate assistance.

When it comes to Vehicular Ad-Hoc Networks (VANETS),
it is crucial to have strong security. Numerous scholars
have put forth diverse approaches to address the particular
difficulties presented by VANETS, each entailing a unique set
of trade-offs and security considerations. In the context of
VANET security, this data provides a comparative study of
these systems, stressing their advantages and disadvantages
as well as their areas of use.

Table II provides a comparison of security protocols in
domains like VANETSs. Key protocols include Zhen Li et al.’s
[9] for insider attack resistance but no traceability and Xiong
Li et al’s [10] emphasizing anonymity without unlikeability
support. Wazid et al.’s scheme [11] is cost-effective but lacks
mutual authentication. Heetal [12] introduced an identity-
based VANET authentication protocol in 2015, eliminating
the need for bilinear pairing, with subsequent enhancements.
[13] protects the OBU privacy but suspectible to conditional
privacy.

The remaining sections of our paper are organized as
follows: Section-II deals with motivation and contributions. In
Section-III reviewing the protocol of Ma et al.’s. Section-IV
presents the pitfalls of Ma et al.’s devised protocol. Section V
presents the countermeasures to address security flaws in Ma
et al.’s scheme and Section-VI concludes this paper.

II. MOTIVATION AND CONTRIBUTIONS

Ma et al. [14] developed a simple authentication protocol
for the VANETSs by combining a hash function and an XOR
operation. They claim that their protocol meets all security
requirements and privacy regulations for VAN ET. However,
we have discovered that their protocol lacks vehicle anonymity
and is vulnerable to impersonation attacks. In the following
subsections, we will briefly discuss the shortcomings of Ma
et al.’s protocol, while Table I provides a list of common
notations.

A. Threat Assumption Model

An adversary A is considered as a potential attacker. He
could be a member of the staff, a system administrator, or
an outside attacker who listens in and takes information. An
attacker can send or forge messages, listen in on discussions
in the public channel, and participate in protocol operations
as a legitimate protocol participant when he adopts the role
of an external attacker. All without being detected by the
intended protocol. We suppose that A is capable of the
following:

e The public channel can be used to eavesdrop on and
intercept information, and A has the ability to forge,
change, delete, divert, or replay communications that are
sent over it.

o A can retrieve saved parameters and data from a smart
card that has been lost or stolen.

o A might be an administrator or privileged user behaving
falsely, but legally.

III. REVIEWING THE MA ET AL.”’S SCHEME

The vehicle, the fog node, and the cloud server are the
three participants in the Ma et al. [14] protocol. Four phases
of their protocol are discussed in the following subsections.
Table I contains a list of the symbols used in the protocol.

A. Initialization

When the C'S is employed to build system parameters, the
security parameter k is used as input.

1) Through CS, a g-order additive group G with a generator
P is chosen.
2) C'S chooses seZ, arbitrarily and determines Py, = sP.
3) CS selects six cryptographic hashing techniques
hi(i = 1,2,3,4,5,6) , where h; :{0,1}*x{0,1}* — ZZ,
hy : G x G — Z7, h3 {0,1}"x{0,1}* x G x G x G — Z,
ha 0,1} x{0,1}* xGXGXGXG = Z7, hs : GXGXG X
G — Zys he H0,1}*x{0,1}* xGxGxGxG — ZF, System
information is published by CS, prms= {k,q, P, G, P,,;.hi}
while s remain a secret.



TABLE 11

COMPARISON OF AUTHENTICATION SCHEMES

[ Author | Techniques used / Application area | Benefits | Drawbacks |

Zhen i et al. [9] lightweight mutual authentication protocol | Resist insider attacks Does not Provides Traceability
in fog-enabled social Internet of vehicles .

Xiong Li et al. [10] Privacy-Preserving Authentication Protocol | Anonymity Unlikeability.
for VANETSs

Wazid et al. [11] Key management and user authentication | Less communication and com- | Does not provide mutual au-
scheme for fog computing services putation cost thentication.

Heetal et al. [12] Identity-based less computational cost Replay-attack

Lee et al. [13] Honey List-Based Authentication Protocol | Protects OBU privacy against | Limited to conditional privacy;
for Vehicular AdHocNetworks adversaries requires a trusted authority

T A for identity tracking
U, 7N, 8 |

4 Zi Ry PRy <11 Py
AIDy, + IDy, & h(Ry, By)
a ¢ h(IDy,, Ty, Ry, R1, Dip,)

(AIDy,, Ty, Ry, )

(Ra, Ry, Ry, Trs,7)

Checky & (D), oo, Ry, Ra, B3, By)

If the condition is not true reject; Otherwise, compute

Ky, <Ry
SKy,  h(Ky,, Ri, Ra, Ry)

1y 23, By 19P, Ry ¢ 19Pyup, Ry - 1o Ry
AIDpy; < IDpy, © h(Ry, R)
3« W(AIDy,,IDpy,. Ty, Trx,, Ri, Re, Ra, Ro, Dip,)

(M, AIDpy,, Ry, Ro, )

R’l ~ sRlAR’z — sRy

Eatract IDy, and 1Dy, corresponding to AID,; and AIDpy;
Computes

IDy;, + AIDy, & h(Ry, Ry)

Dy, < AIDpy, & h(Ry, Ry)

Dyp, 4 h(s,IDy,)P. Dyp, « h(s, Dy )P

o « W(IDy, Ty, Ry R).Dyp,)

B W(AIDy,, IDpy  To,, Trn,, Ry, R, Ra, Ry, D, )

Check o & a,8 &8
1f both the conditions are not true rejects;
Otht:rwise.fhoose r3 FMZ;

Ry 3P, Ry  r3Ry, By  13R,

Ko + z;;}? )

SK. s+ h(Kcs, Ry, Ry, R3)

5 h(Dyp,, Tes, Ra, Ro, B3, Rs)

7 ¢ W(Dyp,, Tes, Ry, Ro, B3, Ry)

(Rs, s, Ry, Tes,7,7)

Checkry & h(Dyp,, Tes, Ry, Ba, B3, By)

If the condition is not true reject; Otherwise, compute
Kpy, 2Ry

SKpy; ¢+ MKpn;, Ri, Ra, Rs)

Fig. 1. Authentication and Key Agreement Phase

B. V; Registration Phase

C. F'N; Registration Phase

To receive a private key, the vehicle user U;, registers with The fog node F'N; registers with C'S and receives a secret

CS.

key.

1) The identification I Dy, of U; is transmitted to the C'S. 1) F'N; sends CS its I Dpy, identity.
2) When CS receives IDy,, it computes Drp, = 2)CS determines Dip, = h(s,IDpy,)P and returns D;p,
h(s,IDy,)P and stores (IDy,,Drp,) on a smart card. to C'S over a private medium.

The smart card is finally given to U; via C'S.

3) F'N; completes the registration and secretly stores Djp,.



D. Authentication and Key Agreement Phase

The authentication and key agreement phases are performed
independently by the cloud server C'S, the fog node FN;,
and the vehicle user U; in order to create a secure connection
and set up a shared session key.

1) U; chooses a arbitrary nonce rleZ;. Ty, represents
the present time-stamp. The U; compute R; <+ 7P
s Rl — B, AIDy, <+ IDy, @ h(Rl,Rl),
o — h(IDy,,Ty,, Ri, Ri,Drp,) and transmits
(AIDU“TUi,Rl,Oz) to FNj.

2) After determining the Ty, freshness, FN;
chooses 7o — Z; arbitrarily. The current time-
stamp is represented by Tg N;- Ry <+ 1P Ry <+
72 Pypups Ro < 12R1, AIDpy, < IDpy, ® h(R2, Ry) and
ﬂ — h(AIDUi,IDFN].7TUi,TFNj7R1,RQ,RQ,R27D[DJ.)
are all calculated by F'N;. Finally, F'N; transmits
(M1, AIDFpn;, Ra, Rg,ﬁ) to cloud server.

3) Cloud server C'S verifies the freshness of Ty, and
TFNj. Afterward C'S computes R, < sR;, R, < sRo,
ID,,  +  AIDy, ® h(Ry,Ri), IDpy
AIDpn, ® W(Rs, Ro), Dip, < h(s,IDy)P,Dyp <
h(s,IDpy )P, o  «  h(IDy, Ty, Ry, Ry, Dyp,),
8" < WAIDy,, IDyy ., Tu,, Trn,, Ry, Ra, Ro, Ry, Dipy ).
a,ﬁ/ L B CS denies the
request if one of the two equations is wrong. If
not, C'S chooses rs <«  Z; arbitrarily and computes
R3 — 7“3P, R3 < T3R1,R;) <— T3R2, Kcs — 7”3R2, SKCSA —
h(Kes,R1,R2, R3), v <+ h(D,Dj,TCS,Rl,Rg,RS,Rg),
v h(D;Di,TCS7R1,R2,R3,R;’), where T, time-stamp.
Finally, C'S transmit (Rg,Rg,R;),TCS,’y,’y) to F'N;.

. / ?
CS verifies « —

4) F'N; verifies the current time-stamp T¢s and determines
whether v < h(D’,Dj ,T.s, R1, Ra, R3, Rs) holds. If not, the
request is canceled by F'N;. Otherwise, F'N; determines
Kpy, + r2R3 and SKpn, + h(Kpn;, Ri, R, Ry). FN;
finally transmit (Ry, R3, Ry, T.s,7) to U.

5) U; examines Tgg freshness and  versifies
5 & W(Dpp,,Tes, Ri, Ro, R3, Ry) Tt mot valid, U,
terminate the session. Else U; computes Ky, < 7“1]%/3
and SKU,i — h(KUi,Rl,RQ,R;J,).

IV. PITFALLS OF MA ET AL.”S SCHEME

The study evaluates the fog-based vehicle ad hoc network
protocol proposed by Ma et al’s [14]. In this analysis,
we examine the limitations of the devised protocol by
Ma et al. Upon thorough examination, we demonstrate
the various vulnerabilities of their protocol, including the
absence of vehicle anonymity and susceptible to vehicle user

impersonation attack.

A. Vehicle User Impersonation Attack

According to the Ma et al. [14] approach, during the
registration phase as stated above in sub-section III-B, the
user identity, /Dy, and secret key, D;p,, are stored on the
U; smart card by cloud server C'S. Since I Dy, and Dyp, is
kept in plain-text on U; smart card, an A can use a smart
card stolen attack to access I Dy, and Dyp,. As a result, an
A can steal these parameters from the U; smart card and use
them to launch an U; impersonation attack. Thus, an A can
easily impersonate a legal U; after having /Dy, and Djp,.
The following actions are taken by the attacker in order to
pretend as an authentic U;:

Stepl: After accessing /Dy, and D;p, A can quickly
create a legitimate request message. A performs the following
calculations:

r 4 Z3, Ry 1P, Ry < 11 Py (1)
AIDy, < 1Dy, & h(Ry, Ry) 2)
a < h(IDy,,Ty,,R1,R1, Dip,) 3)
A sends (AIDy,,Ty,, R1,a) to FN;.
Step2: Upon receiving (AIDy,,Ty,,Ri,o) the FNj,

inspects the freshness of Ty,. Upon confirmation, F'N;
selects arbitrary nonce:

ro < Z;,RQ — T2P7 RQ — Tgppub,R2 “— T2R1 (4)
AIDpn, < IDpn, ® h(Rz, Ry) (5)

B<_h'<AIDU7;aIDFvaTUi)TFNj7R13R27R25R27D1DJ‘)
(6)

Step3: A transmits (Ml,AIDFNj,Rg,RQ,ﬁ) to C'S. Then
CS determines:

Rll — sRi, R; +— sRy @)

IDy;, + AIDy, ® h(Ry, Ry) (8)

IDpy, < AIDpy, & h(Ra, Ry) 9)

Dyp, < h(s,IDy)P,Dypp (s, IDpy )P (10)

a' « h(IDy,, Ty, Ri, Ry, Dip,) (11)

8+ h(AIDUmID;?NJ7TUNTFNJ,R1,Rz,RQ,R;,D}?i)Z)

r? r? . .
Next, check in CS to see if @ < «, 8 < [ is either true or
false. If it is correct, Next, C'S calculates:

r3 < ZI, Ry 4 3P, Ry < 3Ry, Ry < 3Ry (13)
Koo < 73Ry (14)

SKes  h(K.s, R1, Ra, R3) (15)

v+ h(Dyp,, Tus, R1, R2, R3, Rs) (16)



’7(— h(D/IDi,TcsaR17R27R37Ré) (17)

CS transmits (Rg,Rg,f%;),Tcs,'y,ﬁ/) to FN;

Step4: After receiving, (R3,R3, ]%;,,Tcs,fy,ﬁ), CS validate
the freshness of 7., and then verifies:

v < M(Dyp,, Tes, Ry, Ra, R3, Rs) (18)

The session is ended by the F'IN; if this verification fails. If
not, it calculates:

Kpn; < ra R (19)

SKpn, + h(Kpn;, Ri, Ra, R3) (20)

Step5: After receiving, (Rg,Rg,R;),Tcsfy), U, verifies the
freshness of time-stamp 7.5 and then verifies:

5 & W(Djp,, Tes, Ri, R, R3, Ry) @1)
Ky, «+ rRj (22)
SKUi < h(KUi,Rl,RQ,Rg) (23)

The A can easily pass for an authorized vehicle user in this
manner. The system of Ma et al. [14] provides the potential
for a vehicle-user impersonation attack, which is proven.

B. User Anonymity violation

The privacy of user identities is a significant concern in
VANETSs because malicious entities can exploit them to track
the users’ location, movement patterns, login history, and
transaction history, simply by knowing the vehicle users’ iden-
tity. As we have discussed in sub-section III-B, user identity is
revealed through smart card stolen attacks; therefore, based on
that, we can claim that user anonymity is violated here. Hence,
Ma et al.’s protocol fails to ensure the users’ anonymity.

V. COUNTERMEASURE FOR FLAWS IN MA ET AL.’S
PROTOCOL

In Ma et al’s [14] devised protocol, a major concern is
the storage of I Dy, and D;p, in plain text on U;’s smart
card, which compromises user anonymity and exposes them
to vehicle user impersonation attacks. To address issues, it
is vital to design the scheme in a way that encrypts the
secret credentials by XOR-ing them with other parameters.
Additionally, a verification check should be embedded into the
smart card to detect incorrect data input, such as erroneous
identity information, and display an error message immedi-
ately. By implementing these measures, the devised protocol
would effectively protect the anonymity and resilient against
vehicle users impersonation attack.

VI. CONCLUSION

A fog-based authentication and key agreement protocol in
vehicular ad-hoc networks was presented by Ma et al. Our
cryptanalysis reveals that the system proposed by Ma et al.
is vulnerable to a vehicle user impersonation attack, and it
does not ensure user anonymity, Consequently, Ma et al.’s
protocol is not practical for VANETs. We have proposed
several solutions to address the vulnerabilities in Ma et al.’s
protocol.
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