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ARTICLE INFO ABSTRACT
Keywords: Protecting intellectual property (IP) in the digital age presents significant challenges due to rapid technological
Blockchain

advancements and industrial growth. Traditional methods of registering and securing IP are becoming
increasingly ineffective. To address these challenges, a more robust system is needed to control access, prevent
unauthorized use, and safeguard digital rights. Despite efforts to transition from central registries to encrypted
systems, vulnerabilities still exist that can compromise IP security. Therefore, a comprehensive solution must
ensure legal use, prevent misuse, and enhance overall IP protection. This study introduces a robust framework
designed to prioritize IP security and protection while addressing financial considerations. Our tiered Blockchain-
based approach features logically segregated layers governed by smart contracts, which control access based on
predefined agreements set by the IP owner. A common application interface (CAI) via smart contracts simplifies
common operation with regard to an IP. The decentralized nature of Blockchain technology ensures unassailable
trust, availability, and security. Additionally, we employ a flexible off-chain identity verification and storage
mechanism for quick access and improved processing capabilities. Financial aspects tied to digital rights are
managed through Blockchain’s oracle services, ensuring seamless integration and management. Our integrated
solution provides a reliable platform for IP protection, validated through thorough performance evaluations across
diverse real-world scenarios. This framework demonstrates significant improvements in efficiency, security,
and cost-effectiveness compared to traditional IP protection methods. By leveraging Blockchain’s immutable
ledger and decentralized network, we enhance the traceability and accountability of IP transactions, reinforcing
legal compliance and reducing disputes. Ultimately, this approach ensures that IP is safeguarded, valued, and
shared in a manner that benefits creators, consumers, and society as a whole. The rigorous analysis showed
significant enhancements in process optimization, technology adoption, efficiency, and cost reduction compared
to traditional IP rights protection practices.

Intellectual property (IP)
Intellectual property rights (IPRs)
Distributed ledger technology (DLT)
Security

Distributed computing

Digital rights

Access control

is booming, with a current value of $13.23 billion in 2023, and is pro-
jected to skyrocket to $40.12 billion by 2030, growing at a remarkable
rate of 17.05% annually from 2024 to 2030, unveiling vast opportunities
for innovators and creators to monetize their IP [1]. According to the

1. Introduction and background

1.1. Introduction

Intellectual property (IP), encompassing patents, copyrights, trade-
marks, and trade secrets, plays a pivotal role in incentivizing innovation
and creativity across diverse industries. The global IP licensing market
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research study, IP infringement costs the average company almost $102
million in revenue per year, and that number is increasing with time
[2]. Conversely, malicious actors persistently exploit vulnerabilities in
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intellectual property rights (IPRs) security protocols, resulting in the
misuse of IP and subsequent financial losses for authors and owners in
terms of royalty fees. According to Statista, there has been a discernible
upward trajectory in IP disputes, specifically within the domain of cy-
bersquatting based on data provided by the World Intellectual Property
Organization (WIPO) between the years 2000 to 2022 [3]. In the year
2000, the recorded count stood at 1857 instances of cybersquatting dis-
putes, encompassing 3760 domain names. Throughout this period, there
has been observable variability in the numbers of both cases and domain
names implicated in these disputes. Notably, a substantial surge in both
case numbers and domain names involved became evident from 2019
onwards, culminating in 2022 with the highest figures on record, com-
prising 5423 cases entailing 7908 domain names [4].

These data underscore the escalating prominence of safeguarding
IPRs in general and in the context of domain names in particular over
the past two decades, with precise emphasis on the recent surge in
such cases. Since its inception in 2012, the online copyright infringe-
ment tracker survey has emerged as a vital resource for documenting
the prevalence of digital copyright infringement in the United King-
dom. WIPO has observed a notable uptick in submissions to its in-
telligence hub, surpassing the previous year’s figures by a substantial
margin, showcasing a 13% increase in referrals associated with on-
line criminal activities [5]. The protection and safeguarding of these
intellectual assets have become paramount in the digital age, where
unauthorized reproduction and distribution have proliferated [6]. Tra-
ditional methods of IPRs protection, often reliant on centralized author-
ities, face significant challenges in adapting to the evolving landscape
of technology-driven IP threats. This backdrop underscores the pressing
need to explore innovative solutions that not only uphold the integrity
of IP but also foster an environment conducive to innovation and fair
compensation for creators [7]. To meet the escalating need for a highly
trustworthy and secure protocol for safeguarding digital assets, the de-
velopment of a robust IP protection system is paramount.

1.1.1. Problem statement

This research aims to address the pressing need for a sustainable and
innovative solution to protect IPRs and effectively ensure IP integrity, se-
curity, and availability of IP across the ecosystem. The proposed solution
prioritizes scalability, interoperability, and decentralization to ensure
the long-term viability of IPRs protection in a rapidly changing digital
landscape.

1.1.2. Motivation and contributions

IPRs protection emerges as a pivotal technological component within
the framework of reuse-based design methodologies. In the context of
an increasingly advanced high-tech landscape, the world is undergoing
a profound transformation propelled by the dominance of data-driven
processes [8]. Simultaneously, it’s crucial to highlight the rising fre-
quency of disputes related to the safeguarding of IPs. This surge in
disputes has created significant challenges within the traditional IP
ecosystem, emphasizing the growing need for innovative and sustain-
able solutions to protect digital rights [9].

This research study aims to introduce a mechanism for improving
the safety, security, integrity, availability, and fair use of IPRs. The re-
search study conducts the comprehensive research to present the current
scenario of safeguarding the rights of IP owners within the digital realm
and proposed viable solution which ensures the ownership and transpar-
ent utilization, transfer of IP, augment the cost effectiveness, and build
trust without the need for an intermediary governing body.

1.2. Background

The current industry and government systems rely on centralized
registries to ensure uniqueness, security, and fair compensation for in-
ventors and owners. Digital rights management (DRM) technology has
emerged as a pivotal tool for safeguarding IPRs in the digital realm. By
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exerting control over access, reproduction, and dissemination of digi-
tal content, including musical compositions, cinematic works, electronic
publications, and software, DRM systems effectively protect the eco-
nomic interests of content creators and distributors. Current DRM im-
plementations typically employ a combination of encryption techniques
and licensing mechanisms to ensure that digital content is only acces-
sible to authorized users under predetermined conditions [10]. DRM
technologies currently in use, including Silverlight, Flash Air, and the
DRM systems employed by Windows and Apple, primarily concentrate
on copyright management and content encryption. However, these sys-
tems exhibit significant limitations in addressing content leakage and ac-
countability. In the event of unauthorized content dissemination, these
DRM solutions lack the capability to trace and identify the parties re-
sponsible for violations. Furthermore, existing DRM technologies are
inadequate in providing verifiable evidence of copyright infringement
concerning digital content. While these systems have limited reach and
operate within state legal boundaries, not protecting IPRs jurisdiction.

Protection of IP can be achieved through proper authentication,
proof of ownership, and ensuring the legitimacy of the content. For this
purpose, various publicly verifiable, fingerprinting mechanisms, digital
signature (hashing), and watermarking schemes have been discussed
and used in the literature. These practices are viable only for the phys-
ical security of the IP, while on the digital platform these techniques
become useless [11]. The embedding of fingerprints into IP does not
ensure the online copying and unauthorized use of IP. Similarly, water-
marking the digital document does not ensure the protection of the IP
on the network. One of the valid practices that ensure the security of
the IP is the use of the hashing technique to encrypt the digital format
of the IP on the network [12]. Protection of IP is a global phenomenon
and is not bound to a specific location; therefore, its applicability and
availability across the globe are one of the major requirements of the
IP owners and users. Keeping in view the current issues and available
option for a viable solution, Blockchain offers comparatively optimal
characteristics to be considered a viable technology solution.

Blockchain, a distributed ledger technology (DLT), has transformed
the technology landscape by introducing a secure and decentralized
way of storing and sharing data, making it a game-changer in the fight
against cyber threats [13]. Blockchain, as a peer-to-peer (P2P) network,
supplemented by additional layers of security, transparency, and prove-
nance, is well-suited for safeguarding IP. Blockchain enables efficient
pricing, allowing for micro-monetization and establishing trust. This
mechanism streamlines the distribution and utilization of IP via a smart
contract-based interface. These smart contracts are designed to ensure
compliance with the terms of use and service level agreements [14]. Its
inherent characteristics, including decentralization, immutability, trans-
parency, and smart contract capabilities, offer promising avenues for
enhancing the security and management of IPRs [15]. By leveraging
Blockchain technology, a paradigm shift is envisioned, where creators,
innovators, and rights holders can assert greater control over their in-
tellectual assets, minimize the risk of infringement, and streamline the
complex processes of IP management. Furthermore, the integration of
Blockchain technology can facilitate global accessibility and interoper-
ability of IPRs, transcending geographical boundaries and legal jurisdic-
tions.

To achieve global accessibility and applicability, a decentralized IPR
system is proposed, with Blockchain technology offering optimal se-
curity, transparency, autonomy, and immutability. Blockchain has the
potential to address concerns related to IPRs protection, licensing, and
the verification of origins and ownership. Blockchain technology in-
herently embodies the principles of immutability, trust, security, and
provenance, making it an indispensable solution for the protection of
IPRs [16]. However, integrating the DRP system with current Blockchain
applications faces challenges in scalability, legal compliance, and man-
ageability. In detail limitations of Blockchain technology are described
in the following section.
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1.3. Limitations of the Blockchain technology

Blockchain technology presents a compelling vision for securing and
managing digital rights, particularly in the realm of IP. However, this
technology has significant limitations. One such limitation is its im-
mutability. While this feature ensures security, it also makes it chal-
lenging to correct errors. Regulatory uncertainty, data privacy con-
cerns, and security vulnerabilities pose additional hurdles. Additionally,
Blockchain doesn’t inherently verify the accuracy of the initial data en-
tered; trust among participants is crucial. The relative immaturity of
Blockchain technology is also a limitation, as various design choices im-
pact factors like speed, security, and storage [17].

Blockchain, being a distributed storage, exhibits performance bot-
tlenecks such as transaction delays and the high cost of on-chain data
storage, that can significantly hinder the scalability and efficiency of
the system. Transaction delays arise due to the consensus mechanisms
employed by blockchain networks, where each transaction requires val-
idation and approval by multiple nodes, creating latency that may affect
real-time IP tracking and licensing processes [18]. Furthermore, on-
chain data storage, although providing immutable records for IP can
incur high costs due to the limited block sizes and the growing volume
of data associated with IP assets. This can be particularly challenging in
tiered blockchain models, where data is categorized and stored across
multiple layers, potentially adding complexity in maintaining the bal-
ance between security, accessibility, and cost-efficiency. These bottle-
necks necessitate the exploration of hybrid solutions that integrate off-
chain storage, Layer 2 protocols, and optimized consensus algorithms
to enhance the performance of blockchain-based IP protection systems
[19].

Furthermore, challenges such as scalability, high energy consump-
tion, and building trust for off-chain communication need to be ad-
dressed. The widespread adoption of Blockchain for IP protection is
also hindered by interoperability issues and the complexity of achieving
industry-wide consensus. High transaction fees and the substantial costs
of setting up and maintaining Blockchain systems can be prohibitive,
especially for small and medium-sized enterprises [20]. Moving for-
ward, technological advancements in privacy-enhancing technologies
and energy-efficient consensus mechanisms are crucial, alongside the
development of clear legal frameworks for Blockchain-based IP man-
agement. By addressing these limitations, Blockchain technology can
be effectively harnessed for robust IP and DRP.

The rest of this paper is organized into clear sections. In Section 2, a
comprehensive review of existing research and comparison with current
practices and key identified gaps are presented. Section 3 introduces
the proposed method and framework, explaining how it addresses these
gaps. Section 4 presents results and provides a brief analysis of what
the results speak. Finally, in Section 5, concludes research findings and
suggests potential directions for future research.

2. Literature review

IP protection has a rich history spanning centuries, arising to safe-
guard human creations, inventions, and innovations. Over time, various
legal systems have evolved to grant creators exclusive rights, fostering
innovation. However, modern challenges persist. Traditional systems
struggle with issues like ownership proof, slow enforcement, and dig-
ital piracy threats, exacerbated by increasing digitization [8]. Many
DRM systems aim to address IP violations, yet none are perfect. Var-
ious technologies, including watermarking, hashing, and centralized
registries, have been proposed for IP protection. Blockchain technology
has emerged as a disruptive force in this realm, offering decentraliza-
tion, immutability, transparency, and cryptographic security [5,21,22].
Blockchain presents a new paradigm for IP management, addressing
trust, transparency, and security issues. This article provides a compre-
hensive review to identify research gaps and understand the current
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state of IP protection using Blockchain technology. The upcoming sec-
tions delve into a comprehensive examination of legacy systems, high-
lighting their inherent weaknesses and substantiating the imperative
need for a contemporary solution using Blockchain technology. Through
an extensive literature review, the research aims to point out the defi-
ciencies in existing legacy systems while also identifying prior research
efforts in the realm of DRP.

2.1. Blockchain technology and IP protection

Blockchain technology has gained prominence as a state-of-the-art,
transparent, and secure mechanism, finding widespread adoption in
both scientific and industrial communities. It operates as a decentral-
ized, immutable, and time-sequenced ledger, facilitating transactions
by anonymous parties [23]. Miners competitively gather these trans-
actions to form new chains, earning incentives for their successful cre-
ation of legitimate blocks. The Blockchain’s data remains unalterable,
as it undergoes verification and is stored at multiple participating nodes
in addition to local copies. Any alterations to the local ledger version
must undergo a consensus-based endorsement to be accepted by the
Blockchain, ensuring tamper resistance. Users can access and trace any
data within the Blockchain network, as transactions are validated be-
fore being recorded during the mining process, guaranteeing traceability
and non-repudiation of transactions [24-26]. There are two kinds of
Blockchains: proprietary Blockchains, where there are limits on who can
take part and what can be done, and public Blockchains, in which any-
one can read or write in the ledger. The Gartner research report showed
that by 2030, Blockchain is projected to reach a market valuation of US
Dollar 3.1 trillion. However, business spending grew dramatically by
2023 [27].

Blockchain networks provide an open and transformative platform
for IP registries, offering cost-effective, faster, more precise, and reliable
operations. This technology enhances the accuracy and transparency of
rights management, especially in licensing systems and trademark pro-
cesses, driving significant efficiency gains [22]. A research study [28]
investigated IP protection using data encryption schemes based on quan-
tum logistic maps, with ongoing efforts directed toward optimization.
Moreover, studies suggest that adopting Secure Hash Algorithm 3 (SHA-
3) over Secure Hash Algorithm 2 (SHA-2) can improve security and
efficiency, particularly in hardware implementations. Secure Hash Al-
gorithms (SHA) generate unique cryptographic hashes of fixed size for
digital data, such as files or messages, ensuring data integrity. While
limited studies address IP protection, existing research focuses on en-
cryption and hashing mechanisms, but lacks exploration of cutting-edge
technologies like Blockchain.

Numerous studies have explored the motivations driving researchers
to commercialize their inventions. Conversely, BlockVerify [29] presents
a noteworthy startup leveraging Blockchain technology to establish the
provenance of luxury goods and physical products, effectively combat-
ing counterfeit issues by verifying the legal status of pharmaceuticals,
diamonds, and electronics. In the public sector, Blockchain has far-
reaching implications for state-maintained records. In regions plagued
by poor data management and corruption, Blockchain offers a depend-
able alternative to existing registries. The immutability of Blockchain
transaction histories prevents any tampering by corrupt individuals,
while its decentralized nature virtually eliminates duplicate content.
Notably, Blockchain’s independence from a single governing authority
safeguards against mismanagement-induced points of failure, ensuring
the accuracy and integrity of records [30].

2.2. Legacy systems and research work

IP protection mechanisms commonly utilize watermarking, hashing,
and digital signature-based techniques to achieve their objectives. Hash-
ing, such as the Message Digest Algorithm 5 (MD5) is a cryptographic
function that converts any message into a unique 128-bit “fingerprint.”
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Table 1 summarizes the major contributions by authors toward IP pro-
tection. Fingerprint and watermarking-based systems, although widely
used, represent older practices compared to advancements in informa-
tion technology. Researchers [31] have strategically employed public
and private watermarking techniques to define and control IP access
levels.

IP protection enables researchers to outsource the hunt for applica-
tion and commercialization opportunities, allowing for specializations.
Relationships with industry and other problems touching IP within the
disciplines of research in which researchers are involved can play a
major role in protecting IP. Table 1 summarizes and provides insights
into the strengths and weaknesses of different approaches to IP pro-
tection, including watermarking and Blockchain-based solutions, while
highlighting areas for improvement and potential security concerns. Wa-
termarking, along with encryption techniques, adds to the protection
level of an IP; the same techniques have been adopted in the research
study for preventing IP infringements [32]. The encryption of the dig-
ital IP hash function-based encoding techniques has been incorporated
to achieve an adequate level of protection [33]. The same techniques re-
main in use for a long time, but due to advancements in the processing
power of computers, the encryption cracking techniques target the sys-
tem and eventually, the same techniques become prone to attacks. To
address the limitations block ciphers, an optimized solution based on a
field programmable gate arrays based solution has been proposed [33],
which is centered on computationally extensive signatures and consists
of long bytes that are being utilized by industries due to its computa-
tionally intensive nature; the likelihood of implementation is difficult
for ordinary users.

The IP trading scheme proposed by Ref. [20] leverages the Secure
Hash Algorithm 1 (SHA-1) to facilitate random trading queries for ver-
ifying parties, preventing illegal multiple embedding and information
stenography. The scheme adds anonymity to authorship, enhancing
security and shielding IP from known attacks, with Ref. [34] demon-
strating the successful integration of anonymity and traceability into
blockchain for better security and efficiency.

While watermarking has traditionally safeguarded both physical and
digital IP, its reliability has diminished with advancements in image
processing. More contemporary approaches favor large key spaces and
reduced computational time for enhanced security, with hashing being
used to create unique IP identifiers [35]. Blockchain transforms IP pro-
tection by securing hashed digital certificates and automating royalties
through smart contracts, simplifying IP processes for regulatory agen-
cies, and ensuring originality [9]. It also addresses the challenge of cata-
loging works and verifying copyright ownership [36], as well as enhanc-
ing traceability of IP transactions. Research study [33] also emphasizes
the difficulties faced by IP owners in identifying users and licensees.
Blockchain’s ability to maintain a comprehensive record of ownership
and activities significantly improves IP rights management, overcoming

Table 1

Critical analysis of legacy systems and research: gaps, challenges, and resolutions.
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limitations of legacy systems, particularly for online-published research
articles.

Additionally, maintaining IPRs and traceability through a complete
chain of ownership is a crucial challenge for DRP. Blockchain effectively
addresses this by maintaining a comprehensive record of all activities
and providing the provenance of every transaction recorded within it.
A thorough literature review underscores the shortcomings of the legacy
system currently in use for IP protection, especially concerning research
articles published online.

2.3. Limitations of the existing digital rights protection systems

IPRs play a pivotal role in regulating the fair utilization of IP and
upholding licensing terms; however, inherent vulnerabilities in this sys-
tem expose it to unjust exploitation and breaches of usage agreements,
endangering the investments made by IP creators [37]. One significant
deficiency is the insufficient enforcement of IPR regulations, leading
to inadequate protection of IP. Additionally, the lack of a standard-
ized cost framework for safeguarding different forms of IP, coupled
with economic disparities, results in inconsistent IP protection expenses.
The imposition of supplementary processing and protection fees further
burdens IP owners, potentially hindering efficient asset management.
Moreover, many existing systems rely on outdated infrastructure, pos-
ing security risks exploitable by malicious actors. The human-dependent
nature of these systems fosters a lack of transparency, creating an en-
vironment conducive to piracy and counterfeiting, undermining IP’s
integrity. Addressing these weaknesses in current IP protection systems
is essential for ensuring security, fairness, and overall effectiveness in IP
management and safeguarding.

A systematic review of IP protection methods reveals a notable lack
of integration with modern technology, hindering the attainment of op-
timal security, protection, and transparency in IP utilization. Most of
the research work in the IPRs domain suggests that Blockchain tech-
nology holds substantial promise for enhancing IP protection through
avenues such as digital watermarking, traceability, authority manage-
ment, and the implementation of Blockchain based IP registries. These
advantages extend to areas like copyright registration, transaction mon-
itoring, and evidence maintenance. Consequently, the literature under-
scores a research gap in IP protection, particularly the underutilization
of advanced technologies like Blockchain to establish a transparent and
resource-efficient mechanisms. Additionally, this study critically exam-
ines existing Blockchain-based IP protection systems, setting the stage
for the proposed Tiered Blockchain IP Protection framework, aimed at
addressing IP protection challenges.

Subsequent sections provide an in-depth description of the proposed
method, working framework and insight discussions on performance in-
dicators, evaluation results and real-world use cases of the proposed
framework.

Ref. Year Techniques / methods Research gaps Addressed research gaps

J. Fie et al. [38] 2022 Image watermarking technique for the The proposed method has limited The research gap persists, and no
protection of generative adversarial accuracy and is not suitable for higher suitable solution is proposed.
networks (GANs) model. parameters.

R.F. Ciriello et al. 2023 Proposed design principles for A standard Blockchain-based access A secure DRM with strong access

[12] Blockchain-based DRM for transparent control mechanism is used, which is control is a research gap that persists in
licensing, rights metadata, and efficient prone to compromise. the literature.
royalty payout.

L. Xiao et al. [20] 2020 Proposed a distributed random Utilized higher computational resources Secure intelligent contract protocol
embedding mechanism and position for hashing, which can be minimized by [37] for IP protection mechanism is
mapping function using the SHA-1 hash intelligent smart contracts. proposed.
function for the protection of IP.

S. Bhaduria et al. 2021 The research study introduces a scheme The watermarking is subject to The research gap has been addressed

[21]

for combining digital watermarking and
Blockchain technology.

sophisticated attackers by utilizing the
latest technology.

with a machine learning based solution
[38].
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Table 1 (continued)
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Ref. Year Techniques / methods Research gaps Addressed research gaps

H. Kim et al. [39] 2019 The article examines Blockchain for IP Dispute resolution in IPRs is proposed; The research gap persists; no suitable
registries, highlighting advantages over however, the solution does not cover solution has been proposed to address
traditional methods due to drawbacks the rights of a group of people, i.e., IP the multifaceted IP protection system.
related to dispute resolution. owned by companies, etc.

J. Lach et al. [40] 2001 Watermarking & MD5 for hashing, Linkage of watermark positions after Watermarking and MD5 hashing
verification is done using the subset of public verification. This can pose a replaced with traceable IP protection
the watermark serious hazard to the IP owner. algorithms [41].

G. Qu [41] 2002 Public-private watermark verification is Watermark is subject to tampering Copyright issues addressed using deep
done by revealing the encoding scheme attack, which is a serious copyright learning based intelligent watermarking

threat. [38].

S.P. Mohanty et al. 2004 Added a watermark generated using Low values of peak signal-to-noise ratio Deep learning based intelligent

[42] linear feedback shift registers (LFSR) (PSNR) indicate that there can be a watermarking scheme is proposed to
threat to the watermarked image that address the copyright issues [38].
has been tampered with.

C.-C. Chang et al. 2006 Using a fragile watermarking scheme Cryptographic research work [44] Attribute based encryption (ABE) [35]

[43] over center 3x3 block embedding bits contradicts the claims, tampering, and proposed to address the cryptographic
for generating a cryptographic hash unique binding to the owner found tampering issues.
function. missing.

D. Saha et al. [45] 2012 Zero-knowledge based field Relies on the trust of IP buyers. Fake Zero trust-based solution [2] has been
programmable gate arrays (FPGAs) buyers can reveal the watermark proposed to address the fake identity
digital signature. It addresses the issue information, which is a serious security protection.
of information leakage of the threat.
watermark.

A. Garba et al. [46] 2021 Using scalable Blockchain-based The research study utilized the public A secure DRM with strong access
overlay network, a DRM system blockchain, which exhibits higher control is a research gap that persists in
providing security of digital content by latency, transaction maturity time and the literature.

Digital watermarking is proposed. limited applicability scope.
H. Zhang et al. [34] 2023 Blockchain based, anonymous and The research study only discusses the The issues of incorporating the three

traceable intellectual property
management (ATIPM) is proposed to
enhance protection and efficiency using
smart contracts.

private Blockchain scheme and does not
provide public access to the Blockchain

modes (e.g., public, private,
consortium) of Blockchain persist.

network.

3. Proposed solution and framework

Long-term prosperity and economic success hinge on a nation’s abil-
ity to innovate and be creative. IP protection is one of the most essential
governmental regulations in the industries and global marketplaces of
the twenty-first century [47]. The fundamental right of IPR protection is
to foster innovation by allowing IP owners to recoup their research and
development costs [22]. These intellectual rights are being protected
using different mechanisms. However, a universal system addressing
the basic functionality of IP protection is deemed necessary. The pro-
posed solution primarily harnesses the power of Blockchain technology
to safeguard the digital rights of IP across networked environments.
The Tiered Blockchain framework represents an evolution of traditional
Blockchain structures, as it introduces the concept of logically separated
tiered chains, each inherently distinct and maintained. The primary ob-
jective behind adopting this tiered structure is to establish a robust
access control mechanism for the protection of digital rights. This in-
novative framework aims to enhance the security and management of
IP rights, ultimately fostering a more secure and incentivized environ-
ment for innovation and economic growth.

3.1. Proposed system architecture

In the digital realm, access control mechanisms play a pivotal role
in ensuring the confidentiality, integrity, and availability of digital con-
tent. To systematically manage digital rights, a segregation of relevant
entities is imperative. This research study introduces a three-tiered ap-
proach, categorizing them as public, private, and consortium, which are
fundamental types of Blockchains employed across various domains.
However, this study takes a novel approach by amalgamating these
types into a unified chain, implementing them logically, thus achiev-
ing a harmonized outcome.

Fig. 1 illustrates a classification of blockchain architectures based
on access, read, and write permissions granted to participants. It catego-

rizes blockchains into public and private types, with further subdivisions
into permissionless and permissioned models.

1. Public permissionless: open to anyone for joining and reading,
hosted on public servers, preserving anonymity but with low scal-
ability.

2. Public permissioned: anyone can join and read, but only authorized
participants can write. Identity proof is required, offering medium
scalability.

3. Private permissionless: restricted to authorized participants for
joining, reading, and writing, hosted on private servers, ensuring
identity preservation with high scalability.

4. Private permissioned: only authorized participants can join and
read, while an operator handles write/commit actions. Proof of
identity is mandatory, offering very high scalability.

Open source Blockchain technology is typically deployed in public
and permissionless environments, which aligns with its broader scope
and application. However, when it comes to safeguarding IP, a pri-
vate Blockchain with permissioned access levels proves to be a suitable
choice. In the realm of modern Blockchain 3.0 technologies, robust so-
lutions for implementing IP protection systems are readily available.
Prominent examples include Hyperledger Fabric and Ethereum, both of
which operate within the private permissioned Blockchain ecosystem.
These platforms offer advanced network and organization-level access
management protocols, ensuring a secure and controlled environment
for the protection of IP. Traditional DRM systems have limitations in ad-
dressing content management violations. Blockchain technology offers
a solution by providing a secure and transparent framework. It enhances
content protection by tracking usage, identifying violations, and hold-
ing violators accountable [48]. This addresses the limitations of legacy
DRM systems and promotes a fairer and more secure environment.

In IP protection using a tiered Blockchain, trust, privacy, and security
are essential components. Trust represents the stakeholders’ reliabil-
ity in the system’s integrity and fairness, fostered by transparent and
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Fig. 1. Comprehensive information of a Blockchain-based system, showcasing varying levels of data access control in public and private blockchains, and highlighting

their distinct access privileges and security features.

immutable records. Privacy ensures the confidentiality of sensitive IP
transaction details and user identities, protecting them from unautho-
rized access [49]. Security encompasses the technical measures, such
as cryptographic techniques and consensus algorithms, that defend the
system against attacks and unauthorized actions [50]. Proposed tiered
blockchain IP protection system, implemented while balancing security,
trust, and privacy, a secure and reliable environment. The proposed
system also offers a comprehensive range of services to consume the
IP in different ways, depending on the platform and utilization. In the
following sections, a detailed discussion is presented on the proposed
framework.

3.2. Tiered Blockchain architecture

IP can be safeguarded through various methods, including lightweight
binary watermarking, signatures, and hashing utilizing a public-private
key architecture. The primary goal in IP protection is to achieve im-
mutability and trust, and Blockchain technology offers these properties
with minimal trade-offs. The Blockchain network is structured into three
logical layers, each determined by the level of access. Since the proposed
system is based on the Ethereum public Blockchain, these layers corre-
spond to networks and align with the logical organization structure
inherent in Ethereum’s three-layered architecture.

The tiered architecture of blockchain, structured into logically sep-
arated layers—Public, Private, and Consortium—offers a powerful ap-
proach for the efficient and scalable protection of IP. This design lever-
ages the strengths of each layer to address distinct access and data
management needs. The Public Layer provides open access to general
metadata, ensuring transparency and enabling public verification with-
out compromising sensitive information. The Private Layer is reserved
for storing critical and confidential IP data, accessible only to authorized
users, is based on access granted through a smart contract. Whereas the
Consortium Layer facilitates collaborative data sharing among a specific
group of users or organizations, enabling secure multi-party transactions
and co-management of IP assets. By segregating data and access rights
across these layers, the tiered architecture optimizes resource utiliza-
tion, reduces transaction costs, and enhances scalability. This layered
approach not only bolsters the security and integrity of IP protection
systems, but also lays a solid foundation for the broader adoption of
blockchain-based applications in complex, data-intensive environments.

A tiered approach, as depicted in Fig. 2, offers a robust framework
for managing IPRs, combining the benefits of public and private access
levels in blockchain paradigms. This multi-tiered approach provides a
scalable and secure environment, balancing openness and confidential-
ity, making it ideal for IP management and sensitive applications. At

the core lies the Logical Tiered Manager, which handles data segre-
gation into three layers: Public (public metadata), Private (restricted
data for authorized users), and Consortium (data accessible to specific
groups). The framework integrates Identity and Access Management
for user privileges and an Oracle Service Registry to connect with ex-
ternal off-chain storage and payment exchanges via oracle services.
The common application interface (CAI) bridges the blockchain with
a Web3.js-powered application and an interactive user dashboard. The
design ensures secure and scalable access control, supporting both on-
chain and off-chain transactions while maintaining proof-of-ownership
and robust IP integrity.

3.3. IP protection working framework

The system is structured with virtual layers that effectively manage
access control for different levels of access rights. These access rights
are categorized into three main types: public, private, and consortium
based. In the public rights category, access is open to all users within
the network. Private rights restrict access to the owners of the assets
exclusively, while consortium-based access rights are specific to cer-
tain individuals or groups whose access is carefully managed. Fig. 3
depicts the workflow of this layered approach in the system’s opera-
tional model. In this model, the underlying Blockchain primarily serves
as a storage platform for digital assets. However, access to these assets is
controlled using a tiered token-based mechanism, where access tokens
are issued through a smart contract interface. This structured approach
ensures secure and organized management of access rights within the
DRP ecosystem.

Fig. 3 illustrates a tiered blockchain-based framework that integrates
private, consortium, and public tiers to facilitate robust IP rights man-
agement. At the top, the author or owner registers their unique identity
and IP with a CA, which issues a certificate. The private tier is responsi-
ble for handling sensitive IP-related data, including physical documents,
designs, or digital media. It enforces IP rights and implements access
control mechanisms. Access permissions are managed through a defined
list of users, roles, and groups, with specified time periods for access.

The consortium tier determines whether collaborative support from
a group of administrators or organizations is needed to manage shared
IP. This tier facilitates decentralized management of shared resources.
The public tier stores publicly accessible metadata and related informa-
tion about the IP using blockchain technology, ensuring transparency
and security. Ethereum and its sidechain are integrated via a CAI to
enable seamless interactions, improve scalability, and prevent double-
spending. Additionally, the framework connects APIs, gateways, IP of-
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Fig. 3. Data flow diagram of the proposed system presenting the tiered Blockchain structure for intellectual property (IP) protection.

fices, and organizations to create a comprehensive and scalable IP man-
agement system.

The adoption of a tiered Blockchain framework has introduced a
highly optimized access control mechanism that aligns seamlessly with
the separation of concerns principle. This strategic approach aims to en-
hance the efficiency of the system by segregating user access levels, a
crucial factor in ensuring that the performance of the proposed scheme
can scale effectively to accommodate a large user base. The tiered struc-
ture also brings an array of benefits; one of the main functionalities
among those benefits is the streamlining of access rights management.
By organizing access control into distinct tiers, this mechanism effec-
tively minimizes conflicts and mitigates the risk of privilege escalation

scenarios. This not only ensures smoother and more reliable access to
digital rights but also fortifies the overall security and integrity of the
system.

3.3.1. Logical tiered architecture (LTA) manager

The tiered architecture enhances security and privacy on top of the
distributed network by organizing data into logical layers. The LTA man-
ager is responsible for transforming data into the appropriate format for
Blockchain storage. Additionally, it manages access to off-chain storage
based on the access levels associated with a particular IP. To better de-
scribe the framework’s operation, the system’s workflow is explained in
the following paragraphs.
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To access digital IP on the network, users must first become authenti-
cated members of the network. This involves a series of steps designed to
ensure secure access to IP details. Step 1 entails prospective buyers ful-
filling a smart contract containing essential conditions for IP acquisition,
including payment and affiliation. Affiliation implies a user’s association
with a company or group that already has access to the specific IP. Step
2 within the IP system, enables users to initiate purchase requests for
specific IP via a smart contract, meeting predefined criteria. Step 3 in-
volves the selling process, initiated when users request to purchase IP.
For IPs with special criteria requiring owner approval, access rights ap-
proval hinges on the owner’s consent. The entire DRP process operates
through a smart contract-based interface, where smart contracts enforce
algorithms to maintain transparency. Subsequent sections delve into the
specifics of these smart contracts and their implementation.

Once IP is published on the Blockchain network, access to it is con-
trolled by the owner of the IP. The owner retains the authority to dis-
tribute copyright and other sharing rights related to the IP. To manage
sharing and royalty earnings, smart contracts are employed. These smart
contracts contain the logical code that governs how the Blockchain han-
dles distribution and access rights. By utilizing smart contracts, this
research ensures the protection of royalties and minimizes access by
unauthorized entities, enhancing the security and integrity of IP within
the Blockchain ecosystem. Management of a blockchain-based system
relies on the different governing roles. These roles are responsible for
maintenance, updates, and ensuring the smooth running of the system.
Following is the detail description of key components of the proposed
system.

3.4. Key components of proposed system

The proposed system is a complex ecosystem comprising various
interconnected and interdependent components. These components col-
laborate seamlessly to facilitate secure, transparent, and efficient trans-
actions on a blockchain network.

3.4.1. Identity and access management

IP represents the primary asset targeted for protection, and each IP is
assigned a globally unique identifier. The system’s foundation relies on
the initial declaration and verification of the actual IP owner. Owner-
ship history, including previous owners (i.e., provenance), is preserved.
Metadata, such as the creation date, nature, unique identifier, and scope,
are vital metrics that determine the IP’s uniqueness and are accessible
for record searches. The following principal actors participate in main-
taining the system:

Owner. The owner is responsible for registration, asserting ownership,
signing smart contracts, and receiving royalties for the IP. Owners play
a central role in the Proof of Ownership (PoO) consensus mechanism,
which validates IP ownership at a specific point in time.

Service requester. The service requester initiates service requests or in-
vokes smart contracts, following predefined steps to complete contracts,
the requester of IPRs must sign a contract via a smart contract and pay
applicable royalties.

Certification authority (CA). The CA regulates IP protection and en-
forces its fair usage policy. CA issues certificates to validate the legit-
imacy of the Blockchain-based ecosystem and provides validation cer-
tificates to owners, confirming their identity through the PoO consensus
mechanism.

Administrator. Administrators ensure the system operates smoothly.
Due to the distributed system’s nature, platform maintenance is dis-
tributed, and administrators are responsible for system upkeep. Admin-
istrators have no stake in the system other than the development and the
publication of necessary updates, which are committed after achieving
consensus.
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Trusted nodes. Trusted nodes are essential for maintaining a secure
ecosystem. These specialized nodes have dedicated roles in consensus,
user authentication, and transaction verification, making them trustwor-
thy actors in the system.

Notary. All smart contracts are sent to the Blockchain network, and
notaries actively participate in verifying smart contract proofs. Notaries
assess service effectiveness and authenticate ownership for both service
requestees and owners when receiving a smart contract. If the service
contract is valid and all IP licenses are legitimate, it is accepted as valid
and added to the Blockchain ledger. If the majority of notaries validate
the smart contract successfully, the proof process is considered com-
plete.

3.4.2. Smart contracts

Smart contracts are lines of code stored on the Blockchain that auto-
matically execute when predefined terms and conditions are met. These
contracts facilitate IP agreements such as licenses and permission fees,
allowing IP owners to define terms in real time. Smart contracts execute
the agreed upon terms between the owner and buyer during the sale,
ensuring transparency and transaction history. Smart contracts also en-
able the transfer of IP to other users by any owner, ensuring seamless
asset transfer on the Blockchain while keeping the security, integrity,
and authenticity intact. A detailed description of key smart contracts is
presented in Section 3.8.

3.4.3. Immutable storage

Blockchain technology’s security stems from its resistance to tamper-
ing. Hackers attempting to alter data within a Blockchain need to mod-
ify all successive blocks in the chain, making their changes detectable
and ineffective. Furthermore, each piece of data in the Blockchain is
recorded with a unique digital hash, complete with a timestamp. Any
attempt to manipulate this data becomes evident, as the new digital fin-
gerprint does not match the original one. Blockchain’s operation intro-
duces an exceptional level of trust to everyday enterprise data, offering
data integrity and transforming auditing into an efficient, cost-effective
process that demonstrates data’s tamper-free nature to stakeholders. To
demonstrate the immutability of the storage in a mathematical model:
Let B be the set of blocks in the Blockchain, H(b) represents the hash
function applied to block b, resulting in a unique hash value, P(b) de-
notes the previous block in the chain. To calculate the hash of the block:

H (b) = hash(blockData(b) + hash(P(b))),Vb € B 1

Where, block Data(b) represents the data contained in block b, and
hash(P(b)) is the hash of the previous block. Eq. (1) ensures that the
hash of each block is computed based on its data and the hash of the
previous block. Any attempt of tamper with the Blockchain can be iden-
tified by comparing the calculated hash of a block with its stored hash
in the Blockchain. If both hashes do not match, it indicates tampering.

3.4.4. Encryption

Digital signatures using cryptographic key pairs facilitate partici-
pant authentication, asset ownership verification, transaction initiation,
smart contract signing, and data registration within the Blockchain
network. Verified transactions are time-stamped and incorporated into
blocks of data, secured through cryptographic hashing. Each new block’s
hashing process includes metadata from the previous block, creating
an unbreakable chain. Any attempt to alter or delete validated data is
thwarted because subsequent blocks reference the original data, mak-
ing modifications detectable and rejectable due to invalid hashes. In
essence, tampering with the data breaches the Blockchain protocol and
is immediately detectable. This robust feature contrasts sharply with
traditional databases, where data modifications or deletions occur eas-
ily and inconspicuously.
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3.4.5. Off-chain storage

Off-chain storage offers a scalable and efficient solution for man-
aging large or sensitive data in blockchain systems. This approach en-
hances system efficiency while giving users the flexibility to manage
their data through oracle services. The proposed method incorporates
off-chain storage via a smart contract-based oracle service, enabling the
secure storage of IP-associated physical data or digital media. The data
is encrypted and stored on user-specific storage solutions or decentral-
ized platforms like the InterPlanetary File System.

Only metadata and access controls are stored on the blockchain,
ensuring transparency, immutability, and traceability without overload-
ing the chain with excessive data. Encryption ensures that access to
off-chain data is restricted to authorized parties with the appropriate
decryption keys, enhancing security and privacy. Oracle services act as
a bridge between the blockchain and off-chain storage, facilitating seam-
less interaction, real-time synchronization, and integrity validation. By
offloading data to off-chain systems, this approach reduces blockchain
congestion, improves transaction efficiency, and enhances the frame-
work’s ability to manage diverse and complex IP assets. This seamless
integration of blockchain’s robustness with off-chain storage’s flexibility
provides a comprehensive, scalable, and efficient solution for modern IP
rights management.

3.5. PoO consensus mechanism

Evidence of ownership through establishing the consensus for an IP
right is a critical task. The key benefits of PoO are the lack of unneces-
sary computational processes, and as a result, a lower entry barrier for
block creation and authentication is achieved. Authentication on the
Blockchain network is always achieved through consensus. Consensus
is the mechanism that ensures the implementation of the rules agreed
upon by the community on the P2P network. Generally used consen-
sus mechanisms in DLT are Proof of Work [30], Proof of Existence [51],
and Proof of Burn [52], are few consensus mechanisms among others,
to authenticate the originality of the action performed by the user on
the network [25].

In the context of IP protection, ownership proof is a key metric for
authenticating IP ownership. To address this issue, PoO is proposed to
identify IP ownership. This mechanism accurately identifies the rightful
owner of the IP claimed as an owner on the DRP network. The protocol
ensures the distribution of owned IP with the consent of the owner. A
brief pseudo-code for the PoO algorithm is presented as Algorithm 1.

To maintain ownership, a fuzzy hashing mechanism (w) is intro-
duced to verify the ownership of the file. To conceptualize the ownership
verification mechanism, different registries are maintained:

Wpe ={Wpe  ,Ope,sDpeys.. 0y } aregistry of fuzzy hashes corre-
sponding to unique IPs, € = {€},€5,¢€3,...,€,} a registry of IP infor-
mation, U = {u,u,,us,...,u,} the set of registered users on the DRP
network, O, = {0, ,0,,,0,, .-, 0, } the owner’s registry having one or
more IPs, Ag, = {4y, acuy euy> -+ > dey,} the list of users who have
rights to the corresponding IP. Given these definitions, PoO is the
Boolean function that takes the IP (¢) and user (U) as input and re-
turns the ownership authenticity as described below.

Ae) = wae‘i where w;, €Ewy, 2
k=1
PoO (¢;,U;) = A(e) A U}, ;|U;] 3)

Eq. (2) describes the mathematical model of the fuzzy hash calcu-
lation function A, which takes the IP as the input function and returns
its matching percentage. Here, ¢ contains the identification details (i.e.,
block IDs) of the IP stored in the Blockchain, which are always unique.
U is the registered user on the DRP network, and A represents users
with granted access to the network for certain IPs.

PoO calculates the ownership of IP ¢; for a user u; with the ID w ;.
@y belongs to the registry of fuzzy hashes of authenticated IPs (as

Blockchain: Research and Applications 6 (2025) 100308
per Eq. (3)) on the network against a certain owner O; who has legally
granted access to registered users. The PoO defines a clear mechanism
for the authentication of the owner and access rights for users who have
legitimately acquired access for content retrieval.

Hence, PoO is defined by a summary function PoO(U;, €), which can
be randomized and takes the input file € and a security parameter U. It
also involves an interactive two-party protocol Il(e « U).

PoO is a dedicated consensus mechanism tailored to meet the re-
quirements of IP ownership verification, operating as a sidechain to the
Ethereum Blockchain. This mechanism enhances the security and effi-
ciency of IP management by leveraging consensus independence while
maintaining periodic anchoring to Ethereum for added verification and
security. PoO enables the sidechain to implement custom consensus al-
gorithms, providing flexibility and adaptability for specific applications.

The integration is facilitated through bridge contracts deployed on
Ethereum, which lock assets on the main chain and mint equivalent to-
kens on the sidechain, ensuring seamless asset transfer and preventing
double-spending. By offloading transactions to the sidechain, this ap-
proach addresses Ethereum mainnet scalability issues, reducing network
congestion. Additionally, it promotes interoperability by enabling di-
verse consensus mechanisms suited to distinct use cases while relying on
Ethereum’s robust infrastructure. This innovative integration ensures se-
cure, transparent, and efficient protection of digital assets, significantly
enhancing Blockchain technology’s potential in managing IPRs.

Validity. The validity scheme PoO = (U,,¢;) is valid under the follow-
ing conditions:

1. U and € are both already registered with DRP, and U belongs to the
list of owners of ¢ (IP).

2. For every input IP w); € wye, it holds true in the I(e < U) rela-
tion.

Efficiency. The key efficiency constraint of PoO is the IP with minor
changes in content (for digital IP only) in this case all possible matches
of hashes are considered.

While Blockchain technology can be used in different ways, a
Blockchain solution generally builds on four features: security, im-
mutability, provenance, and decentralized validation. On Blockchain,
triggering a transaction initiates the process for new data blocks de-
scribing the transaction added to a chain after attaining the consensus
among the relevant participants and the validity of the transaction. In
the proposed method PoO is being used on top of the PoS algorithm,
being the default consensus algorithm of the Ethereum Blockchain.

Algorithm 1: Pseudo-code for PoO consensus mechanism.
Input : ipHash(H), Sender(S)
Output: bool
1 Start
2 while true do
Search for H in ipRegister (R)
if found then
|_ return ip.owner = =

oA~ W

Redundancy. The Blockchain is continuously replicated on all or at
least a group of nodes in a network. As a result, no single point of failure
exists [31]. Data redundancy is one of the critical parts of the proposed
system. To ensure the system always remains synced, no selected miner
node should be inactive during consensus. If a particular node is offline,
the transaction will wait until enough nodes are online to reach a con-
sensus.

P={p1,p2:03, - Pn}s Pa=1{Dis0js P> - - Px } 4
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In Eq. (4) P is the set of all registered node peers on the network,
P, are the live node peers at the time of consensus, and a subset of
the P. C is the consensus on the PoO mechanism that depends upon
the majority peer’s endorsement for checking the transaction as le-
gitimate or false. If consensus is reached with fewer peers than re-
quired, it is considered null and void. Then, as per Eq. (5), consensus C,
[Consensuso f selectedtrusted peers(P;)] is computed, if the majority of
peers endorse the ownership it is treated as true, otherwise, the request
is denied.

3.6. Ownership privileges

Maintaining ownership of an IP is the protection aim of the proposed
system. To protect the ownership of the IP, a PoO consensus mechanism
has been proposed. This mechanism restricts the access as well as the
change in the IP with the permission of the owner using the smart con-
tracts being associated with the time of publishing the IP on Blockchain.
The security of the platform is ensured through a strong PoO consensus
mechanism. Without the need for a central certifying authority, trans-
actions are rendered, this mechanism is particularly suitable for the
authentication of ownership rights. This includes digital property, IP,
and physical property, including physical products and land.

Detailed workflow for on-chain and cross-chain communication ar-
chitecture through CAI is presented in Fig. 4, which shows that access
permissions are mandatory for each user to access the IP, for these pur-
poses, the user has to pass through the smart contract of that IP and
fulfill all the conditions of the contract prior to access the IP. The smart
contract comprises all the logic required to get legitimate access to the
IP, including paid and membership-based access. Ownership informa-
tion is to be kept on the Blockchain, and access is granted to authorized
devices and peers passing through the smart contracts only. This archi-
tecture leverages smart contracts and a payment gateway to facilitate
secure and efficient transactions, enabling seamless communication be-
tween IP owners, users, and payment systems.

These smart contracts embody a comprehensive set of terms and con-
ditions governing usage and access. Smart contracts dictate how data is
retrieved from the Blockchain, facilitating this process through a CAI
This CAI serves as the gateway through which authorized parties in-
teract with the Blockchain to access the specified IP and its associated
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rights. Smart contracts ensure that every aspect of IP usage adheres
to predefined rules and temporal constraints, thus providing a system-
atic and transparent framework for managing and controlling IP access.
Through the API, users can securely and efficiently interact with the
Blockchain to access the protected IP, with the smart contracts serving
as the binding agreements that enforce compliance with IP ownership
and usage terms.

Smart contracts are at the core of the system, encapsulating the busi-
ness logic governing authorized IP usage and managing the entire autho-
rization process, from initial request to the terms of use. To ensure the
efficiency and responsiveness of the Blockchain, digital versions of the
IP are stored in off-chain storage. This approach keeps the Blockchain
lightweight and agile, enabling swift access to data. Integration with
off-chain storage is facilitated through oracle services. Oracle services
act as intermediaries that identify and validate real-world events, pro-
viding this information to smart contracts on the Blockchain. The payoff
mechanism is a pivotal component of the IP protection system, ensuring
that authorized parties receive their entitled compensation for the use
of the IP. This robust architecture combines on-chain smart contracts,
off-chain storage, and secure oracle services to provide comprehensive
protection and management of IPRs.

3.7. Royalty payment mechanism

The content and data ownership are governed by mutually agreed-
upon terms of use between the owner and the user. These agreements
may include financial terms based on content usage and its nature. To
address the financial aspects, a dual payment mechanism, both on-chain
and off-chain [53] has been introduced through network-level smart
contracts. On-chain payments involve cryptocurrencies, while off-chain
payments can be made in various agreed upon fiat currencies facilitated
by oracle services. As a result, payment methods are embedded within
the smart contract itself. Once the smart contract is signed and con-
ditions are met, access to a particular asset is granted. This approach
offers the flexibility to process cross-border payments through various
gateways that are already integrated with Blockchain-based networks,
such as Wirex, Revolut, and Abra, among others. These gateways en-
able seamless transactions between different currencies and Blockchain
networks, enhancing the efficiency and accessibility of financial trans-
actions in the DRP ecosystem.
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Table 2
Parameter and their respective abbreviations as used in the proposed scheme.
Parameter Description
msgSender Sender user class instance
ipHash Hash of the subject IP
Status Status of the user / IP (active/inactive)
ipAdmin Admin of the IP
wallet Payment wallet of the user/owner
allowtime A lease time of an IP for access control based on an agreement
authRegister The list of records containing authorized users with IP and

bound time

3.8. Smart contracts based APIs

From a legal perspective, smart contracts are a vital component of
many Blockchain systems. These contracts are programmed and self-
executing that enable the inclusion of contractual terms and conditions.
These are self-executing due to the terms of the agreement between par-
ties, which are directly encoded into lines of code. The primary function
of smart contracts is to automate the execution of agreements. When spe-
cific conditions outlined by the parties are met (e.g., timing of execution,
a particular exchange rate, registration of an IP right, etc.), a smart con-
tract fulfills an obligation, such as licensing an IP right or transferring
property, money, or any other asset. These software programs effec-
tively embody the parties’ commitments. The generic interface facilitat-
ing communication between the DRP system and the user is achieved
through smart contracts. Smart contracts serve as the foundation for
enforcing legal rights, controlling access based on licensing, enhancing
rewards, transferring assets, and enforcing transaction workflows. The
primary smart contract integrated into the system is explained in the
subsequent sections. Table 2 describes the particular terms used in the
construction of the pseudo code of the smart contracts implemented for
DRP.

3.8.1. IP registration smart contract

The initial step in engaging with the Tiered Blockchain-based DRP
framework is to register digital rights on the network. The Algorithm 2
outlines the process for IP registration. The variable “msgSender” encap-
sulates the user currently logged into the system. This process requires
both an IP and a pre-registered user. During the IP registration, the IP
is recorded on the system, with the registering user established as the
owner. This owner is then granted control over the IP for subsequent
transfers or leases.

Algorithm 2: Pseudo-code of IP registration smart contract.

Input : msgSender, ip
Output: ipHash
(1) State:
(2) address address_sender
(3) MAP(address user, bool status) _user
(4) MAP(address admin, address userHash) _ipAdmin
(5) MAP(address owner, address ipHash, address userHash) _ipOwner
(6) MAP(byte ipHash, byte userHash, timestamp allowTime)
_authRegister
MAP(address ip, bool status) _ip
(8) MAP(byte ipHash, address ip) _registeredRequest
(9) MAP(byte wallet, address user) _userWallet
(10) Function RegisterIp: onlylpOwner, onlyipAdmin
(11) Begin:
a12) _ip[msg.sender] « True
(13) _iphash « hash(ip)
14) _registeredRequest[ipHash] < msg.sender
15) return ipHash
(16) End

o oo oo
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3.8.2. Royalty payment policy enforcer Smart contract

IPs are assets that can be leased and transferred, much like physical
assets. To ensure a seamless payment and fee process, a smart contract-
based payment method is utilized. This smart contract is responsible
for executing the payment policy for IP when the DRP seeks royalty
compensation for its usage. Algorithm 3 outlines the process for IP pay-
ment within a specific time frame. The PaymentO f I pU sage function
takes the ipH ash and sender data as inputs to access the conditions and
verify the user’s balance for the pending payment. Upon successful ver-
ification, the algorithm initiates the transfer of the payment from the
sender’s wallet to the owner’s wallet. Additionally, it adds the access to-
ken to the auth Register, granting authorized access to the IP. This smart
contract-based payment mechanism ensures a transparent and secure
process for compensating IP owners for the usage of their intellectual
properties.

Algorithm 3: Pseudo-code of royalty payment policy enforcer
smart contract.

Input : msgSender, ipHash

Output: paymentHash
(1) Function PaymentOfIpUsage: onlyRegisteredUser
(2) Begin:
3) if userWallet.Balance > ipHash.AccessFee && ipHash.isActive then
() startSession()

5) allowTime « ipHash.owner.Wallet - sender.wallet -
ip.Royaltyfee

6) return (authRegister(ipHash, sender.hash, allowTime), ipHash)

) else

(8) |_ return (false, ipHash)

9) End

3.8.3. IP access controller smart contract

In the context of the Blockchain-based DRP system, the access con-
troller plays a crucial role as it acts as a mediator between the user
and the IP owner. Unlike traditional Blockchain architectures, the tiered
Blockchain mechanism employed in this system introduces a unique ap-
proach. A dedicated mechanism is established, which serves as a central
processing hub, primarily relying on smart contracts for its operation.
The key aspect of this system is the management of access to IP as-
sets through smart contracts. Access to IP is not a onetime event but
is rather governed by specific contract conditions, including a prede-
fined time frame. When an authorized user seeks to access an IP, the
system checks their authorization status. To provide a more detailed
understanding of this process, Algorithm 4 has been developed. This al-
gorithm outlines the step-by-step procedure for granting access to IP for
users within the blockchain-based DRP system.

Algorithm 4: Pseudo-code of access control mechanism for
accessing IP on blockchain.

Input : msgSender, ipHash
Output: ipAccessSession
(1) Function DigitalRightsProtectionAccessController:
onlyRegisteredUser
(2) Begin:
3) if authRegister Contains (Sender.hash, ipHash, allowTime >
timestamp) || sender.hash = ip.ownerHash then
(@) startSession()
5) L return ipAccessToken

6) else
@) |_ disconnectSession()
(8) End

11
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3.8.4. Smart contract for digital rights ownership

To ensure the secure and transparent transfer of IP assets between
different owners, the Blockchain-based DRP system employs a smart
contract-based transfer mechanism. This mechanism is designed to fa-
cilitate the smooth transition of IP ownership from one party to an-
other. Algorithm 5 outlines the specific steps and processes involved in
this smart contract, which governs the transfer of IP ownership on the
Blockchain.

Algorithm 5: Pseudo-code of IP transfer on blockchain.

Input : newOwnerHash, ipHash
Output: ipOwnership, ownerHash
(1) Function IpTransfer: onlylpOwner

(2) Begin:
3) if PoO(sender.hash) then
4) if newOwnerHash is Active then
5) L Ip.owner « newOwnerHash
6) else
) L disconnectSession()
®) else
) |_ disconnectSession()
(10) End

The utilization of smart contract-based interfaces within the system
offers automation and transparency, significantly enhancing user trust
in the process.

3.9. Use case analysis and proof-of-concepts

In the world of online journal publication, safeguarding IPRs
is paramount. Proposed solution is the implementation of a tiered
Blockchain system, which offers robust protection and transparency for
both journal publishers and authors. In this scenario, when an author
submits their research paper to an online journal, the tiered Blockchain
system records the ownership and access rights of that IP. This ensures
that the author’s work remains protected and can be accessed only by
authorized users, such as journal subscribers or academic institutions.
Smart contracts, embedded in the Blockchain, govern the terms of ac-
cess, usage, and even royalty payments. This means that authors can
receive fair compensation for their work, and publishers can maintain
control over their journal’s content.

The use cases for verifying the developed system have been con-
structed in two highly suitable scenarios, and a thorough test case has
been conducted to validate the proposed method. The operational be-
havior was closely observed during this dry run of the test cases. Detailed
step-by-step use cases are described in the following paragraphs.

3.9.1. Use Case 1: digital artwork copyright protection

An artist creates a digital artwork and wishes to protect their copy-
right while also allowing limited digital reproductions for sale. Alice is a
talented digital artist who creates unique and valuable digital artworks.
She wants to protect her copyrights and ensure that her creations are not
used without her permission. Alice decided to use the Tiered Blockchain
IP Protection framework for digital artwork copyright protection. She
wants to ensure that her artwork is not illegally copied or distributed
without her permission. Implementation as per the proposed solution is
being appended below:

Registration and timestamping.  Alice registers her digital artwork on the
Blockchain. The artwork is hashed, and this hash is timestamped and
stored on the Blockchain, creating a unique, immutable digital certifi-
cate that proves her ownership and the creation date. This certificate is
stored in the public ledger, making it immutable and tamper-proof.
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Access control. Alice sets access control permissions using smart con-
tracts. She allows viewing or using her artwork only to those who agree
to her terms and conditions through the smart contract, including the
number of authorized reproductions allowed and the royalty fee for
each sale. When someone requests access, the smart contract verifies
the agreement, ensuring compliance with the copyright.

Licensing and royalties. When a user wants to license Alice’s artwork for
a specific use, a new agreement in the form of a smart contract is cre-
ated. This contract outlines the licensing terms, including duration and
compensation. The user pays the licensing fee using cryptocurrency or
a payment mode of choice using Oracle services, which is automatically
recorded in the Blockchain. Smart contracts manage royalty payments
to Alice each time her artwork is used or licensed.

Reproduction without license. Any attempt to reproduce or distribute
the artwork without proper authorization triggers an alert within the
Blockchain system and such an attempt is not considered legitimate.
The Blockchain’s transparency ensures that all transactions related to
the artwork are traceable and verifiable.

3.9.2. Use Case 2: online research paper publication

Bob is a researcher who wants to publish his research papers online.
He is concerned about maintaining the integrity and ownership of his
work while making it accessible to the academic community. Bob de-
cided to use the Tiered Blockchain IP Protection framework for online
research paper publication. He also wants to have control over who can
access and use his research work. Implementation of the use case in the
proposed system is appended below:

Submission and timestamping. Bob submits his research paper to the
Blockchain-based publication platform. The paper is hashed and times-
tamped, creating a verifiable record of the original content and publi-
cation date.

Access control and peer review. Bob sets access control permissions for
his paper. He allows access to peers and reviewers for evaluation. Peer
review comments and revisions are securely recorded on the Blockchain,
providing transparency and accountability.

Copyright protection. Upon publication, Bob’s research paper is pro-
tected by copyright on the Blockchain. Any unauthorized use or dis-
tribution is easily detectable, as the paper’s hash is publicly available.
Bob can specify licensing terms for researchers who wish to reuse his
work, ensuring proper attribution and compliance with copyright.

Traceability. The Blockchain maintains a transparent history of revi-
sions, comments, and access, ensuring the provenance of the research
paper. This traceability enhances the credibility and trustworthiness of
the published work. These use cases demonstrate how Blockchain tech-
nology can be leveraged to protect digital rights, ensure fair compen-
sation, and provide creators with greater control over the distribution
of their IP in the digital realm. The Blockchain’s transparency, security,
and automated smart contracts enhance the effectiveness of IP protec-
tion in the digital age.

It is important to acknowledge that Blockchain technology, despite
its numerous advantages, also has inherent limitations that can im-
pact the system’s functionality. In the subsequent sections, the proposed
method is analyzed against real-world use cases, and a detailed discus-
sion of the limitations of the proposed method is provided.

3.10. Security evaluation of the network
Blockchain technology has the potential to establish trustworthy net-

works, particularly in the context of DRP. These trust networks comprise
interconnected computers and legal regulations that define and govern
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data-related opportunities. In the realm of personal data, these networks
enforce user permissions for individual data items and serve as legal con-
tracts outlining actions in case of breaches. The proposed mechanism
introduces an access control system within and between network tiers,
ensuring secure and foolproof communication. To establish and operate
a trusted network, policies for applications, service providers, data, and
users are implemented. Access control lists, based on access rights, are
enforced through a smart contract-based interface, guaranteeing com-
pliance with access control policies. Unlike traditional systems prone to
security vulnerabilities, Blockchain’s inherent data storage mechanism
and smart contract-based APIs offer enhanced security. This approach
empowers IP owners with authority over digital rights and associated
data, providing an effective means of security based on contract terms
and conditions.

3.11. Limitations of the proposed method

The proposed method, built on the Ethereum blockchain, inherits
several of its inherent limitations, such as issues with interoperabil-
ity, scalability, and security. These limitations are compounded by the
framework’s reliance on off-chain services for ownership verification
and storage, which can present integration challenges with dependent
APIs. The method also depends on user-claimed ownership, which must
be authenticated and verified by local authorities through Oracle ser-
vices. However, the availability and authenticity of these Oracle ser-
vices are beyond the framework’s control, potentially undermining the
reliability of the ownership verification process. Scalability remains a
significant obstacle to the widespread adoption of this method due to
the inherent complexity of blockchain technology, which is still evolv-
ing and not fully understood by many government enforcement bodies.
This complexity can hinder the effective implementation and regula-
tion of blockchain for IP protection. Furthermore, regulating blockchain
technology for IP protection is a daunting task, requiring proactive and
adaptable regulatory frameworks.

3.12. Technology integration and advantages

The integration of blockchain technology into IP protection sys-
tems offers transformative benefits, including decentralization, security,
transparency, and immutability. By leveraging blockchain’s decentral-
ized architecture, intermediaries are eliminated, reducing costs and
enhancing efficiency while increasing trust among participants. Fur-
thermore, robust cryptographic mechanisms ensure data security and
protection against unauthorized access, making it highly resilient to
cyber threats. This creates a secure and trustworthy environment for
IP protection, where creators and owners can confidently manage and
monetize their digital assets.

The incorporation of smart contracts and a tiered approach further
enhances the benefits of blockchain-based IP protection. Smart con-
tracts automate processes through self-executing agreements, reducing
manual errors and delays. A tiered approach combines the advantages
of public, private, and consortium blockchain models, balancing trans-
parency, privacy, and scalability. Additionally, the use of off-chain stor-
age in combination with blockchain ensures efficient management of
large datasets while maintaining on-chain metadata for auditability.
Overall, blockchain integration fosters greater accountability, security,
and operational efficiency across industries, making it a vital tool for
modern digital ecosystems.

4. Results and discussions

Blockchain technology and its applications have experienced re-
markable growth, evolving from relative obscurity to a prominent in-
novation buzzword. This transformative DLT addresses key challenges
in IPRs protection. The immutability of Blockchain ensures indisputable
ownership records, preventing ownership disputes. When combined
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with smart contracts, it adds an extra layer of security for licensing and
royalty collection. Eliminating third party reliance enhances data secu-
rity and trustworthiness.

4.1. Experimental setup

The proposed IP protection mechanism was successfully imple-
mented through Ethereum smart contracts, employing the Solidity
programming language. The experimentation environment was metic-
ulously crafted within the Remix Ethereum IDE, a web-based platform
offering robust testing and debugging capabilities for smart contracts
integrated into a virtual Ethereum Blockchain environment. To facili-
tate this setup, Oracle VM VirtualBox hosted an Ubuntu 16.04 virtual
machine, granting access via the web3 service. The host computer,
equipped with an Intel Core i5 processor and 16 GB of RAM, ensured
the efficient execution of the trials. Throughout these experiments, the
focus centered on a singular smart contract. For a thorough and detailed
evaluation, the experiment employed a network of 20 to 25 Ethereum
nodes, each representing an individual user interacting with a shared
smart contract. This setup allowed for a comprehensive assessment of
the system’s performance, scalability, and ability to handle multiple
users simultaneously. A broad spectrum of key performance metrics
was meticulously tracked throughout the testing process. These metrics
included critical parameters such as transaction cost (in gas), execu-
tion cost (in gas), miner’s fee, transaction time, and the total elapsed
time for each transaction triggered by an IP-related action within the
Blockchain network. By gathering this extensive data, the goal was to
not only evaluate the technical performance of the proposed IP protec-
tion mechanism, but also to understand its real-world practicality and
efficiency when deployed within the Ethereum Blockchain ecosystem.
This holistic analysis provided a deep insight into how the system per-
forms under different conditions and offered valuable information on its
scalability, transaction efficiency, and overall effectiveness for secure IP
management.

The experiments are conducted in lab simulated environment, sev-
eral challenges were face in setting up environment, testing and collect-
ing the telemetry. One of the major difficulties was the absence of a fully
functional simulation environment. This limitation made it challenging
to replicate real-world conditions and scale the test setup efficiently.
As a result, testing conducted using the Ethereum test network, which
lacks the real-world scenarios, especially for large-scale transactions.
Additionally, testing the smart contract for financial transactions posed
significant hurdles. Ensuring that the contract was secure and reliable
for real-world financial transactions required extensive debugging and
optimization to prevent potential vulnerabilities, such as reentrancy at-
tacks or transaction failures.

Another challenge was the integration of Oracle services within a
simulated environment, which was necessary to fetch external data for
IP protection actions. The integration required careful calibration of the
smart contract with external oracles, ensuring the data fetched from
external sources was accurate and trustworthy. Furthermore, the imple-
mentation of tiered Blockchain architectures added complexity due to
the need for efficient consensus mechanisms and handling side-chain
interoperability.

4.2. Key performance metrics

The performance evaluation of the proposed innovative framework
has undergone rigorous testing, with a focus on smart contract-based
interfaces and their programmed functionalities. The various key perfor-
mance metrics are recorded, and a thorough assessment is conducted to
gauge the system’s efficiency, these metrics include transaction costs in
terms of gas, execution costs in terms of gas, Elapsed time (in microsec-
onds), transactions per second (TPS), latency, and miner fees associated
with each smart contract within the proposed system.
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Fig. 5. Impact of user activity on system performance and cost.

4.3. Evaluation and performance results

Evaluation of the proposed DRP mechanism focuses on Blockchain
platform metrics, including execution time, miner fees, and gas con-
sumption, as well as security aspects, covering potential attacks and
vulnerabilities. Fig. 5 presents the Blockchain metrics in a bar chart,
revealing that nodes with higher user activity require more execution
time, while simultaneously reducing mining fees and gas consumption.
This phenomenon occurs due to the execution of transactions locally in
private mode, which optimizes resource usage and minimizes external
dependencies. As a result, the system efficiently handles transactions in-
ternally, leading to lower costs despite the increased execution time for
nodes with high activity.

Blockchain offers a solution to store information about IP in its dis-
tributed ledger. By creating a time stamp record of when the work was
uploaded and the details of the creator, Blockchain owns PoO of the cre-
ator. This technology helps the artists to benefit from their intellectual
work and reduces the rate of piracy in the market. Intermediaries have
always been a pain to the authors and owners of the IP by always taking
a remarkable share of their work. Simply by serving as outsourcing plat-
forms, intermediaries believe that they do the bulk of the work, so they
deserve more. Smart contracts offered on Blockchain platforms elimi-
nate the need for intermediaries. Smart contracts offer, as an artist, an
avenue to dictate the terms of your work directly with your customers.
This optimization of the process enables the user and the owner of an IP
to remain secure and safe and benefit fully from their intellectual effort.
Finally, Blockchain offers robust security and trust for data through its
distributed ledgers that negate the presence of a single point of vulner-
ability and failure.

4.4. Security and performance analysis

Being a security critical system, analysis of the system concerning
security controls is a key requirement. To attain the optimum level of se-
curity, a smart contract based access control mechanism is implemented.
Smart contracts enforces the access mechanism to be set by the owner of
the IP at the time of registration. To test the effectiveness of the access
control mechanism, test procedures have been undertaken.

Understanding how Blockchain-based applications perform under
various conditions is crucial. As shown in Fig. 6, our tests reveal that in-
creasing the number of nodes in the Blockchain network leads to higher
latency. This insight highlights the critical impact of network size on
system performance. This phenomenon is often a result of the increased
complexity in the network’s communication and consensus processes as
more nodes are involved. Additionally, as the concurrent load on the
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system increases, meaning a higher number of transactions are being
processed simultaneously, the transaction confirmation time also tends
to increase. This is due to the need for the system to handle and prioritize
multiple transactions, potentially leading to delays in confirming each
transaction. These increased factors highlight the importance of opti-
mizing Blockchain networks to maintain acceptable performance levels,
especially as network scale in size and transaction volume.

The IP system consists of three logical tiers. Regular and trustwor-
thy nodes participate in maintaining the IPRs and managing user access
levels within these tiers. A Blockchain-based framework operates via a
client on all nodes. Since a separate node operates on the trusted ex-
change, in addition to the device client, it does not affect Blockchain
efficiency. Therefore, it is necessary to independently evaluate the per-
formance of the Blockchain and the trustworthy portal to analyze the
performance of the entire solution.

4.4.1. Quantitative analysis of performance metrics

The performance evaluation of the proposed framework was con-
ducted using Ganache, a local and virtual Ethereum Blockchain environ-
ment designed specifically for testing purposes. This evaluation primar-
ily focused on two critical performance metrics: transaction throughput
and latency. Latency refers to the number of transactions the Blockchain
can validate per second, whereas throughput measures the time required
to process a single transaction. These metrics were analyzed in relation
to the frequency of transactions submitted to the Blockchain to assess
how the system responds under varying workloads.

To ensure the accuracy and reliability of the findings, each experi-
ment was repeated 100 times. The results, illustrated in Fig. 7, provide
a detailed insight into the performance trends. Fig. 7 (A) highlights
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Fig. 7. (A) Latency observed with changes in transactions per second, (B) Throughput (verified transactions per second) with changes in transaction frequency.

the relationship between transaction frequency and the time required
for transaction verification. As the transaction frequency increases, the
time to verify each transaction also grows. Notably, when the transac-
tion frequency reaches 300 TPS, the maximum latency experiences a
sharp increase, indicating a significant performance bottleneck due to
throughput lags.

In parallel, Fig. 7 (B) demonstrates the impact of transaction fre-
quency on the number of transactions verified per second. The system
operates optimally, maintaining ideal throughput levels, up to a transac-
tion frequency of 300 TPS. Beyond this threshold, the average through-
put begins to fall behind the transaction frequency, signaling that the
system’s capacity to handle additional load diminishes as the frequency
continues to rise.

These results underscore the importance of managing transaction fre-
quencies within the optimal range to ensure consistent performance.
Additionally, they highlight the need for scalable solutions, such as
Layer 2 protocols or sharding, to address performance limitations and
accommodate higher transaction loads without compromising the effi-
ciency of the Blockchain system.

Open source permissioned Blockchain storage has the vast ability to
be configured at a large scale, but as the size of the network goes up, the
latency of the network tends to increase. For this issue, an off-chain stor-
age mechanism is the optimal way. To keep the trust level of the whole
system up, off-chain storage is maintained using a P2P approach. In the-
ory, third parties could use the Blockchain to see the complete chain of
ownership of a work, including any licenses, sub-licenses, and assign-
ments. As Blockchain can maintain data integrity, it has broad appeal for
multiple kinds of IP protection. Using Blockchain technology to estab-
lish ownership rights, reduce counterfeiting, license through smart con-
tracts, and IP might give enhanced efficiency and authenticity. In-depth
performance analysis is evident that the proposed method outperformed
the conventional Ethereum network. Fig. 8 reveals a crucial comparison
of how our proposed method stacks up against Ethereum’s public net-
work in terms of cost and latency per transaction, as transaction speed
increases. The results show that while both methods experience higher
costs and latency as TPS rise, our proposed method consistently outper-
forms Ethereum, with lower costs and latency across the entire range of
TPS tests.

The PoO consensus algorithm is evaluated using a use case of dig-
ital fingerprints, which securely prove ownership of creative works.
PoO’s revolutionary mechanism ensures only legitimate owners can vali-
date transactions and create blocks, building trust and safeguarding IPR.
This cutting-edge technology provides owners with assurance. In con-
trast, PoS selects validators based on their stake in the P2P community,
making validation more efficient and less vulnerable to centralization.
However, for IP protection scenarios, PoS relies on ownership verifi-
cation to validate digital asset ownership on the DLT. In the proposed
method, PoO is being used on top of the PoS algorithm, being the default
consensus algorithm of the Ethereum Blockchain. Therefore, the perfor-
mance of PoO does not affect due to PoS algorithms being used in the
Ethereum Blockchain. Table 3 compares the PoO and PoS algorithms,
highlighting their differences.
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PoO and PoS are two consensus mechanisms with distinct utilization
and performance characteristics. PoO excels in security and transaction
throughput, processing 200-300 TPS. It boasts low energy consumption,
moderate scalability, and high interoperability, making it suitable for
specialized IP transactions. PoO prioritizes security and performance,
PoS focuses on scalability and efficiency, making it suitable for different
use cases in the blockchain landscape. Fig. 8 presents the analysis of the
latency and cost incurred on various TPS of the proposed method and
the conventional Ethereum platform metrics.

4.5. Comparative analysis

The proposed tiered approach aims to enhance security, trustwor-
thiness, and cost efficiency in DRM. The Tiered Blockchain Framework
leverages a multi-layer blockchain architecture to address various as-
pects of DRP. The proposed method enhances security through a lay-
ered architecture. The public blockchain ensures data immutability and
transparency, while the consortium and private blockchains manage
data with controlled access, reducing vulnerability to attacks. This anal-
ysis compares this framework with the state-of-the-art methods cur-
rently discussed in the literature. Table 4 comprises of comparative
analysis of the proposed method with the state-of-the-art IP protection
method [46] proposed in the literature.

Table 4 compares the performance metrics of the proposed tiered
Blockchain-based IP protection method with an existing method. The
proposed method demonstrates a substantial improvement across var-
ious metrics. It achieves a higher transaction throughput of 300 TPS,
compared to 150 TPS, and reduces transaction latency from 35 sec-
onds to just 0.2 seconds. Additionally, the cost per transaction is no-
tably lower, at 0.013 Gwei versus 0.26 Gwei, at 300 TPS. In terms of
data integrity and immutability, the proposed method enhances security
through multi-layer SHA-256 encryption and tokenization. Scalability is
significantly improved with a multi-layer architecture, in contrast to the
current method’s reliance on sharding. The proposed approach excels
in interoperability, offering extensive cross-chain capabilities through
private oracle services, while the existing method has limited cross-
chain functionality. User adoption rates are also higher for the proposed
method, indicating greater user acceptance. Furthermore, it demon-
strates superior compliance with a broader range of IP and digital rights
laws. Lastly, throughput efficiency is markedly higher, with 98% suc-
cessful transactions compared to just 85% in the existing method.

Tiered Blockchain frameworks demonstrate significant potential for
advanced IP protection, surpassing the limitations of traditional single-
layer solutions. The proposed flexible architecture, enhanced security,
and high interoperability enable efficient and reliable management of
IP in a decentralized environment. This multi-layered approach en-
hances security, trustworthiness, and cost efficiency compared to state-
of-the-art single-layer methods. While traditional public and consor-
tium Blockchains each have their advantages, the tiered framework
effectively balances these benefits, providing a scalable, flexible, and
interoperable system that addresses the complex needs of DRM more
effectively.
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Performance comparison of the proposed and the inherit consensus method of Ethereum public Blockchain.

Metric

Proof of ownership

Proof of stake

Throughput (TPS)
Latency

Cost per transaction
Energy consumption
Security

Scalability

Interoperability

Compliance with legal standards

High, 200-300 TPS

High, due to ownership re-verification
is carried out (0.2-0.5 seconds)
Moderate, dependent on network
conditions and gas prices

Low, no extensive computational power
needed

Very high, ensure only legitimate
owners can validate

Moderate, suitable for specialized IP
transactions

High, can integrate with existing IP
systems

Very high, tailored for IP and digital
rights compliance

Low, 100-150 TPS

Moderate, as validators are pre-selected
(0.02-0.05 seconds)

Moderate, dependent on network
conditions and gas prices

Very low, significantly more efficient
than PoW

High, economic incentives deter
malicious behavior

High, designed to handle a wide range
of transactions.

Moderate to high, depending on the
Blockchain’s ecosystem.

Variable, general compliance depends
on the application.
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Fig. 8. Performance analysis of the proposed method with conventional Blockchain based application on cost and latency parameters.

Table 4

Comparative analysis of the proposed method with state-of-the-art method in the literature.

Performance metric Ref. [46] Proposed method

Throughput (TPS) 150 TPS 300 TPS

Latency 35 seconds 0.2 seconds

Cost per transaction (Gas) 0.26 Gwei 0.013 Gwei

Data integrity and immutability High, SHA-256 encryption Very high, multi-layer SHA-256 and
tokenization.

Scalability
Interoperability

User adoption rate

High, supports sharding

Medium, limited cross-chain
capabilities

Medium adoption among targeted users

Compliance with legal standards

Medium, adheres to basic IP laws

85% successful transactions

Very high, multi-layer architecture
High, extensive cross-chain capabilities
using private oracle services.

High adoption among targeted users.
High, adheres to extensive IP and
digital rights laws.

98% successful transactions.

Efficiency

In conclusion, this research highlights the urgent need for innovative
solutions to IPRs in the digital age. With the value of creative and in-
tellectual works becoming increasingly vulnerable, existing systems are
struggling to keep up with the rapid pace of technological evolution. The
tiered Blockchain based DRP framework offers a robust and forward-
thinking approach to these challenges by integrating advanced tech-
nology, comprehensive legal frameworks, and cryptographic security to
provide a secure and transparent [P management system. This frame-
work mitigates the risks of counterfeiting and unauthorized use while
simplifying the licensing process, ensuring a more efficient and reliable
system for managing IPRs. While navigating the ever-evolving landscape
of digital innovation, the tiered Blockchain IP protection framework
stands as a guiding light toward a future where IP is safeguarded, val-
ued, and shared in ways that benefit creators, consumers, and society
at large. Addressing critical issues such as data integrity, interoperabil-
ity, and scalability, it enhances the traceability and accountability of
IP transactions through the Blockchain’s immutable ledger and decen-
tralized nature. This not only reinforces legal compliance and reduces
disputes but also fosters an environment where innovation can thrive.
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By embracing this framework, the full potential of IP, driving creativity,
innovation, and progress for generations, can be unlocked. This frame-
work ensures the benefits of digital advancements are widely and fairly
distributed.

5. Conclusions

Managing and safeguarding IP is a multifaceted endeavor, shaped
not only by national interests but also by market demands, commercial
considerations, and the evolving landscape of DRM. This research intro-
duces an innovative paradigm for IP protection, leveraging Blockchain
technology. The tiered Blockchain-based framework ensures that the
right content is delivered to the right users in a platform-independent
manner. It offers cost-effective maintenance, heightened transparency,
reduced administrative burden, and resistance to fraud. Within this
framework, open-source permission-based Blockchain technology is em-
ployed, with smart contracts serving as the CAI for content retrieval and
storage. IP access and utilization are governed by smart contracts that
encapsulate the agreed-upon terms and conditions as stipulated by the
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owner. These smart contracts serve as the mechanism to ensure strict
compliance with the specified terms and conditions, thereby providing
a secure and automated way to manage and safeguard IPRs. To ac-
commodate large digital content, an off-chain storage mechanism using
Oracle services is proposed, ensuring efficiency. The Blockchain stor-
age scheme incorporates robust authentication, privacy protection, and
a multi-signature-based PoO mechanism, guaranteeing content distri-
bution with the owner’s approval only. Traceability of access requests,
both legal and illegal, is recorded on the Blockchain for enhanced trust-
worthiness. A comprehensive performance evaluation, based on diverse
use cases, validates the Blockchain-based digital content service’s reli-
ability, security, efficiency, and tamper resistance. The analysis reveals
substantial improvements in process optimization, technology adoption,
enhanced efficiency, and cost reduction. This framework, aligned with
the vision of delivering tailored content securely and efficiently, holds
great promise for advancing IP and trade as Blockchain technology
evolves.
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