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ABSTRACT

Security surveillance is characterised by substantial cognitive challenges to operators. Scantracker
is a mixed-reality gaze-aware support tool that alerts surveillance operators to neglected cameras,
attentional tunnelling, and vigilance decrements. Initial research efforts were conducted in
simulated environments to examine the effects of Scantracker on surveillance performance;
however, this tool has yet to be deployed and tested in a real-world operational environment.
In the current study, we tested Scantracker in an airport operations centre to assess the
feasibility of its integration and to collect expert feedback regarding its operational relevance.
Operators used Scantracker voluntarily during their work shift, while gaze data enabled system
notifications. They provided ratings on perceived utility, workload and ergonomic quality along
with qualitative feedback on their experience. The pattern of results highlights the potential of
Scantracker to support surveillance operators and demonstrates the value of user-centred field
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testing for developing intelligent monitoring assistants.

1. Introduction

Security surveillance is essential for protecting infra-
structure and public places. Recent advances in surveil-
lance equipment (e.g. computer vision and pattern
recognition; Ahmed and Echi 2021) have led to the
development of semi- and fully-automated surveillance
systems. Despite the high performance these systems
can achieve (e.g. Khan et al. 2024), surveillance still
heavily relies on - and will likely continue to include
- human operators. This is due to their critical role in
overseeing, evaluating, and prioritising the various
actions performed by surveillance technologies (Dada-
shi, Stedmon, and Pridmore 2013; Nicosia and Kristens-
son 2024), the need for clear accountability when
automated systems make security-critical decisions
(Santoni de Sio and Van den Hoven 2018), and the
high value of human-automation joint operations
(Suss et al. 2015).

Nonetheless, human operators face many cognitive
challenges, including information overload, multitask-
ing, background sound distraction, task interruptions,
and fatigue. These factors can hinder the timely detec-
tion of incidents or threats (Hodgetts et al. 2017; Suss
et al. 2015). For example, interruptions from colleagues
or distractions caused by conversations or (low-

priority) alerts may prevent optimal processing of the
scene to monitor. Moreover, events requiring active
intervention from operators are typically rare. Muc-
chielli (2016) reported, for instance, that a surveillance
operator in a local police station might encounter one
critical incident every four days on average. The abun-
dance of information to process further exacerbates
the difficulty of detecting these rare critical events. In
addition to these challenges, reports of reduced motiv-
ation and situational uncertainty are also common
(for a review, see Hodgetts et al. 2017).

Given the cognitive challenges faced by surveillance
operators, strategies must be developed to support
their work and reduce errors. The current paper adopts
a user-centered approach to investigate the effects and
perceptions of a mixed-reality gaze-based tool designed
to assist surveillance operators. We first present the
state-of-the-art on the main strategies used to support
security surveillance and describe how the user-centered
approach and methods can be leveraged to inform the
development of support systems. Second, we present a
mixed-method experiment conducted in a real oper-
ational environment involving actual surveillance oper-
ators. Finally, the discussion and conclusion sections
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integrate the findings and outline implications for
security surveillance operation centres, as well as direc-
tions for future research.

1.1. State-of-the-art

1.1.1. Methods for improving surveillance
operations

Research has proposed several avenues to support sur-
veillance operators, including, for instance, recruiting
personnel with appropriate skill sets (Aitken, Cham-
pion, and Stainer 2019; Blechko, Darker, and Gale
2008). Although different approaches can be used to
identify operators who possess surveillance-relevant
abilities (e.g. cognitive tasks, personality assessments
and psychometric tests; see, e.g. Edwards et al. 2018;
Marois et al. 2021a), it can be difficult for organisations
to implement these practices, especially given the high
rate of attrition and turnover observed in surveillance
centres (Gill et al. 2005; Piza and Moton 2023). Cogni-
tive systems engineering and user experience (UX)
design approaches can also be useful for analyzing oper-
ators’ cognitive processes and then redesigning surveil-
lance environments and camera visualisations
accordingly (Pelletier et al. 2015). This ensures that
the properties of the surveillance system are in line
with how camera feeds are monitored and processed
at the cognitive level.

Decision-support systems represent another promis-
ing avenue. These systems can support decision making
by using, for instance, automated alerts or recommen-
dations for further action (e.g. Parasuraman and Man-
zey 2010), harnessing the potential of human-
autonomy teaming where humans can work and even
cooperate with autonomous systems (see McNeese et
al. 2017). Some of these systems have been developed
for domains where visual monitoring represents the pri-
mary task, similar to security surveillance, mostly rely-
ing on gaze data analysis to index visual attention. For
example, Rupert et al. (2016) developed a solution that
triggered real-time warnings when loss of situation
awareness was detected among aircraft pilots by using
spatial disorientation and gaze measures. Similarly,
Lounis, Peysakhovich, and Causse (2020) developed a
tool that analyzes real-time visual monitoring behaviour
in the cockpit, compares it to nominal visual circuits,
and triggers an alarm in case of visual scan deviation.
Studies on car drivers have also reported different algor-
ithms capable of identifying driver distraction using
oculometric data (for reviews, see Dong et al. 2011;
Ghandour et al. 2020).

Closer to security surveillance applications, Taylor et
al. (2015a) developed the EyeFrame, a gaze-aware tool

to support the monitoring of semi-autonomous agents
performing search and rescue tasks. Their system col-
lects real-time gaze information from users controlling
multiple agents (between 4 and 10) that were displayed
on separate map-panels on a single screen. Based on
gaze history, the system highlighted the most neglected
map-panels with red frame cues, serving as a short-term
memory aid. Performance on the rescue task was signifi-
cantly improved with EyeFrame. Gaze-contingent
notifications led to a greater number of targets rescued
compared to two control conditions, especially in trials
with a larger number of agents to monitor (>6). Taylor
and his colleagues also reported faster reaction times
and lower cognitive load as indexed by pupil size
measures (see also Taylor et al. 2015b).

A tool developed specifically to support security sur-
veillance was tested by Tremblay et al. (2018) within an
urban security surveillance simulation (see Suss et al.
2015). The prototype system, called Scantracker, collects
real-time gaze data from participants performing secur-
ity surveillance tasks. It analyzes gaze data and triggers
visual alerts to improve incident detection during sur-
veillance. Scantracker produces three kinds of notifica-
tions based on specific eye movement criteria (Marois
et al. 2020): (a) one focused on negligence, highlighting
ignored cameras; (b) one aimed at reducing attention
tunnelling, alerting participants when they over-focus
on certain cameras; and (c) one that sends a notification
when a decrement in vigilance is detected based on gaze
velocity and fixation measures.

Tremblay et al. (2018) investigated the impact of
Scantracker on an urban security surveillance simu-
lation comprising eight camera feeds, only six of
which could be displayed on monitors. The simulation
scenario included realistic preprogrammed incidents
to detect (e.g. a fire, a fight and other public disturbance
events). Tremblay et al. reported no improvement in
incident detection, although a significant decrease in
visual search time (scan patterns) was found for partici-
pants who received feedback from Scantracker, com-
pared to a control group without any aid. Similar
benefits for visual monitoring behaviour and gaze-
based measures of efficient surveillance were also
reported in Marois et al. (2020), where Scantracker
was integrated within a mobile eye tracking system,
and in Williot et al. (2024) using a mixed reality (MR)
device equipped with eye-tracking capabilities.

The MR implementation (cf. Marois et al. 2022)
enables Scantracker to be universally deployed in practi-
cally any surveillance room, regardless of its infrastruc-
ture and user interfaces. MR supports the integration of
a virtual environment (in Scantracker’s case, the notifica-
tions) into a physical environment (in this case, the



BEHAVIOUR & INFORMATION TECHNOLOGY e 3

and testing

Figure 1. User-centered design iterative process.

camera feeds to monitor; Rokhsaritalemi, Sadeghi-Niar-
aki, and Choi 2020). Indeed, gaze-contingent notifica-
tions can be displayed directly in MR, within the user’s
field of view. The addition of virtual cues in other
domains related to visual monitoring was previously
shown to be useful for operators, for instance, to support
air traffic control (Bagassi et al. 2020; Barbotin et al.
2022). Yet, while the studies discussed above outline
how gaze-aware decision aids may impact monitoring
behaviour and workload (cf. Marois et al. 2020; Tremblay
et al. 2018; Williot et al. 2024), user-centered evaluation
in real-life operational settings is critical before Scan-
tracker can be deployed in the field.

MR and augmented reality (AR) technologies have
great potential for supporting operators across different
use cases. For example, Pillajo et al. (2025) showed that
situation awareness could be improved via the inte-
gration of both MR and AR interfaces designed to sup-
port field managers in overseeing indoor work in high-
rise construction projects. Similarly, Wu et al. (2022)
developed a real-time mixed reality-based visual warn-
ing system to help construction workers identify acci-
dent risks and proactively avoid hazards on
construction sites. Other studies have also outlined the
potential of AR and MR systems to reduce cognitive
workload and, in some cases, reduce decision time in
a wide range of operational settings (Blattgerste et al.
2018; Funk et al. 2016; Tang et al. 2003). For these sys-
tems to be properly integrated and adapted to oper-
ational constraints, careful user experience evaluation
and testing must be achieved (Bock, Bohné, and Tadeja
2025; Loizeau et al. 2021).
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1.1.2. User-centered approach to system
development and field evaluation

User-centered design (UCD) is an approach tailored to
identify user needs and inform design decisions that is
particularly useful to iteratively develop and ultimately
implement support systems in real-life settings (e.g.
Anderson et al. 2021). Systems engineers tend to design
solutions solely based on technical requirements, which
sometimes fail to consider how human operators might
interact with them (Steane et al. 2023). UCD, however,
provides a set of methods for identifying and designing
systems for users’ needs while considering the particular
context of use (Norman and Draper 1986; Still and
Crane 2017). UCD typically follows an iterative process
where user evaluation, development, and refinement
activities are sequentially carried out across the steps
of prototyping, proof of concept and testing, and sol-
ution integration within the operational environment
(see Figure 1).

Field studies are particularly relevant for the user
evaluation step. This type of study takes place directly
in the operational environment, where future end-
users try to integrate and interact with the potential sol-
ution to support their usual tasks (Nielsen Norman
Group 2016). Field studies are considered among the
most important UCD methods (Eshet and Bouwman
2015; Hussain, Slany, and Holzinger 2009; Mao et al.
2009). They provide opportunities for gaining meaning-
ful context and information on the operational environ-
ment and characteristics of the interaction with newly
developed and implemented tools (Haines et al. 2022).
As per Figure 1, evaluation for the ‘Proof-of-concept
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and testing’ step is required in a real-life environment.
This represents a necessary step for further increasing
the technological maturity of the tool, but also to assess
the perception of surveillance operators towards the rel-
evance of the Scantracker prototype.

1.2. Study objectives

The main goal of the current study was to evaluate the
impacts of Scantracker in an operational environment
among surveillance operators. Through this goal, we
aimed at answering the following research question:
How do surveillance operators perceive the Scantracker
tool, and what effects can this tool have on workload
and surveillance behaviour? Additionally, the study
served a subgoal, which is to describe the UCD process
used to collect end-user’s insights, and the method to
transition from laboratory testing to an operational
environment for field tests. To reach these goals, we per-
formed a field study in a real surveillance operations
centre, namely the Operations Control Centre of the
Quebec City Airport (YQB) in Canada. We collected
feedback from surveillance operators either interacting
with the tool or performing their typical surveillance
tasks, without any support from Scantracker. Security
considerations prevented us from intervening while
operators performed actual surveillance activities.
Unlike a laboratory experiment, the goal was not to pro-
vide an exhaustive portrait of the effects of Scantracker
on surveillance performance. Therefore, this field study
took the form of a quasi-experimental study without
randomisation, or experimental control. We focused
on collecting end-users workload measures, as well as
ergonomic and usability feedback following their inter-
action with the tool.

2. Materials and methods
2.1. Participants

Ten volunteer surveillance operators (six women, four
men) from the YQB team of security personnel with a
mean age of 29.1 years (SD=6.77) and an average of
2.29 years of experience (SD=0.96) took part in the
study. Their main task is to monitor surveillance cam-
eras while responding to field calls, filling up security
reports and coordinating with field security personnel
to manage passengers’ arrival. There were six partici-
pants assigned to the control condition and four to
the Scantracker condition. Due to operational con-
straints from the operation centre, both conditions
occurred at different moments and participants (oper-
ators) were assigned to the conditions depending on
their work shifts. They reported having no experience
with MR and other similar technologies. This study
was approved by the Université Laval Research Ethics
Committee (approval No. 2018-280 A-2 / 17-12-2019).

2.2. Apparatus and material

2.2.1. Field study testing environment

The study was conducted at the Operations Control
Centre of YQB (see Figure 2). Participants were asked
to continue with their usual tasks and could freely
decide to participate in a data collection period during
their work shift. Scantracker provided notifications to
support screen negligence, attention tunnelling and vig-
ilance decrement. Operators in the Scantracker con-
dition could, however, freely deselect the notifications
of their choice if they considered them irrelevant or dis-
ruptive, using the MR notification control panel (see
Figure 3). Before using the tool, a vigilance baseline

Figure 2. View from an operator workstation at the YQB airport operations centre. Content of the monitor is blurred for security

considerations.
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Figure 3. Depiction of the notification control panel appearing on the right of the hand of the user.

was collected at the beginning of each data collection
period. Participants were asked, if possible, to keep the
Scantracker MR headset on for at least 1 h during data
collection.

The environment of the operators (workstation and
the video wall) was modelled by the research team
prior to the study. This included the subsections of
the video wall (i.e. the 60 cameras), which enables Scan-
tracker to present notifications at the camera level.
Camera labels were also included to allow negligence
notifications outside the field of view to provide infor-
mation about the specific camera that was neglected.
The four monitors located on the workstation were
also included in the model and were associated with a
parallel task feature. This feature meant that when an
operator was looking at the monitors rather than at
the video wall, they were considered to be performing
a different task than monitoring the cameras. In this
situation, a grace period of 20 s for the vigilance
model was added to prevent the vigilance model from
triggering a notification (e.g. should the gaze velocity
be low because the operator was reading an email).
Figure 4 displays the surveillance environment of the
operators, including the video wall and the operator
workstation.

2.2.2. Surveillance solution

The version of Scantracker reported in the present study
was developed to be integrated within the Microsoft
HoloLens 2 system, which collected eye-tracking data

at a 30-Hz rate with a precision of + 1.5°. The Microsoft
HoloLens 2 system was selected for several reasons. At
the time of the development of the solution (~2021),
this device was among the only technological solutions
equipped with MR and eye-tracking capacities. Besides,
the standalone system includes inertial sensors and a
combination of sensing cameras that can produce a
3D scan map of the scene and thus enable the HoloLens
to navigate in its referenced world. This integration
eliminated the need for visual markers, unlike pre-
viously tested mobile eye-tracking systems that must
rely on markers and OpenCV-based computer vision
to detect surroundings and infer gaze position (Marois
et al. 2021b). The relative ease of access to the Microsoft
HoloLens 2 interface and app settings also made it more
relevant for developing a solution tailorable and appli-
cable to different use cases and work environments.
Scantracker is designed to elicit three types of notifi-
cations to counter: (i) negligence of areas of interest (in
the use case of surveillance, camera feeds); (ii) atten-
tional tunnelling; and (iii) vigilance decrement over
time (see Figure 5). Within the MR version of Scan-
tracker, notifications are programmed to be displayed
on the visor of the Microsoft HoloLens 2 system. Negli-
gence notifications took the form of four yellow chev-
rons (angular brackets) flashing around a neglected
camera or in the top right section of the field of view
for cameras out of sight. Attentional tunnelling notifica-
tions made participants aware that they were over-
focusing on a particular camera. An orange bar
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Figure 4. Depiction of the YQB operations centre surveillance environment model integrated into Scantracker, comprising a set of
cameras on the video wall and the operator workstation. Note that the videowall content is adjustable and changes depending
on operational needs. For the field study, however, the content remained as presented for all the surveillance periods.

progressed around that camera, starting from the upper
left corner, and disappeared after 3 s or if the participant
looked away. Vigilance notifications were represented
by a small box depicting a clipboard and a cup of
coffee in the lower right corner of the visual field.
They encouraged participants to take a break by closing
their eyes for 10 s, cued by a sound. Based on the gaze
data, the vigilance model detected parallel tasks and
added a 20-s delay to the vigilance model. An operator
spending time on the monitors from their workstation
performing clerical tasks would thus benefit from at
least one delay before receiving a vigilance notification.
Appendix A describes the algorithms and properties for
each notification, screenshots of the solution, and the
communication and integration protocol of the differ-
ent systems involved in the Scantracker MR integration
for data collection.

Scantracker is integrated with the Sensor Hub com-
ponent to monitor gaze events and eye metrics for
different visual behaviour models. Sensor Hub is a mul-
tipurpose software platform for bio-behavioural data
fusion and real-time processing to provide assessments
of cognitive and affective states (Gagnon et al., 2014).
SensorHub allows easy integration of various sensors
through ‘Drivers’ and implements the algorithms
required to compute eye behaviours. The Sensor Hub
ecosystem uses micro-services and communicates with
other components via the MQTT protocol, the OASIS
standard for IoT messaging. Sensor Hub publishes the

information it collects over MQTT, which allows Scan-
tracker to receive eye feature data and feed its behav-
ioural models. Figure 6 depicts the communication
protocol between Scantracker and Sensor Hub using
the vigilance model as an example.

For Scantracker to analyse content from the environ-
ment and provide context-relevant notifications to the
surveillance operators, we then integrated with the
HoloLens 2. As shown in Figure 7 below, a Scantracker
HoloLens app allowed for two main modes of operation,
that is the Preparation Mode and the Standard Mode.
The former was used for defining environmental mod-
elling within the HoloLens Scantracker app (namely set-
ting environmental model plane and adding scenes/
content to display notifications onto), and the latter
served as the standard mode of operation which ana-
lyzed gaze coordinates, scenes and provided alerts per
the Scantracker solution properties thanks to its com-
munication with the Sensor Hub.

2.3. Procedure

Before taking part in the study, participants were asked
to give informed consent. They were then informed by
the research team that they could use Scantracker (as
long and as often as they wished) or participate in the
control data collection during their work shifts. For
the Scantracker condition, at the beginning of each
measurement session, they had to turn on the HoloLens
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Figure 5. A. Example of a negligence notification around a neglected camera. B. Simulation of the negligence notification for a camera
located outside the field of view of the user with the camera ID information. C. Example of the attention tunnelling notification with an
orange progressive bar circling the over-focused camera. D. Example of the vigilance notification.

MR and the Scantracker app using a laptop that com-
municated with the MR system via Wi-Fi. The vigilance
baseline was collected during the first 10 min of each
session. For the control condition, participants only
needed to note the exact start time of the session.
When a measurement session was over (i.e. at a break
or when the work shift ended), participants completed
questionnaires regarding that period. For the Scan-
tracker condition, these questionnaires included: (a)
the NASA-TLX workload questionnaire (Hart & Stave-
land, 1988) to measure subjective workload on a 10-
point Likert scale from 1 (low) to 10 (high); (b) a ques-
tionnaire regarding the utility of each notification on a
10-point Likert scale from 1 (low) to 10 (high; Marois
et al. 2021b); (c) a questionnaire concerning the ergo-
nomic characteristics of the tool on a 5-point Likert
scale from 1 (low) to 5 (high; inspired by an AR sickness
questionnaire; Hussain, Park, and Kim 2023); and (d)
sociodemographic questions. Participants in the Scan-
tracker condition were also encouraged to provide
qualitative feedback via an open question asking them

to provide any comments on the tool and their experi-
ence. For the control condition, only the NASA-TLX
and sociodemographic questions were presented.

2.4. Analyses

All analyses were conducted using a Bayesian frame-
work with a Hamiltonian Monte Carlo technique
implemented in Stan (Stan Development Team, n.d.),
with four chains of 4,000 iterations and an adapt-delta
value of 0.99 to minimise divergent transitions and
ensure stable convergence. To do so, we used the
brms package (Biirkner 2017), along with bridgesam-
pling (Gronau, Singmann, and Wagenmakers 2020)
and bayestestR (Makowski, Ben-Shachar, and Lidecke
2019) in R. To evaluate differences in the NASA-TLX
subscales across conditions, we first used a Bayesian
hierarchical two-sample test, implemented as a multile-
vel regression model including a fixed effect of Con-
dition and a random intercept for participants to
account for repeated participants within each condition.



8 A. MAROIS ET AL.

SensorHub-

HoloLens2 [~ | | Driver- > Eye Feature Extraction

HoloLens2

Sensor Hub

EyeFeature 3
Matt Client

I

Publish
T

ScanTra%ker-MQTT

Y =
MQTT Broker

Vigilance \

ScanTracker [

Matt Client

|

InspectionTracker

;/ \4
N\
|nspec"°nmnw<"o" %elocﬂy Eye Blink
- | ¥ &

Y

EyeFeatureMgttListener

/\

Vigilance

Figure 6. Depiction of the Scantracker communication protocol with the Sensor Hub system for the vigilance model.

The full model was compared with a null model con-
taining only the intercept and the random effect of the
participants to evaluate the impact of the Condition.
For each NASA-TLX subscale model, we report the
SD of the intercept (and 95% CI) to indicate the varia-
bility across participants, the  estimate for the impact
of Scantracker over the control condition (with 95%
CI), and the Bayes factor for the effect of the Condition
under the alternative hypothesis (BF).

Subjective reports uniquely collected among the Scan-
tracker condition (i.e. notifications utility and ergonomics
properties) were also compared to their respective mid-
scale values using a Bayesian hierarchical one-sample
test including a random intercept for participants. The
model with only the intercept (null model) was compared
to the full model that also included the random effect of
the participants. We report the variability of the intercepts
(SDintercept)> the B estimate for the impact of the condition
with respect to the reference value, and the BF, for the
difference with the reference value under H;.

For all models, weakly informative priors were cho-
sen to reflect reasonable expectations given the Likert
scales. Intercepts and fixed effects were assigned normal
(0, 1.5) priors given expectations that population-level
means are likely to fall within the central portion of
the scale while allowing uncertainty (McElreath 2016).
Random-effect SDs and the residual error terms were
assigned Student(3, 0, 1) priors to constrain variance

parameters away from unrealistically large values
while allowing potentially tailed distributions (a pattern
typically observed in hierarchical models, see Biirkner
2017). BFs;, were computed using bridgesampling.

3. Results
3.1. Quantitative data

Twenty-five surveillance periods were completed by the
participants over two one-week data collection periods,
including 12 in the control condition and 13 in the
Scantracker condition. In the control condition, two
participants performed one session, two performed
two sessions, and two performed three sessions (n=
12, M =2.00, SD =0.89). In the Scantracker condition,
one participant performed one session, another per-
formed three, a third performed four and the last one
performed five sessions (n=13, M=3.25, SD=1.71).
The mean duration of the sessions was 62.82 min (SD
=16.29). Gaze validity of the eye-tracking data collected
by the HoloLens in the Scantracker condition reached
an average of 96.10% (SD = 6.08).

Table 1 depicts the subjective workload measures
across sessions and conditions and the comparisons of
the NASA-TLX subscales across conditions, as well as
the results of the Bayesian hierarchical two-sample
test. As shown in the table, reports on the different
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Figure 7. Sequence diagram of the HoloLens Scantracker application communicating with Scantracker.

NASA-TLX subscales were generally similar across con-
ditions, except for the performance subscale, where
higher performance values were reported for the control
condition compared with the Scantracker condition.
The Bayesian models for all subscales, except the Per-
formance subscale, supported an absence of difference
across conditions, with BFs;q<0.79, suggesting

anecdotal evidence for Hy, compared to H,, also sup-
ported by the 95% CI. As for the Performance subscale,
we observed a Bayes value of BF;, = 1.25, which suggests
anecdotal evidence for H;. However, this evidence was
not supported by the 95% CI of the B estimate.

Table 2 presents the results of the ergonomic and
notification utility measures for the Scantracker

Table 1. Measures of workload (means and SD, in parentheses) on the NASA-TLX subscales as a function of the condition and results
of the Bayesian hierarchical two-sample tests.

Mean values (SD)

Bayesian models®

NASA-TLX subscale Control (n=12) Scantracker (n=13) SDintercept B BFo

Mental 2.58 2.77 0.72 0.07 0.42
(1.38) (1.30) [0.05, 1.64] [-1.31, 1.31]

Physical 1.58 1.62 0.44 0.03 0.36
(1.73) (0.65) [0.02, 1.19] [-1.14, 1.19]

Temporal 242 239 0.52 —0.04 0.44
(1.83) (1.61) [0.02, 1.46] [—1.45, 1.35]

Effort 242 2.08 1.47 —0.59 0.78
(1.98) (0.76) [0.41, 2.70] [-2.33, 1.06]

Performance 9.42 6.23 3.45 -1.13 1.25
(2.02) (1.79) [1.70, 6.65] [-3.46, 1.35]

Frustration 2.00 2.46 0.41 0.31 0.48
(1.41) (1.56) [0.01, 1.17] [-1.00, 1.55]

“The results refer to the Bayesian hierarchical two-sample models comprised of the Condition as a fixed variable and the participant as a random variable, with
the variability component across participants (i.e. SD of the random intercept, with 95% Cl) and estimate of the effect of the Scantracker condition over the
control condition (with 95% Cl). The BF;, represents the comparison between both conditions for H,.
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Table 2. Measures of ergonomic properties and notification utility (means and SD, in parentheses) in the Scantracker condition and

results of the Bayesian hierarchical one-sample tests.

Bayesian models®

Measure Scantracker condition (n=13) SDintercept B BFo

Ergonomic properties (out of 5) - Test value = 3.0

Comfort 2.85 1.01 —-0.15 0.33
(0.99) [0.33, 2.20] [-1.23, 0.92]

Necessary breaks® 0.31 0.39 —-2.56 291.87
(0.48) [0.02, 1.30] [-3.05, - 1.81]

Headache level 1.23 0.23 -1.74 277.80
(0.44) [0.01, 0.89] [-2.16, - 1.28]

Eye irritation 1.77 135 -1.12 2.24
(1.24) [0.66, 2.75] [-2.33, 0.28]

Nausea® 1.00 - - -
(0.00)

Visual quality 2.50 1.36 -0.29 0.49
(1.24) [0.60, 2.96] [-1.72,1.19]

Visual fatigue 2.23 1.25 —0.61 0.76
(1.24) [0.59, 2.55] [-1.75, 0.70]

Global ease 3.58 0.86 0.57 0.78
(0.90) [0.12, 2.25] [-0.66, 1.67]

Notification utility (out of 10) - Test value =5.5

Negligence 4.00 2.60 -0.83 1.05
(3.22) [1.39, 4.86] [-2.72,1.28]

Tunnelling 233 2.25 -1.07 1.26
(3.21) [0.17, 5.78] [-3.41, 1.53]

Vigilance 3.57 1.75 -1.03 1.24
(2.23) [0.23, 4.20] [-2.83,1.19]

The results refer to the Bayesian hierarchical one-sample models comparing the data to a reference value while adding the participant as a random variable,
with the variability component across participants (i.e. SD of the random intercept, with 95% Cl) and estimate of the deviation from the reference value (with

95% Cl). The BF;o represents the comparison with the reference value for H;.

condition, with the results of the Bayesian hierarchical
one-sample tests. For all measures, SD of the intercept
supported the presence of a participant random effect.
Regarding the ergonomic properties of Scantracker,
the number of necessary breaks and headache level
were more likely to be rated under the midscale level.
Data for breaks and headache levels were estimated to
be 2.56 and 1.74 points under the reference value.
This was supported by extreme evidence for H;, with
BF10=291.87 and BF;q=277.80, for necessary breaks
and headache level, respectively. The Bayesian model
for the eye irritation measure showed anecdotal evi-
dence in support of H; (BF;o=2.24), but the 95% CI
of the B estimate did not support this pattern, suggesting
that it failed to differ from the midscale level. Comfort,
visual quality and global ease were similar to the mid-
scale level (with BFs;¢<0.79, providing anecdotal evi-
dence for Hp). Measures of notification utility all
suggested poor evidence favouring H; and important
variability across participants, as shown by the
SDintercept- Analysis of the  estimate and the 95% CI
however suggests that these differences with the refer-
ence value were not reliable.

3.2. Qualitative feedback from users

Following each surveillance session in the Scantracker
condition, participants were encouraged to provide

qualitative feedback about their experience with the
tool. They were asked to consider the full integrated sol-
ution, that is the Scantracker system as well as the Holo-
Lens 2 device. First, participants seemed to consider
Scantracker useful to help them remember to look at
the cameras while performing other clerical/secondary
tasks. Participant A stated: ‘I performed as I usually
do, but I could see that the [Scantracker] helped me to
be more conscious of monitoring the cameras more
often’. In another session, Participant A indicated:
‘The [Scantracker] does not change my work habits (I
can continue working on my other non-related surveil-
lance tasks), this is one of the reasons why I think the
notifications are relevant, because they allow me to stop
neglecting the cameras’.

In a later session, Participant A explained why they
received many negligence notifications: ‘I had a lot of
other tasks to perform on my computer, so I tended to
look less at the cameras and, consequently, I received
many negligence notifications’. On the opposite, Partici-
pant B noted: ‘The focus on my [clerical] work was
inferior, because I was constantly waiting for other notifi-
cations’. Participant C reported: ‘This can be relevant for
employees who do not have the reflex of looking at the
cameras’.

An issue raised by the participants is the fact that the
hand menu sometimes appeared automatically when the
hands of the user were in their visual field. As stated by



Participant A: ‘The menus were always appearing as soon
as I was lowering my eyes’. This even entailed a usability
issue. As indicated by Participant A in another session:
‘[...] once or twice, the negligence notifications were deac-
tivated [through the hand menu] because I was typing on
the keyboard and looking at it, so the notifications menu
appeared without me wanting if. One participant
reported that they felt a bit overwhelmed by the notifi-
cations. As they put it: [...] while we are trying to look at
certain cameras, we receive other notifications to look at
others. This is disruptive’. Finally, some feedback was
also provided by the users in terms of ergonomic prop-
erties of the HoloLens headset. Participant B specified
that the tool was a bit heavy while Participant C indi-
cated: ‘The light tint of the visor can disrupt the other
tasks, for instance when I'm looking at the phone display
which is already dark, [I cannot see the digits]’.

Despite these aspects, it seems that using Scantracker
becomes easier with time. Participant D stated during
their second session: ‘Easier, no significant problem to
report’. Moreover, a participant raised that starting
Scantracker, navigating through the app and using it
became easier across sessions. Participants also quickly
became proficient at troubleshooting and at reacting
appropriately to some of the difficulties that arose
with the tool. In some cases, the gaze of the user was
not detected by Scantracker because the HoloLens
inner software failed at recognising the room. When
this occurred, participants were required to reset the
HoloLens device and the app. They could also cross-
check with a Debug mode whether the different scenes
preprogrammed through the Preparation Mode in the
HoloLens app were indeed detected. User feedback indi-
cated that participants became increasingly proficient
and comfortable with performing these troubleshooting
tasks over time.

4, Discussion

The goal of the current study was to evaluate the effects
and perceptions of the Scantracker tool on the work of
surveillance operators in a real-life setting. As a subgoal,
we wished to provide a description of the UCD process
that we applied to improve the technological readiness
of Scantracker, moving from the lab to the field. To
serve our main goal, surveillance operators from the
YQB airport operation centre underwent their security
surveillance routine while either using the MR
implementation of Scantracker or without using any
tool. They were questioned on their perceived workload
during the surveillance periods. Operators using Scan-
tracker were also asked to answer a series of questions
regarding the ergonomic properties as well as usability
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and utility of the tool, and to provide qualitative
feedback.

Perceived workload was similar across conditions for
all but one of the NASA-TLX subscales. Participants
reported higher self-evaluated performance in the con-
trol condition, though the B estimate of the Bayesian
model had wide credible intervals. This suggests that
using Scantracker did not substantially impact per-
ceived workload. Compared qualitatively, perceived
workload in the current field study was lower than in
previous laboratory studies. In Marois et al. (2020),
the average workload was 5.19, in Williot et al. (2024),
which tested the MR implementation of Scantracker, it
was 5.14. In the current study, field experts reported
lower workload overall (M = 2.68 with Scantracker and
M =2.10 in the control condition).

The higher performance ratings in the control con-
dition may reflect that some participants found it
difficult to keep track of which cameras to monitor,
whereas Scantracker increased their awareness of moni-
toring behaviours. As some participants noted in quali-
tative feedback, especially for the negligence
notifications, Scantracker helped them become more
conscious of their monitoring strategies and perform-
ance. In the absence of notifications, operators may be
less aware of, or less likely to actively reflect on, their
monitoring behaviours. The Scantracker solution may
therefore help operators remember to monitor cameras
even when managing concurrent tasks (e.g. clerical tasks
or discussions with colleagues and supervisors). How-
ever, this interpretation should be taken with caution
given that the Bayes factor only provided anecdotal evi-
dence for the alternative hypothesis.

Measures of ergonomic properties indicated that the
MR integration of Scantracker was moderately accepta-
ble, with low levels of headache and ocular fatigue.
However, comfort and visual quality ratings were
below the midpoint of the ergonomics questionnaire
scale, though not statistically significant from it. This
suggests that the MR-integrated solution could be
improved in terms of notification visual rendering and
comfort with the HoloLens. Other MR hardware tech-
nologies could be explored to determine how device
characteristics impact these measures.

Measures of notification utility show that surveil-
lance operators viewed the negligence notification as
the most useful, followed by the vigilance notification
and the tunnelling notification. Overall, utility ratings
were near midscale, which was lower than those
reported in a previous laboratory study (with means
of 7.0, 5.5 and 5.0 out of 10 for the negligence, tunnel-
ling and vigilance notifications, respectively; Marois et
al. 2021b). One might interpret this difference as
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indicating that experts perceived Scantracker as less use-
ful. However, this may suggest that experienced surveil-
lance operators are less reliant on the tool for routine
operations due to their expertise in performing the
task daily. Perceived usefulness of decision aids varies
with the task experience of users and task demands
(Cohen, Parasuraman, and Freeman 1998; Mosier and
Skitka 1996). Scantracker may offer particular value
for: (1) assisting experienced operators during high-
workload situations; and (2) supporting novice oper-
ators during initial training. Scantracker could indeed
support training and the development of optimal strat-
egies (e.g. by encouraging a parity monitoring strategy,
which can increase the likelihood of detecting incidents;
Hodgetts et al. 2018). Eye tracking is often used as a tool
to evaluate an individual’s ability to follow specific pro-
tocols during training (e.g. Guo et al. 2022; Tien et al.
2014), or as a comparison tool between experts and
novices (Borg et al. 2018; Lounis, Peysakhovich, and
Causse 2021; see also Rosch & Vogel-Walcutt, 2013,
for a review). Further work is, however, needed before
promoting such uses for Scantracker, given that its
operational effectiveness in the field has yet to be
more thoroughly investigated.

The collected qualitative feedback suggests that, once
familiarised with the tool, Scantracker can help surveil-
lance operators turn their attention toward the cameras
to monitor and remember to look at them every now
and then. It also supports that when operators are less
focused on the cameras, Scantracker successfully trig-
gers negligence notifications. However, this also means
that Scantracker can sometimes disrupt clerical tasks.
These observations are informative on the way the
tool should be implemented into the workflow. For
some users, the notifications should not be presented
while they are already actively looking at the cameras.
The conceptual principle of Scantracker rests on the
idea that surveillance operators monitor the cameras
almost continuously, and it is mainly driven by bot-
tom-up principles whereby notifications depend on
gaze data. An adaptive functionality could be developed
to reduce the disruptive impact of the tool and to pin-
point neglected cameras only when the operator is per-
forming a secondary task (i.e. engaging in a parallel
task) or to preprogramme systematic notifications for
higher-priority cameras. Such a hybrid bottom-up and
top-down approach might prove useful, as both pro-
cesses can be complementary (Katsuki and Constantini-
dis 2014) and can differently influence visual search
strategies (e.g. Foulsham et al. 2014).

Qualitative feedback from users also revealed some
hardware-related concerns, including the unexpected
appearance of the hand menu when hands were

detected by the HoloLens, the weight of the headset,
and the light tint of the visor. This feedback highlights
the benefits of testing Scantracker in a real-world
environment. Although these issues are not related to
Scantracker per se, they must still be considered, as
the current integration relies on the HoloLens 2 device.
Such considerations may even be relevant for other dis-
play technologies (e.g. head-up displays).

Despite advances in surveillance technologies, secur-
ity centres still strongly rely on human operators to
detect critical events (Nicosia and Kristensson 2024).
Cognitive human factors such as workload and limited
attentional capacity have been shown to affect the ability
of operators to detect critical incidents (see Hodgetts et
al. 2017, for a review). Developing human-in-the-loop
support systems, such as gaze-aware assistive technol-
ogies, to mitigate cognitive limitations may significantly
enhance the effectiveness of surveillance work. A tool
such as Scantracker could potentially alleviate the cogni-
tive burden experienced by surveillance operators. At a
metacognitive level, our study suggests that using assis-
tive technologies can help surveillance operators to be
more aware of the cameras they need to monitor. The
support and perceived utility, however, may depend
on both user characteristics and context, highlighting
the necessity of providing flexible solutions that users
can tailor to their needs. This has also been previously
observed in other contexts involving assistive technol-
ogies (e.g. in assembly lines; Battini et al. 2011; Peron,
Sgarbossa, and Strandhagen 2022).

4.1. Field studies in UCD: challenges and value

Our study adopted the UCD approach, which provides
techniques for identifying user needs and iteratively
designing, testing and refining solutions (Norman and
Draper 1986; Still and Crane 2017). Specifically, we con-
ducted a field study, a key UCD method proven valid for
collecting user feedback in real-world contexts (den
Dekker 2020; Eshet and Bouwman 2015; Hussain,
Slany, and Holzinger 2009; Mao et al. 2009; Uebernickel
and Brenner 2016; van Reine 2017). This step represents
a central component of the UCD iterative process, pro-
moting user evaluation to identify potential refinements
and orient future developments (cf. Figure 1). Although
user-centered studies involving interviews and work-
shops are common, field studies remain relatively
scarce. Despite their perceived value, they are seldom
conducted (Eshet, 2012; Eshet and Bouwman 2015;
Hussain, Slany, and Holzinger 2009; Mao et al. 2009)
largely due to significant time and resource demands
(Bergvall-Kareborn and Howcroft 2011; Vredenburg et
al. 2002).



Field studies in operational environments present a
range of methodological challenges that researchers
must navigate (Stanton et al., 2013). Access to subject
matter experts (SME) is often limited, as specialised pro-
fessionals have constrained availability and restricted
work schedules. Technical and security constraints
inherent to operational environments (e.g. safety proto-
cols, continuous operations requirements, and confi-
dentiality concerns) can restrict data collection
methods and experimental procedures. Resulting small
sample sizes constrain statistical power and limit the
precision of quantitative inferences. Additionally, field
studies involve trade-offs between controlled exper-
imentation and ecological validity (see McNeese,
Bautsch, and Narayanan 1999). These challenges
necessitate complementary analytical approaches,
including qualitative methods and mixed-method
designs that can accommodate smaller samples.

Despite these challenges, our study demonstrates the
value of field studies for gaze-aware assistive technology
development. Field studies with end-users in an oper-
ational environment yield insightful and ecologically
valid data across multiple dimensions: objective per-
formance metrics (e.g. gaze-based indicators of visual
monitoring behaviour), user experience measures (e.g.
workload, ergonomics, ease of use), and qualitative
feedback. This comprehensive, naturalistic evaluation
reveals aspects of real-world use that laboratory studies
cannot, including how technology integrates with exist-
ing workflows, how users adapt tools to meet oper-
ational demands, and what unforeseen technical or
ergonomic issues emerge in actual practice. Such
findings are essential for determining whether emerging
technologies are both effective and acceptable in oper-
ational settings. However, recent analyses show that
only approximately 10% of human factors studies are
conducted in real-world settings (Chen et al. 2025),
which highlights the need for field studies to be con-
ducted more frequently within the design, cognitive sys-
tems engineering, and human factors communities.

4.2. Limitations and future work

While the present field study provides empirical evi-
dence that Scantracker can offer useful assistance to sur-
veillance operators, some results must be taken with
caution. The quasi-experimental approach adopted for
the field study may reduce the validity of the feedback
provided about Scantracker, because of the absence of
experimental control over the moment the technology
was used. In fact, participants from the field study
were experienced surveillance operators performing
their daily tasks as usual. In that regard, it remains
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difficult to provide strong inference over other surveil-
lance environments and operators regarding how an
MR-integrated tool such as Scantracker may affect
workload.

As is often the case with field studies that involve
SMEs, the size of the sample of participants can also
be seen as a limitation. This constraint must, however,
be interpreted in light of the methodological choices
made. Conducting research in real-life surveillance
operation centres imposes substantial challenges on
recruitment given the necessity to study operators with-
out disrupting critical operational work. As a result,
many studies rely on old footage or simulations to be
able to present enough incidents to assess detection per-
formance (e.g. Dadashi, Stedmon, and Pridmore 2013;
Gelertner 2013; Hodgetts et al. 2018; Marois et al.
2020; Rankin et al. 2012; van Voorthuijsen et al. 2005;
Williot et al. 2024). In contrast, and in line with recent
methodological recommendations supporting field
studies in ergonomics and human factors research (cf.
Chen et al. 2025), our study was conducted during
real surveillance periods, therefore increasing ecological
validity and providing a more rigorous test of Scan-
tracker’s effectiveness in supporting surveillance activi-
ties. This approach may limit the achievable sample
size. Still, the mixed-method design that we relied on
(i.e. mix of quantitative and qualitative feedback) helped
overcome some of the limitations caused by the sample
size. Specifically, the qualitative feedback collected from
the participants in the Scantracker condition provided
rich, complementary information that extended the
quantitative findings.

Drawing lessons learned from the present study,
future work could focus on extending this experiment
with a larger set of participants and a longitudinal
design to assess long-term effect of MR decision-sup-
port tools on surveillance activities, including workload
measures, performance metrics, and other subjective
evaluations of the solution using standardised usability
assessment tools. Efforts could also be deployed to
adapt the solution to different MR technologies. The
potential of adapting the notifications to the context
and to the users, as well as the possibility of using Scan-
tracker in other visual monitoring contexts (e.g. avia-
tion, industrial monitoring) could also be explored.

5. Conclusions

Our work proposed a method to test and analyze the
perception of end-users toward a prototype gaze-
aware support tool developed to enhance security sur-
veillance. Ultimately, this could help keep surveillance
personnel engaged, accountable and in charge given
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the known relationship between automation, motiv-
ation decrement and loss of situation awareness. Per
the users’ feedback, Scantracker seemed to provide
appropriate support for aiding camera monitoring,
although some components related to ergonomics and
to context of use may need to be refined. Future devel-
opments could include top-down prioritisation of cer-
tain zones to monitor. Future work will aim at further
adjusting the tool and conducting empirical work -
with a larger sample size and objective performance
measures — for testing the potential of Scantracker to
alleviate the cognitive burden experienced by surveil-
lance operators while sustaining effective monitoring
behaviours.
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Appendix A: Details on Scantracker
notifications

Scantracker produced three kinds of notifications based on
eye movement criteria.

Negligence

Negligence notifications took the form of four yellow chev-
rons flashing around a neglected camera within the field of
view or in the top right section of the field of view for cameras
out of sight. They were triggered when no inspection of the
content of a particular camera was detected for at least
10 min. An inspection is a period of one second, updated
every second, comprising at least 20 gaze data measured
during this time and 80% of them being collected on a
given camera (Figure Al). A minimal grace period of 2 min
was added between two different negligence notifications.
Negligence notifications disappeared when the participant
moved their gaze upon the neglected camera or after a period
of 40 s.

Attention tunnelling

Tunnel notifications made participants aware that they
were over-focusing on a particular camera. A notification
was triggered when, for a period of 2 min, at least 1,200
gaze points were recorded and 80% were related to a single
camera feed. In this case, an orange bar would progress
around that camera feed for 3 s, starting from the upper left
corner. The notification disappeared after 3 s, or if the partici-
pant looked away from the over-focused camera. A minimal
period of 28 s separated any two tunnel notifications. Figure
A2 displays the sequence for a tunnelling notification to be
triggered.

Vigilance

Vigilance notifications were represented by a small box
depicting a clipboard and a cup of coffee, in the lower right
corner of the visual field. They notified a decrement in vigi-
lance and encouraged participants to take a break by closing
their eyes for 10 s, cued by a sound. Vigilance notifications
were triggered if: (a) the number, (b) the duration, or (c)
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Figure A1. Sequence diagram for inspection detection and negligence notifications.

the velocity of an inspection - i.e. the observation of at least
80% of gaze data within each 1 s period within the same
zone — was under 1.5 SD of a normative baseline determined
during the first 10 min of each scenario (or baselines self-
initiated by participants; see Figure A3). The vigilance notifi-
cation relied on a 30-s rolling time window for the identifi-
cation of the number of fixations and their duration.
Saccadic velocity rather relied on 5-s rolling time windows.
A minimal delay of 20 s was inserted between two vigilance
notifications. Figure A4 summarises the sequence for a vigi-
lance notification to be elicited.

Based on the gaze data, the vigilance notification model
considered a parallel task detection feature that adds a 20 s
delay to the three notification models when 80% gaze data
(with a minimum count of 10 gaze points) was detected
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Figure A2. Sequence diagram for the tunnelling notification.
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send(TunnelAlert)

TrackedElement l

upon a specific zone of their work environment during a 4-s
rolling time window. An operator spending time on the moni-
tors from their workstation performing clerical tasks would
thus benefit from at least one 20 s delay added to the vigilance
notification. Figure A5 depicts the sequence for the detection
of a parallel task.

Notifications Protocol

All the different notifications presented depended on a
protocol involving a Message Queuing Telemetry Trans-
port (MQTT) workflow. This allowed triggering the notifi-
cations according to the different properties presented
above. Figure A6 depicts how the environment and the
predefined zones are being tracked, while Figure A7 pre-
sents the full MQTT protocol workflow used to present
the notifications.
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