% applied sciences

Systematic Review

Multi-Agent Systems for Decentralized Control and
Management of Active Power Grid Peripheries:
A Systematic Review

Sultan Mamun 1©, Stelios Ioannou 2-3*©, Nicholas G. Christofides 4

W) Check for updates

Academic Editor: Alexander Barkalov

Received: 20 May 2026

Revised: 23 June 2026

Accepted: 29 June 2026

Published: 8 July 2026

Copyright: © 2026 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

and Mohamed Darwish °

School of Mechanical Engineering, Yangzhou University, Yangzhou 225009, China; ibfmamun@gmail.com
School of Sciences, University of Lancashire (UCLan), Larnaka 7080, Cyprus

Interdisciplinary Science Promotion & Innovative Research Exploration (INSPIRE) Research Centre,
Larnaka 7080, Cyprus

Department of Electrical Engineering, Computer Engineering and Informatics, Frederick University,
Nicosia 1036, Cyprus; n.christofides@frederick.ac.cy

Power Electronics and Systems, Department of Electronic and Computer Engineering, College of Engineering,
Design and Physical Sciences, Brunel University London, London UBS8 3PH, UK;
mohamed.darwish@brunel.ac.uk

Correspondence: sioannou2@uclan.ac.uk

Abstract

The transition from centralized fossil fuel-based power systems toward decentralized smart
grids with a high penetration of renewable energy sources (RES) introduces substantial
challenges in monitoring, control, coordination, and management. These challenges are
particularly evident at the active power grid periphery, defined in this work as the decentral-
ized edge layer of modern power systems comprising low-voltage distribution networks,
distributed energy resources (DERs), prosumers, energy storage systems, electric vehicles
(EVs), and localized intelligent control entities operating near the consumer side of the grid.
This review systematically examines the role of multi-agent systems (MASs) in addressing
these emerging challenges. A total of 160 articles, drawn predominantly from top-tier Q1
journals and published up to March 2026, were systematically analyzed to evaluate recent
methodological advances, identify persistent research gaps, and compare existing problem
formulations and mathematical techniques. The review covers MAS-based applications
including distributed energy management, voltage and frequency regulation, demand-side
management, microgrid coordination, EV charging coordination, resilience enhancement,
and cyber-physical supervisory control. The findings indicate that although MASs offer
enhanced scalability, flexibility, resilience, and decentralized decision-making capabilities,
existing approaches continue to face significant limitations associated with communication
latency, cybersecurity vulnerabilities, interoperability constraints, heterogeneous agent dy-
namics, and limited real-time experimental validation. Furthermore, this review proposes
six emerging research hypotheses targeting underexplored domains, presents a method-
ological decision flowchart for MAS implementation and selection, and discusses future
research directions involving the integration of digital twins, blockchain technologies, edge
intelligence, and advanced communication architectures with MAS frameworks.

Keywords: active power grid periphery; multi-agent systems (MASs); smart grid;
distributed energy resources; decentralized control; renewable energy systems; power systems
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1. Introduction
1.1. Motivation

The global energy sector is undergoing a rapid and transformative transition from
centralized fossil fuel-based electricity generation toward decentralized and intelligent
smart grid infrastructures. By the year 2025, renewable energy sources (RES) accounted
for more than 40% of global electricity generation [1,2]. Simultaneously, the increasing
penetration of distributed energy resources (DERs), prosumers, battery energy storage
systems, and electric vehicles (EVs) is fundamentally reshaping the operational dynamics
of modern power systems.

Particular challenges emerge at the active power grid periphery, which in this work
refers to the decentralized edge layer of the power grid comprising low-voltage distribu-
tion networks, DER-rich feeders, prosumer environments, EV charging infrastructures,
localized storage systems, and intelligent consumer-side control entities [3,4]. Unlike
conventional centralized architectures, these peripheral grid environments exhibit high
variability, bidirectional power flow, distributed decision-making requirements, and signifi-
cant operational uncertainty.

Traditional centralized control and supervisory frameworks are increasingly unable
to effectively manage these highly dynamic and distributed environments due to limi-
tations associated with scalability, communication latency, computational burden, and
vulnerability to single points of failure [5-7]. Consequently, decentralized and cooperative
control paradigms have gained substantial research interest. Among these emerging solu-
tions, multi-agent systems (MASs) have attracted considerable attention as a promising
framework for distributed monitoring, control, coordination, and management within
modern smart grids [8,9]. MASs consist of autonomous and intelligent agents capable of
local decision-making, communication, cooperation, and adaptive behavior to collectively
achieve global operational objectives. Within active power grid peripheries, MAS-based
architectures have been applied to a broad range of functions, including distributed energy
management, voltage and frequency regulation, microgrid coordination, demand-side
management, EV charging coordination, fault diagnosis, resilience enhancement, and
cyber-physical supervisory control.

Despite the growing body of literature and the significant progress achieved in MAS-
based energy management and control, several critical challenges remain unresolved.
Existing approaches continue to face issues related to unreliable communication infrastruc-
tures [10], vulnerability to cyber-physical attacks [11], heterogeneous and nonlinear agent
dynamics [12], interoperability limitations, and the absence of standardized benchmarking
and validation frameworks [13]. Furthermore, many proposed methodologies remain
limited to simulation-based evaluations with insufficient real-time or hardware-in-the-loop
experimental validation.

Motivated by these challenges, this review aims to provide a systematic, critical,
and forward-looking assessment of MAS-based control and management strategies for
active power grid peripheries. In contrast to previous review studies, this work not only
analyzes recent methodological developments and mathematical formulations but also
systematically compares MAS architectures with hierarchical industrial control frameworks
based on IEC 61850 standards [14]. Additionally, this review identifies persistent research
gaps, proposes emerging research hypotheses for future investigation, and discusses the
integration of enabling technologies such as digital twins, blockchain systems, and edge
intelligence into future MAS-driven smart grid architectures.
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1.2. Contributions

In contrast to previous reviews, this paper provides an explicit comparison between
MAS and hierarchical control schemes (e.g., IEC 61850-based [14] centralized and decen-
tralized architectures), which continue to serve as the industry benchmark. A systematic
review methodology is also presented to ensure reproducibility. First, the paper reviews
contemporary multi-agent system (MAS) approaches for the control and management
of the active grid periphery, synthesizing findings from 160 top-tier Q1 journal articles
published up to March 2026. The unique contributions of this review are summarized in
Table 1.

Table 1. Unique contributions of this review.

Contribution Area

Specific Novelty

Scope

First review to explicitly focus on the active power grid periphery and provide a systematic
comparison against hierarchical industrial control (IEC 61850) [14-17].

Temporal coverage

Systematic examination of 160 Q1 journal articles published up to March 2026 [18].

Critical analysis

Quantitative illustrations of failure modes (Section 3) and comparative evaluation of 8 MAS
control families with limitations table [19,20].

Research gaps

Six forward-looking conjectures (Section 5) with mathematical formulations, plus a seventh
gap on real-time validation [15,19].

Decision tool

Flowchart for MAS method selection based on grid conditions, with statistical validation
and open-data commitment [17,21].

Comparison with hierarchical First MAS review to provide side-by-side comparison and co-simulation interface

control (IEC 61850)

specifications [19,21].

Critical identification of
6 conjectures

Formal statements of underexplored problems (intermittent connectivity, coupled
cyber-physical dynamics, non-stationary MARL, asymmetric information, PoW scalability,
lack of physics-informed learning) [15].

Second, it evaluates and compares various MAS methodologies (including consensus,
game theory, Distributed Model Predictive Control (DMPC), Multi-Agent Reinforcement
Learning (MARL), blockchain-MAS, and the Alternating Direction Method of Multipliers
(ADMM)) with IEC 61850-based [14] hierarchical control, emphasizing their practical
benefits, limitations, and deployment challenges.

Third, the review identifies significant practical limitations such as communication
delays (with a failure threshold exceeding 300 ms), vulnerabilities in cyber-physical systems
(with false data injection (FDI) attacks resulting in voltage errors greater than 4%), trade-offs
between scalability and convergence, and the lack of real-time validation (noting that less
than 12% of the reviewed papers utilize hardware-in-the-loop (HIL) testing).

Fourth, it outlines six unresolved research problems, complete with mathematical
formulations, which encompass issues such as intermittent connectivity, coupled cyber-
physical dynamics, non-stationary MARL, asymmetric information, the scalability of Proof
of Work (PoW), and physics-informed learning.

Finally, this work proposes a decision flowchart designed to assist in the selection of
MAS methods based on varying grid conditions, including factors such as communication
reliability, system scale, model availability, and cyber-physical risk.

2. Dynamic Modeling and Control Constraints in Active Power
Grid Peripheries

2.1. Active Power Grid Periphery

In this context, the active grid periphery refers to the boundary of the low-voltage (LV)
distribution network where bidirectional power flows, voltage violations, and frequency
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deviations are most pronounced [22,23]. This environment is characterized by several
key features: first, a high R/X ratio that results in strong coupling between active and
reactive power; second, a diverse array of distributed energy resources (DERs) including
residential photovoltaic systems (3—10 kW), small-scale wind turbines (5-50 kW), battery
energy storage systems (5-100 kWh), and electric vehicles [24]; and third, a communication
infrastructure that is often wireless, unreliable, and characterized by low bandwidth [25].

2.1.1. Key Physical Characteristics and Mathematical Implications

The active grid periphery exhibits several distinguishing features that necessitate
specialized mathematical modeling approaches:

1.  High R/X Ratio: Low-voltage distribution networks exhibit R/X ratios greater than
unity, which disrupts the traditional decoupling of active and reactive power con-
trol [23]. Unlike high-voltage transmission systems where the X/R ratio is typically
high (enabling independent P and Q control), the high resistance in low-voltage net-
works means that changes in active power injection significantly affect voltage magni-
tudes, while changes in reactive power influence power flows. This coupling creates
complex control challenges that require multi-variable optimization formulations.

2. Heterogeneous DER Dynamics: Photovoltaic systems respond in milliseconds, battery
energy storage systems in seconds, and thermal loads in minutes [4,24]. This temporal
heterogeneity invalidates the common assumption of uniform agent dynamics found
in traditional consensus literature and necessitates the development of heterogeneous
multi-agent system models.

3. Communication Constraints: Communication infrastructure in peripheral areas typi-
cally relies on wireless mesh networks with significant bandwidth constraints, packet
loss rates of 2-8%, and round-trip delays of 50-200 ms [26,27]. These communication
limitations impose fundamental constraints on the achievable control performance
and stability margins of MAS-based control schemes.

2.1.2. Limitations of Conventional Centralized Control in Periphery Contexts

Traditional supervisory control and data acquisition (SCADA) systems, designed
for centralized monitoring and control, exhibit fundamental limitations when applied to
active peripheries:

1.  Scalability constraints: Centralized controllers become computational bottlenecks
when scaling beyond approximately 100-200 nodes [5,6].

2. Communication latency: Round-trip time communication delays often exceed the
system’s dynamic response requirements [7].

3.  Single-point vulnerability: Centralized architectures present attractive targets for
cyber-physical attacks and represent a single point of failure [10,11].

4.  Information asymmetry: Centralized controllers require global system models that
are increasingly difficult to maintain due to localized prosumer privacy and data
ownership [12].

2.2. Multi-Agent Systems (MAS)

A multi-agent system (MAS) is defined by a tuple M = (A,E,S,U), where A =
{ay,...,a,} is the set of agents, C is the communication graph, and E is the environment.
These agents may represent physical entities (such as DER controllers, smart meters, and
EV charging stations) or logical entities (such as virtual power plants, aggregators, and
prosumer agents) [8]. This autonomy is necessitated by the operational independence of
individual DERs and prosumers, which must make local decisions without relying on
centralized coordination, particularly during communication failures.
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2.2.1. Justification for the MAS Definition

The formal definition provides a rigorous mathematical framework for modeling
decentralized control in active power grid peripheries [8,9]. It captures the essential
elements of distributed control, maintaining mathematical tractability for both stability
analysis and algorithm design. The heterogeneous nature of agent states—where different
agent types possess distinct state variables and dynamics—aligns with the MAS definition,
but it introduces mathematical challenges for achieving consensus and ensuring stability.

E C A x A represents the communication graph, which is frequently subject to
change [23]. The mathematical modeling of the communication graph typically employs the
graph Laplacian L =D — A, where D is the degree matrix and A is the adjacency matrix [28].
The algebraic connectivity A»(L) (the second smallest eigenvalue of the Laplacian) serves as
a critical parameter determining convergence rates [29].

S = {x|x = (V,P,SC, ...)} constitutes the joint state space that encompasses
voltages, power flows, and state of charge. The inclusion of these variables is justi-
fied by their centrality to the control objectives defined in Section 2.3 [24,25]. And
U= {Uy,U,,...,U,} denotes the utility functions, which may include objectives such as
cost minimization or voltage regulation [24].

A general discrete-time agent model is given by x;(k + 1) = fi(x;(k), u;(k), w;(k)),
where xi is the agent’s state, u; is the control input, and w; is the external disturbance [25,30].

2.2.2. Justification for the Discrete-Time Model

The discrete-time agent model provides a pragmatic framework for digital control
implementation. This formulation is preferred for three primary reasons: (1) MAS algo-
rithms are typically implemented on digital controllers operating at discrete sampling
intervals [31]; (2) communication infrastructure imposes discrete-time constraints on in-
formation exchange [32,33]; and (3) discrete-time models facilitate the practical implemen-
tation of optimization algorithms, Model Predictive Control (MPC), and reinforcement
learning (RL) schemes [34-38].

The disturbance term w;(k) captures significant uncertainties in active grid peripheries,
including intermittent renewable generation [1,2], load variations [24], communication
delays and packet losses [32,33,39], and measurement noise [40—42].

The nonlinear function f; captures physical dynamics of different agent types:

e PV systems: power electronic converter dynamics, maximum power point tracking,
weather-dependent generation [24].

e  BESS: battery electrochemistry, state-of-charge dynamics, power electronic interface
dynamics [24].

e Loads: demand response dynamics, thermal dynamics for HVAC loads [43].

e  The heterogeneity of these functions across agents (Section 3.4) presents significant
challenges for consensus-based control and stability analysis [44—47].

2.3. Control Objectives in Smart Grid Periphery

2.3.1. Voltage Regulation

< e [25].
Voltage Regulation Justification: The voltage regulation objective is justified by power

Common control objectives include voltage regulation, defined as ‘Vi = Vier

quality requirements in distribution networks. Standard operation requires maintaining
bus voltages within £5% of nominal (1.0 p.u.) under normal conditions [27,48]. The voltage
regulation problem in active peripheries is particularly challenging due to bidirectional
power flows [22], high R/ X ratio [23], DER intermittency [24], and EV charging [24].
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2.3.2. Frequency Support

Frequency support is characterized by |Af| < 0.1 Hz [43].

Frequency Support Justification—The frequency support objective is justified by the
increasing frequency stability challenges in low-inertia power systems with high renewable
penetration [25,30]. MAS-based frequency support typically employs consensus algorithms
for distributed primary frequency control [49].

2.3.3. Economic Dispatch

Economic dispatch is expressed as min )} ; C;(P;) [43], and congestion management
necessitates that line flows stay within thermal limits [50].

Economic Dispatch Justification—The economic dispatch objective captures the eco-
nomic efficiency requirement of power system operation. This objective is particularly
relevant in active peripheries where prosumers can trade energy with each other and with
the main grid [51,52]. Congestion Management Justification: The congestion management
objective is justified by equipment protection and reliability requirements [43,50].

2.3.4. Multi-Objective Formulation

A multi-objective cost function that combines regulation, economy, and comfort [27,28].
This is expressed as the following multi-objective function:

min Z:’:l (“”Vl - VrefH2 + ,Bci(Pi) + ’Y”SOC,‘ - Soctarget”Z)

where V; is the voltage at agent i, V ref is the reference voltage (typically 1.0 p.u.), C;(P;) is
the generation cost of real power P;, SoC; is the state of charge of storage, and «, 3, y are
non-negative weighting coefficients [43,50].

Justification for the Multi-Objective Formulation—The weighted sum formulation cap-
tures the key control objectives while maintaining mathematical tractability. The weighting
coefficients critically determine system behavior and must be selected based on operational
priorities. The voltage term penalizes large deviations more heavily, which is appropriate
for power quality. The SoC term ensures that storage systems maintain appropriate levels
for future services [24].

Assumptions Underlying Control Objective Formulations

1.  Convexity: The multi-objective cost function assumes convexity for tractable opti-
mization. However, AC power flow constraints are non-convex [53], limiting the
applicability of convex optimization approaches.

2. Stationarity: The cost functions assume stationary system characteristics. However,
DER costs, load patterns, and renewable generation are non-stationary, requiring
adaptive approaches like reinforcement learning [36,37].

3. Perfect information: The formulation implicitly assumes agents have necessary infor-
mation. In practice, information asymmetry and privacy constraints prevent perfect
information [51,52].

4.  Separability: The objective functions are assumed separable by agent, which is appro-
priate for economic dispatch but may not capture network constraints [43,50].

2.4. Stability Definitions

Consensus forms the backbone of distributed MAS control. For agent i

xi(k+1) = xi(k) + ) e . @i (% (k) — xi(k))
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where N is the set of neighbors of agent i, and a;; are the entries of a doubly stochastic adja-
cency matrix (with Zj aj =1 and }; ajj = 1). Convergence requires that the communication
graph be connected [54,55].

2.4.1. Theoretical Convergence Analysis

The consensus algorithm converges to the average of initial states under the following
conditions [24,55]:

1.  Connected graph (or periodically connected) [54].
2. Consistent weights: weighting matrix A = [a;;] must be doubly stochastic [55].
3. Nodelays or packet losses: assumption of ideal communication [32].

The convergence rate is determined by the algebraic connectivity A,(L). For a con-
nected graph, the convergence rate is 1 — A»(L), and the number of iterations required for
convergence scales as O(1/ Ap(L)) [29].

2.4.2. Convergence Rate Implications for Periphery

For line graphs (common in distribution networks), A>(L) = O(1/N?), where N is
the number of agents [29]. This means that for N = 100 agents, the number of iterations
required is approximately 100 times greater than for N = 10 [56]. This poor scalability
presents a significant challenge for consensus-based control in large systems (Section 3.3).

2.4.3. Stability Under Communication Delays

The stability analysis considering communication delays introduces the condition
T < /\2% for consensus convergence [40-42]. For a typical 10-agent system with
Ap(L) = 3.3 s, the theoretical critical delay is Titicsr =~ 3.3 s [33,57,58]. However, prac-
tical failure thresholds are significantly lower (=3.3 ms) due to heterogeneous agent
dynamics [33,44—46,57,58].

The discrepancy between theoretical and practical failure thresholds is explained by
the following:

1.  Heterogeneous time constants: Different agents have different dynamic responses
(PV: 10 ms, BESS: 1 s, load: 60 s) [44-46].

2. Non-ideal dynamics: The simple first-order consensus model does not capture com-
plex physical dynamics [44—46].

3. Nonlinearities: Power system dynamics are nonlinear [53].

4.  Packet losses: The consensus analysis assumes no packet losses [32].

Figure 1 depicts the decentralized communication and control framework of a multi-
agent system (MAS) implemented in the periphery of an active power grid. The architec-
ture consists of six distinct types of agents—PV Agent, BESS Agent, EV Agent, Load
Agent, Grid Edge Agent, and an MAS Coordinator—interconnected through a mesh
communication network, represented by bidirectional dashed arrows. Each agent in-
dependently measures its state (voltage, power, state-of-charge) and shares information
with neighboring agents to reach a consensus on overarching goals (such as voltage reg-
ulation and economic dispatch) without dependence on a central controller. The MAS
Coordinator compiles consensus updates but refrains from issuing commands, thereby
maintaining decentralization. This configuration guarantees scalability, fault tolerance,
and resilience against single-point failures, as formalized by the consensus update rule
xi(k+1) = xi(k) + Lien; 4ij (xj(k) = x;(k)), which converges under a connected graph
topology and doubly stochastic weighting [25,30,59].
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Figure 1. Multi-agent system architecture for active grid periphery.

2.4.4. Assumptions Underlying Consensus Stability Analysis

1. Homogeneous dynamics: The standard consensus formulation assumes all agents
have identical dynamics [24,55]. This assumption is violated in active peripheries
where PV systems, BESS, and loads have vastly different response times [44—46].

2. Fixed graph topology: The stability analysis typically assumes fixed communica-
tion graphs [54,55]. However, peripheries have time-varying connectivity [23], and
consensus convergence under arbitrary disconnection patterns remains an open chal-
lenge [60-62].

3. No cyber-physical interactions: The consensus model assumes communication and
power systems are independent. However, voltage drops can reduce power to com-
munication modules, causing packet loss and positive feedback [62,63].

4.  Ideal channel: The consensus model assumes perfect communication channels. How-
ever, peripheries have lossy, low-bandwidth wireless channels [26,27].

2.5. Systematic Review Methodology
2.5.1. Review Protocol and Registration

This systematic review was conducted in accordance with the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 guidelines [64—66] to
ensure methodological rigor, transparency, and reproducibility. The complete review
protocol, including inclusion criteria, search strategy, and data extraction templates, is
available from the corresponding author upon reasonable request [18].

2.5.2. Research Questions

The systematic review was guided by the following primary research questions
(RQs), formulated using the Population, Intervention, Comparison, Outcome, Context
(PICOC) framework:

RQ1: What multi-agent system (MAS) methodologies have been proposed for decen-
tralized control and management of active power grid peripheries?

RQ2: What are the mathematical formulations, control objectives, and algorithmic
approaches employed in MAS-based active periphery control?

RQ3: What are the comparative advantages, limitations, and performance characteris-
tics of different MAS methodologies (consensus, game theory, DMPC, MARL, blockchain-
MAS, ADMM) when applied to active power grid peripheries?

RQ4: What are the persistent research gaps and open challenges in MAS-based decen-
tralized control, particularly regarding communication constraints, cyber-physical security,
scalability, and real-time validation?

https:/ /doi.org/10.3390/app16146863
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RQ5: How do MAS-based architectures compare with hierarchical industrial control
frameworks based on IEC 61850 standards?

2.5.3. Search Strategy (Information Sources and Search Period)

A comprehensive literature search was conducted across three major academic
databases: Scopus, Web of Science, and IEEE Xplore [18,67]. The search period cov-
ered all publications from database inception up to March 2026, ensuring the inclusion of
foundational works as well as the most recent advances [18].

Detailed Search Strings by Database: A systematic literature search was performed
across Scopus, Web of Science, and IEEE Xplore using tailored search strings combin-
ing MAS-related terms (“multi-agent system,” “MAS,” “agent-based”) with smart grid
applications (“smart grid,” “microgrid,” “DER,” “prosumer”) and control objectives (“de-

e e

centralized control,” “consensus,
Each database employed syntax-appropriate queries: Scopus used TITLE-ABS-KEY, Web of

reinforcement learning,” “energy management”) [18,67].
Science used TS (Topic), and IEEE Xplore used a simplified query structure [64—66]. Inter-
rater reliability “almost perfect” level of agreement [67]. This multi-database approach
ensured comprehensive coverage of the relevant literature [67-70].

In Figure 2, the PRISMA 2020 flow diagram depicts the systematic process of literature
identification, screening, and inclusion utilized in this review. Initially, a total of 850 records
were identified through searches in databases such as Scopus, Web of Science, and IEEE
Xplore. Following the elimination of 120 duplicate records, 730 studies were subjected to
title and abstract screening, which led to the exclusion of 450 articles. In the next phase,
280 full-text articles were evaluated for eligibility, resulting in the exclusion of 120 studies
for various reasons, including non-Q1 publication status, lack of explicit implementation of
MAS, irrelevance to active power grid peripheries, or inadequate methodological quality.
Ultimately, 160 (Maximum Q1) journal articles published up to March 2026 were selected
for qualitative synthesis in accordance with the PRISMA 2020 guidelines [64—66]. This
diagram promotes transparency, reproducibility, and methodological rigor, as advocated
by recent systematic reviews in energy and power systems [32,68,69].

[ Identification of Studies via Databases and Registers
S
é Total Records Scopus Records Identified (n = 320)
£ Identified 9 Web Of Science Records Identified (n = 285)
g (n = 850) IEEE Xplore Records Identified (n = 245)
= Duplicate records removed (n=120)
| Records excluded (n=450)
Reasons: Not MAS or Power Systems: 180,
Records screened (n=730) ) No MAS Implementation: 120, Conference
) Papers: 95, Irrelevant Peripheries: 55
L
2 Excluded Full-Text
1 .
z Full-Text Articles Articles (n = 120)
Assessed (n = 280) - > Reasons: Non-Q1 Journal: 45, No
Explicit MAS: 32, Not Active Periphery:
|| ¢ 28, Insufficient Quality: 15
Studies included in Review (n=160), Publication Period 2020 to March 2026
E Methodological Categories: Consensus (42 papers, 26.25%), MARL (30 papers,
= 18.75%), DMPC (22 papers, 13.75%), Hybrid (21 papers, 13.12%), Game
E Theory (18 papers, 11.25%), Blockchain-MAS (15 papers, 9.38%), ADMM (12
papers, 7.50%)

Figure 2. PRISMA 2020 flow diagram of the systematic literature selection process, showing the
identification, screening, and inclusion stages leading to 160 articles.
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2.5.4. Inclusion and Exclusion Criteria
Inclusion Criteria—Studies were included if they satisfied all the following 5 criteria:

1.  Publication type: Original research articles or review articles published in peer-
reviewed Q1 journals according to Scimago Journal Rank (SJR) or Journal Citation
Reports (JCR) quartile rankings [18].

2. Language: Articles published in English.

3.  Topic relevance: Studies addressing MAS for control, management, coordination, or
optimization in active power grid peripheries [3,4,22,23].

4. Methodological contribution: Studies presenting explicit MAS implementations, math-
ematical formulations, algorithmic approaches, or simulation/experimental valida-
tion in domains including consensus [31,49,71], game theory [51,52], MPC [34,35],
MARL [36,37,72], blockchain-MAS [73], or ADMM [74,75].

5. Publication date: Studies published from database inception up to March 2026 [18].

Exclusion Criteria—Studies were excluded if they met any of the following 5 conditions:

Conference papers, technical reports, white papers, dissertations, book chapters.
Publications in non-Q1 journals [18].
Studies not explicitly addressing MAS in active power peripheries.

LN =

Studies lacking explicit MAS implementation, sufficient mathematical detail, or ade-
quate validation.
5. Duplicate publications from the same research group.

2.5.5. Screening Process and Study Selection Workflow

The screening process was conducted in accordance with PRISMA 2020 guide-
lines [64-66] and followed a structured multi-stage workflow:

Stage 1: Initial Identification and Duplicate Removal

The initial database searches yielded 850 records across the three databases [18]:

e  Scopus: 320 records.
e  Web of Science: 285 records.
e IEEE Xplore: 245 records.

Following the removal of 120 duplicate records, 730 unique records proceeded to the
next screening stage.

Stage 2: Title and Abstract Screening

The 730 unique records were subjected to title and abstract screening by two indepen-
dent reviewers (S.M. and S.I.) [64,65]. Disagreements were resolved through discussion
and consultation with a third reviewer (N.G.C.). The title and abstract screening resulted in
the exclusion of 450 records. Reasons for exclusion included the following;:

Clearly unrelated to MAS or power systems.

Focused on centralized control without MAS components.
Applied MAS to non-power-system domains.

Conference papers or non-peer-reviewed sources.

Following this stage, 280 records proceeded to full-text assessment.

Stage 3: Full-Text Eligibility Assessment

The 280 full-text articles were assessed by two independent reviewers (S.M. and
M.D.) [64,65] using a standardized data extraction template (Section 2.5.6). At this stage,
120 articles were excluded for the following reasons:

e  Non-Q1 publication: 45 articles (37.5%).

e  Lack of explicit MAS implementation: 32 articles (26.7%).

e Irrelevance to active power peripheries: 28 articles (23.3%).
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e Inadequate methodological quality: 15 articles (12.5%).

Stage 4: Final Inclusion and Quality Synthesis

Following full-text assessment, 160 Q1 journal articles published up to March 2026
were selected for qualitative synthesis [18]. The selection flow is illustrated in Figure 2
(PRISMA 2020 flow diagram).

Inter-Rater Reliability: Two independent reviewers (5.M. and S.I.) conducted the
screening with 95% initial agreement [64]. The Cohen’s kappa coefficient of 0.82 indicates
strong agreement beyond chance.

2.5.6. Data Extraction and Coding

Standardized Data Extraction Template—A standardized data extraction template was
developed and piloted on 10 representative papers. The template captured the following:

Bibliographic information (author(s), year, journal, DOI).

Study characteristics (objective, MAS methodology, control objectives, grid configuration).
Mathematical formulation (agent models, communication graph, control algorithms).
Validation methodology (simulation, HIL, field trial).

Performance results (quantitative metrics, comparison with baselines).

ALY

Limitations and future work.

Quality Assessment—The quality of included studies was assessed using a modified
version of the Quality Assessment tool for Systematic Reviews (QASR) adapted for power
systems research [67,68]. The assessment criteria included the following:

1.  Methodological rigor: Appropriateness of mathematical formulation and justification
of assumptions.

Validation quality: Use of real data, HIL testing, comparison with alternative approaches.
Replicability: Availability of code, data, or detailed algorithms.

Practical relevance: Consideration of practical deployment challenges.

ARl

Cyber-physical considerations: Treatment of communication constraints and cyber-security.

2.5.7. Synthesis and Analysis Methods

Narrative Synthesis—A narrative synthesis approach was adopted [67,68] due to
the heterogeneity of included studies. The synthesis was structured around the research
questions and organized thematically by MAS methodology type. The narrative synthesis
included descriptive summaries, thematic grouping, comparative analysis, and identifica-
tion of patterns.

Quantitative Analysis—Where quantitative performance data were available, sum-
mary statistics (means, medians, ranges) were computed for key metrics [76]. These
quantitative data were used to construct (Critical Comparison of MAS Control Methods)
and (State-of-the-Art Summary) [18,19,21].

Comparative Benchmarking—MAS-based architectures were systematically compared
with hierarchical industrial control frameworks based on IEC 61850 standards [14,21,77,78]
across five dimensions: scalability, delay tolerance, cyber resilience, industry adoption, and
standardization. The comparison was informed by quantitative failure modes analysis
(Table 2, Figure 3) and methodological comparison (Table 3, Figure 4) [19,20]. Quantitative
failure modes in MAS-controlled periphery are summarized in Table 2.
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Table 2. Quantitative failure modes in MAS-controlled periphery.

Challenge Metric Typical Value Failure Threshold Reference
Communication delay Round-trip time 50-200 ms >300 ms [26]
Packet loss Loss rate 2-8% >10% [27]
FDI attack magnitude Voltage error injection 0-2% >4% [48]
Agent heterogeneity Time constant ratio 1:10 >1:50 [79]
Graph connectivity Algebraic connectivity 0.1-0.5 <0.05 [80]

The enhancements and benefits of Figure 3 are summarized in Table 3.

Table 3. Summary of Figure 3.

Enhancement Description Benefit
95% Bootstrap CI Shaded regions around median line Shows uncertainty and variability [76]
Red Dashed Line 300 ms empirical failure threshold Clearly marks critical threshold [32,33,57,58,70]
Inset Zoomed 200400 ms region Highlights rapid performance degradation
Data Points Median of 50 Monte Carlo runs Shows central tendency [57]
Professional Styling Clean, publication-quality design Improves readability and aesthetics
Citations All data points referenced Ensures reproducibility [33,44-46,57,58]

95%Bootstrap CI

mmm Median (50 Monte Carlo runs
== m= 300 ms Failure Threshold

Figure 3. Impact of communication delay on consensus convergence in distributed MAS control.

Consensus
| < Blok—
X n
ADMM “ f"b\ —
.‘{ ‘4 0.5 0.6 0.70.8 0.9
"
E/ <
Bloll\(/IcAhgm- ?’ DMPC
MARL

Figure 4. Radar chart comparing six MAS control methodologies across five performance dimensions
(scalability, delay tolerance, cyber resilience, model-free capability, convergence guarantee). Scores
are normalized medians from 160 surveyed papers (0 = lowest, 1 = highest).
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2.5.8. Methodological Limitations

1.  Publication bias: The exclusive focus on Q1 journal articles may introduce publication
bias [64-66].

2. Language bias: Restriction to English-language publications may exclude relevant
research [67,68].

3. Database coverage: Relevant publications in other databases may have been
missed [67,69].

4. Quality assessment subjectivity: The quality assessment involved subjective judg-
ments [64,65].

5. Publication date cutoff: The cutoff date of March 2026 means newer studies were not
included [18].

2.5.9. Reproducibility and Transparency

1.  Measures Detailed documentation: Search strategy, inclusion/exclusion criteria, and
data extraction process were fully documented [18].

2. PRISMA compliance: This review follows PRISMA 2020 guidelines with a flow
diagram (Figure 2) [64-66].

3. Data availability: Full list of 160 analyzed papers and quality assessment scores
available on request [18].

4.  Independent reviewing: Two independent reviewers conducted screening and quality
assessment [64,65].

5. Standardized templates: A standardized data extraction template was used [18].

6.  Conflict resolution: Disagreements were resolved through discussion and consultation.

3. Challenges
3.1. Communication Delays and Packet Loss

In wireless mesh networks, particularly in peripheral areas, end-to-end delays can
surpass 200 ms, leading to divergence in consensus [33,70]. For instance, in a system
comprising 10 agents with a delay of T = 0.5 s, standard consensus is compromised if T
exceeds ﬁ (where A, represents the second eigenvalue of the Laplacian). With A, at
approximately 0.3, the resulting critical delay is 3.3 s, which was exceeded in 40% of the
empirical field tests [57,58].

3.1.1. Field Measurement Evidence

The extensive field tests were conducted on a 10-agent DER-rich feeder in Ger-
many [33]. Their measurements revealed that while average delays were typically below
100 ms, worst-case delays frequently exceeded 300 ms during network congestion periods.
More significantly, when delays exceeded approximately 300 ms, consensus convergence
was compromised in 40% of test scenarios [33].

3.1.2. Theoretical Critical Delay Formulation

For a delay T, the consensus error e(k) = x(k) — x* convergesif T < %(L), where
Az(L) is the algebraic connectivity (second smallest eigenvalue of the Laplacian). The
theoretical critical delay is thus T critical T jicer = ﬁ@) [40,57]. For a typical 10-agent
system with A»(L) ~ 0.3, this gives T critical ~ 3.3 s.

Field tests on a 10-agent DER-rich feeder [33] and detailed Monte Carlo simula-
tions [57] show that consensus fails when delays exceed ~2300 ms under heterogeneous
agent dynamics (PV: 10 ms, BESS: 1 s, load: 60 s), as illustrated in Figure 3. This empirical
threshold is an order of magnitude lower than the homogeneous theoretical bound due to
mismatched time constants [58].
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3.1.3. Reasons for Discrepancy

1.  Heterogeneous agent dynamics: The theoretical bound assumes homogeneous agent
dynamics. In practice, PV systems respond in milliseconds, BESS in seconds, and loads
in minutes [44—46], creating mismatched dynamics that amplify delay sensitivity.

2. Non-ideal graph structures: Real communication graphs are time-varying, and A (L)
fluctuates over time [23,80]. The 300 ms threshold represents the conservative lower
bound for worst-case configurations.

3. Nonlinear physical dynamics: The linear consensus model does not capture nonlin-
earities in power flow equations [33].

4.  Packet loss interaction: Communication delays are typically accompanied by packet loss,
with the combined effect being more severe than either factor alone [26,27,32,70]. The
300 ms threshold represents the conservative lower bound for worst-case configurations.

3.1.4. Packet Loss Threshold Justification

The packet loss threshold of 10% is derived from a comprehensive reliability analysis
by Jha et al. [27], who showed that when packet loss rates exceed 10%, the probability of
successful consensus convergence drops below 95% in typical distribution network config-
urations. This finding is corroborated by Serban et al. [31], who surveyed communication
requirements in operational microgrids and identified 10% as a practical upper bound for
reliable operation.

3.1.5. Quantitative Relationship Between Delay, Packet Loss, and Control Performance

Ullah et al. [32] demonstrated that for a droop-controlled AC microgrid with 10 agents,
increasing communication delay from 100 ms to 300 ms increased settling time by 200% and
doubled steady-state voltage deviation. Jiang et al. [70] extended this analysis to nonlinear
systems with both delay and packet loss, showing that the combination of 300 ms delay
and 10% packet loss renders standard consensus algorithms completely unstable.

3.2. Cyber-Physical Attacks

False data injection (FDI) attacks targeting voltage measurements can trigger cascading
failures [41,42]. A simulation conducted in 2022 demonstrated that introducing a 5% error
into three agents resulted in an increase in voltage deviation from 0.02 p.u. to 0.15 p.u,,
causing 12% of photovoltaic inverters to trip [29].

FDI Attack Threshold Justification

The FDI attack threshold of 4% voltage error injection is based on systematic vulnera-
bility assessments conducted on IEEE distribution test feeders and validated through both
simulation and hardware-in-the-loop testing [40-42].

Tian et al. [42] conducted a comprehensive analysis of joint adversarial example and
false data injection attacks on power system state estimation. Their simulation on the
IEEE 123-bus distribution system demonstrated that injecting a 5% voltage error into three
strategically selected agents caused voltage deviations to increase from 0.02 p.u. to 0.15 p.u.,
representing a 650% increase in voltage error [42]. This resulted in 12% of PV inverters
tripping due to overvoltage protection.

Alawi [41] further refined the vulnerability analysis, showing that the critical FDI
attack magnitude depends on the number of compromised agents. For a system with
10 agents, an FDI attack magnitude of 4% affecting 30% of agents was sufficient to cause
observable voltage violations (deviation > 0.05 p.u.). For larger systems with 50 agents, a
lower attack magnitude of 2-3% affecting 20% of agents triggered similar violations [41].
Yang et al. [81] proposed a framework for analyzing FDI attack detection and resilient
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control of DC microgrids under hybrid attacks. Their analysis showed that without detec-
tion mechanisms, voltage errors exceeded 5% when any three agents were compromised.
With event-triggered resilient control, the threshold increased to 7% [81]. This finding
supports the 4% threshold as a conservative practical limit for acceptable operation without
sophisticated detection mechanisms.

3.3. Scalability vs. Convergence Trade-Off

As the number of agents N increases, the iterations required for consensus scale as
O(1/A3), while A; is inversely proportional to N for line graphs [56]. Specifically, for
N =100, the number of iterations rises tenfold compared to when N = 10 [44].

3.3.1. Theoretical Foundation

The scalability limit A (L) = O(1/N?) for line graphs is a well-established result in
spectral graph theory [29] proved that for path graphs (common in distribution feeder
topologies), the algebraic connectivity scales as A»(L) ~ 2(1 — cos(/N)) ~ 7%/ N? for
large N.

Tyurin [56] extended this analysis to demonstrate the fundamental limitations of
centralized distributed optimization, proving that the iteration count for consensus con-
vergence scales as O(1/A;) = O(N?) for line graphs. This means that for N = 10 agents,
approximately 10 iterations are required for convergence, while for N = 100 agents, approx-
imately 1000 iterations are required—a 100-fold increase [56].

3.3.2. Empirical Scalability Studies

Griparic et al. [44] conducted an empirical study of consensus-based distributed
connectivity control in multi-agent systems with up to 100 agents. Their results confirmed
the O(N?) scaling of convergence iterations for line topologies and demonstrated that for
N =100, the convergence time exceeded acceptable limits for real-time control applications
(defined as <1 s per control cycle) [44].

3.4. Heterogeneous Dynamics

Agents exhibit varying time constants: photovoltaic systems (ms), battery energy
storage systems (s), and thermal loads (min). The standard consensus model presumes
uniform dynamics, which can lead to instability [45,46]. A study conducted in 2024
revealed that heterogeneous multi-agent systems with mismatched rates experienced
a 30% increase in settling time [26]. This heterogeneity also exacerbates sensitivity to
communication delays: the practical failure threshold drops from the theoretical 3.3 s
(derived from homogeneous consensus) to approximately 300 ms, as shown in Figure 3
and discussed in Section 3.1.

3.4.1. Quantification of Heterogeneity Effects

Cheng et al. [50] studied fixed-time fault-tolerant formation control for heteroge-
neous multi-agent systems and demonstrated that mismatched time constants caused a
30% increase in settling time compared to homogeneous systems. The study considered
time constant ratios ranging from 1:1 (homogeneous) to 1:50 (highly heterogeneous) and
found that the settling time increased monotonically with the time constant ratio [46].
Steininger et al. [45] analyzed the fundamental problem of response time mismatch in
multi-sensor systems and showed that when dynamic responses differ by more than one
order of magnitude, the coupled system exhibits unstable oscillations. This finding is
directly applicable to multi-agent power systems where PV (ms), BESS (s), and thermal
loads (min) exhibit time constants spanning three orders of magnitude [45].
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3.4.2. Heterogeneity-Exacerbated Delay Sensitivity

Griparic et al. [48] showed that the theoretical homogeneous delay bound of 3.3 s
reduces to approximately 300 ms in heterogeneous systems. This reduction occurs because
faster agents attempt to converge at their natural speed, while slower agents lag behind,
creating oscillatory behavior when delays exceed the fast agents’ response times [44].

Worth noting that the 300 ms threshold is empirically derived from field tests [33,57,58].
The 4% FDI threshold is based on vulnerability assessments [40—-42]. The 1:50 heterogeneity
threshold is from analysis of mismatched time constants [44-46]. The 0.05 connectivity
threshold is from convergence rate analysis [29,56].

The figure shows consensus iterations required for convergence as a function of com-
munication delay for a 10-agent consensus algorithm under heterogeneous time constants
(PV: 10 ms, BESS: 1 s, load: 60 s). Delay was increased from 0 to 500 ms in 20 ms steps.
Each data point represents the median of 50 Monte Carlo runs [33,57,58]. The shaded
regions indicate 95% bootstrap confidence intervals (1000 resamples) [76]. The red dashed
line at 300 ms indicates the empirical failure threshold, beyond which consensus fails to
converge [32,33,57,58,70]. The inset provides a zoomed view of the critical 200-400 ms
delay region, showing the steep degradation in convergence performance. The failure
threshold of 300 ms is consistent with field tests on a 10-agent DER-rich feeder [40] and
detailed Monte Carlo simulations [57]. This empirical threshold is an order of magnitude
lower than the homogeneous theoretical bound (t_critical ~ 3.3 s) due to mismatched time
constants [58] and heterogeneous agent dynamics [44—46].

4. Methods
4.1. Objective Comparative Framework

To avoid subjective performance ratings, a standardized multi-criteria decision analy-
sis (MCDA) framework is established for comparing MAS methodologies. The comparison
is based on the following objective criteria, each derived from the reviewed literature and
quantified where possible:

4.1.1. Criterion 1: Scalability (S)

Defined as the maximum number of agents N for which the method maintains ac-
ceptable performance (defined as convergence within T < 5 s). Scalability is quantified
as follows:

e High (S > 0.7): Can handle N > 100 agents.

e Medium (0.4 <S5 <0.7): Can handle 50 < N < 100 agents.
e Low (5<0.4): Limited to N < 50 agents.

The scalability metric is derived from the iteration scaling analysis. For consensus,
f(N) =0(1/12) = O(N?) for line graphs [46,47]. For MARL, current methods handle
N up to 100 [82]. For blockchain-MAS, PBFT limits are n < 100 due to communication
complexity O(N?) [83].

4.1.2. Criterion 2: Delay Tolerance (D)

Quantified as the maximum communication delay tTmaxtmax (in ms) for which the
method maintains stability:
e High (D > 0.7): Tmax > 500.
e Medium (0.4 < D <0.7): 300 < Tmax <500 ms.
e Low (D <0.4): Tmax < 300.
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4.1.3. Criterion 3: Cyber Resilience (C)

Quantified as the maximum FDI attack magnitude (in percentage voltage error injec-
tion) that the method can tolerate:

e High (C > 0.7): Tolerates > 5% FDI.
e Medium (0.4 < C < 0.7): Tolerates 3-5% FDI.
e Low (C<0.4): Tolerates < 3% FDI.

4.1.4. Criterion 4: Model-Free Capability (F)
Indicates whether the method requires an explicit system model:
e High (F > 0.7): Completely model-free (e.g., MARL).

e  Medium (0.4 < F <0.7): Requires partial model (e.g., consensus with known graph).
e Low (F <0.4): Requires full model (e.g., DMPC).

4.1.5. Criterion 5: Convergence Guarantee (G)

Indicates whether the method provides deterministic or probabilistic convergence
guarantees:

e High (G > 0.7): Deterministic guarantee (e.g., consensus under connectivity).
e Medium (0.4 < G <0.7): Conditional guarantee.
o Low (G < 0.4): Probabilistic or no guarantee (e.g., MARL).

4.2. Consensus-Based Distributed Control

This method is extensively utilized for voltage and frequency regulation [27,48]. Its
advantages include the absence of a central coordinator and resilience to single points of
failure. However, it suffers from slow convergence when dealing with large N, and it is
sensitive to delays [79]. Recent advancements include adaptive consensus [71] and event-
triggered consensus [49], which can decrease communication requirements by 60% [84].

4.2.1. Objective Assessment

Scalability: Medium (S = 0.55). Consensus scales as O(1/A;) [29]. For line graphs,
Az ~ O(N?), making it impractical for N > 100 [56].

e  Delay Tolerance: Low (D = 0.35). The empirical failure threshold of 300 ms [32,33,57,58,70]
places consensus in the “low” category.

e  Cyber Resilience: Medium (C = 0.50). Vulnerable to FDI attacks on individual
agents [40—42,81].

e Model-Free Capability: High (F = 0.75). Requires only graph topology knowledge [24,55].

o  Convergence Guarantee: High (G = 0.85). Guaranteed convergence under a connected
graph [24,55].

4.2.2. Literature Evidence

Zheng et al. [55] demonstrated consensus-based voltage regulation achieving er-
rors within 0.02 p.u. under ideal conditions for up to 50 agents. Khayat et al. [49]
showed consensus-based frequency control maintaining +£0.05 Hz for N < 20 agents.
Event-triggered consensus [85] reduced communication requirements by 60% [31]. Recent
advancements include adaptive consensus [86] and event-triggered consensus [85].

4.3. Game-Theoretic Approaches

This approach facilitates prosumer-level energy trading through the application of
Nash equilibrium [85,86]. Its strengths lie in its ability to account for self-interest. Con-
versely, it has significant drawbacks, including a high computational cost of O(n?) for
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min
u(k),..,u(k+N-1)

n players and the presence of non-unique equilibria [31]. Recent developments involve
mean-field games designed for large populations [51]. Nash equilibrium condition [52,87]:

U; (ﬂf,aii) >U; (ai,a*_l-) Vi, Va; € A;

where U; is the utility function of player i, a; is player i’s equilibrium action, a* ; represents
the equilibrium actions of all other players, and A; is the action space of player i [88,89].

4.3.1. Objective Assessment

e  Scalability: Low (S = 0.30). Computational cost O(n®) for finding Nash equilib-
rium [51,52]. Mean-field games [90] reduce complexity to O(n) for large populations.

e  Delay Tolerance: Medium (D = 0.45). Typically asynchronous [51], making them more
delay-tolerant than consensus.

e  Cyber Resilience: Low (C = 0.30). Nash equilibria assume truthful participation [51,52].

e  Model-Free Capability: Medium (F = 0.60). Requires cost function knowledge [51,52].

e Convergence Guarantee: Low (G = 0.25). Non-unique Nash equilibria are com-
mon [87].

4.3.2. Literature Evidence

Han et al. [51] demonstrated prosumer clustering for game-theoretic energy man-
agement, showing a Nash equilibrium reached in <50 iterations for <20 prosumers.
Wau et al. [52] extended this to combined heat and power markets. Recent developments
involve mean-field games designed for large populations [90].

4.4. Model Predictive Control

While centralized MPC is optimal, it lacks scalability. Distributed MPC (DMPC) breaks
down the system into subsystems [88,90]. Its strengths include the capability to manage
constraints, but it requires precise models, which are often not available in peripheral
areas [89]. Emerging robust MPC techniques are being developed [34]. Finite-horizon
optimal control problem [35]:

U A ut) stkox(E+ 1) = fx(Bult), x() X, u(t) U

4.4.1. Objective Assessment

e  Scalability: Medium (S = 0.50). Effective for N < 50 agents [34,35].

e  Delay Tolerance: Low (D = 0.30). Requires deterministic communication for constraint
satisfaction [34,35].

Cyber Resilience: Low (C = 0.35). Vulnerable to FDI attacks [34].

Model-Free Capability: Low (F = 0.20). Requires precise system models [34,35].
Convergence Guarantee: Medium (G = 0.65).

Provides convergence guarantees under constraint satisfaction [34,35].

4.4.2. Literature Evidence

Stanojev et al. [34] demonstrated 30% faster settling time compared to centralized MPC.
Liu et al. [35] achieved >95% constraint satisfaction. Emerging robust MPC techniques are
being developed [91].

4.5. Reinforcement Learning (RL) and Deep RL

In this framework, agents develop policies through trial-and-error methods [91,92].
The strengths of this approach include being model-free and its adaptability to uncertainty.
However, it faces challenges such as sample inefficiency and a lack of safety guarantees [93].
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Recent innovations include Multi-Agent Reinforcement Learning (MARL) [36] and safe RL
utilizing barriers [37]. Bellman optimality equation for action-value function [94]:

Q*(s,a) = E|r + ymaxQ*(s’,a")
a/

4.5.1. Objective Assessment

Scalability: High (S = 0.75). Handles N < 100 with CTDE approaches [14,37].

Delay Tolerance: High (D = 0.80). Experience replay handles delays up to 500 ms [37,88].
Cyber Resilience: Medium (C = 0.55). Adversarial training improves resilience [72].
Model-Free Capability: High (F = 0.90). Completely model-free [36,37].

Convergence Guarantee: Low (G = 0.15). No theoretical convergence guarantees [14].

4.5.2. Literature Evidence

Michailidis et al. [37] showed a 40-50% reduction in voltage violations with MARL for
day-ahead scheduling. Emam et al. [72] demonstrated safe RL with barrier functions reduc-
ing constraint violations by 70%. Recent innovations include Multi-Agent Reinforcement
Learning (MARL) [95] and safe RL utilizing barrier functions [72].

4.6. Blockchain-Integrated MAS

This method employs smart contracts to enable trustless energy trading [95]. Its
strengths are its immutability and transparency, while its weaknesses include high latency
(measured in minutes) and energy overhead. Off-chain solutions, such as the Lightning
Network, can reduce this overhead by 90%. Probability of forking or finality condition
(simplified) [72]:

n _
Pfinality =1- Z{:O <k> pk(l - P)n ¢

where 7 is the total number of consensus nodes, f is the maximum number of faulty nodes
(with f < % for Practical Byzantine Fault Tolerance), and p is the probability that any given
node is faulty.

4.6.1. Objective Assessment

Scalability: Low (S = 0.25). PBFT limited to <100 agents [83].

Delay Tolerance: Very Low (D = 0.15). High latency measured in minutes [83].
Cyber Resilience: High (C = 0.85). Immutable audit trail [73].

Model-Free Capability: Medium (F = 0.50). Requires smart contract definitions [73].
Convergence Guarantee: Low (G = 0.30). Probabilistic finality for PoW [96].

4.6.2. Literature Evidence

Lietal. [73] demonstrated blockchain-enabled secure energy trading. Alrubei et al. [96]
analyzed latency, showing PoW requiring 10-60 min finality. Off-chain solutions, such as
the Lightning Network, can reduce overhead by 90%.

4.7. Optimization-Based Methods (ADMM, Primal-Dual)

The Alternating Direction Method of Multipliers (ADMM) is utilized for distributed
optimization [73,97]. Its strengths include achieving global optimality under convex con-
ditions. However, it is slow when applied to non-convex problems, such as AC power
flow [96]. Recent developments have introduced non-convex variants of ADMM. Aug-
mented Lagrangian and ADMM update steps [97]:

Lo(x,2,y) = f(x) +8(z) +yT(Ax + Bz — ) + B Ax + Bz — ¢|]
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4.7.1. Objective Assessment

e  Scalability: Medium (S = 0.60). Convergence rate O(1/k) for convex problems [98].

e  Delay Tolerance: Low (D = 0.30). Synchronous updates require reliable communica-
tion [74,75].

e  Cyber Resilience: Medium (C = 0.45). Distributed nature limits impact.

e  Model-Free Capability: Low (F = 0.25). Requires convex problem formulation [74,75].

e  Convergence Guarantee: High (G = 0.75). Guaranteed convergence for convex prob-
lems [75,98].

4.7.2. Literature Evidence

He et al. [74] developed straggler-resilient asynchronous ADMM. Bastianello et al. [88]
established an O(1/k) convergence rate for convex problems. Recent developments have
introduced non-convex variants of ADMM. A critical comparison of MAS control methods
for active periphery is presented in Table 4.

Table 4. Critical comparison of MAS control methods for active periphery.

Method Scalability Delay Tolerance  Cyber Resilience Model-Free Convergence Guarantee Reference
Consensus Medium Low Medium Yes Yes (under connectivity) [74]
Game Theory Low Medium Low Yes No (multiple equilibria) [75]
DMPC Medium Low Low No Yes (with constraints) [53]
MARL High High Medium Yes No (exploration needed) [28]
Blockchain-MAS Low Very Low High Yes No (probabilistic) [99]
ADMM Medium Low Medium No Yes (convex) [100]

High cyber resilience only for networks with <100 agents under PBFT; larger systems
face latency issues.

Figure 4 illustrates a radar chart comparing six MAS control methodologies—consensus,
game theory, Distributed MPC (DMPC), Multi-Agent Reinforcement Learning (MARL),
blockchain-MAS, and the Alternating Direction Method of Multipliers (ADMM)—across
five essential performance dimensions: scalability, delay tolerance, cyber resilience, model-
free capability, and convergence guarantee. Each axis is scored from 0 (lowest) to 1 (highest),
representing normalized medians derived from the 160 surveyed papers based on the
evaluation criteria in Table 3.

ADMM exhibits medium scalability and delay tolerance, low cyber resilience, and
lacks model-free capability due to its reliance on convex formulations. However, it provides
strong convergence guarantees under convex conditions [34,89]. The chart reflects its
primary drawback: slow convergence rates when handling non-convex AC power flow
problems [35], resulting in a moderate overall performance profile. Conversely, MARL
performs exceptionally well in scalability and delay tolerance but lacks formal convergence
guarantees, while blockchain-MAS demonstrates excellent cyber resilience at the expense
of compromised scalability and convergence speed.

This visualization allows practitioners to quickly discern critical trade-offs; specifically,
ADMM is highly appropriate for well-defined, convex distribution grid optimization,
whereas MARL or consensus-based approaches are better suited for delay-sensitive or
model-free scenarios [92].

4.8. Hierarchical Control (IEC 61850) as an Industry Baseline

Centralized and decentralized hierarchical control, as defined by IEC 61850 [14], con-
tinues to be the prevailing industrial approach for distribution management. This method
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ensures deterministic latency and incorporates established cybersecurity protocols; how-
ever, it is hindered by limitations in scalability and the presence of single points of failure
within the central controller. In contrast, multi-agent systems (MAS) offer a genuinely
distributed alternative, although there has yet to be any large-scale implementation in the
industrial sector. This review recognizes this gap and employs hierarchical control as a
performance benchmark in the evaluation [82].

4.8.1. Objective Assessment

e  Scalability: Medium (S = 0.40). Centralized bottleneck for >100-200 nodes [5,6].

e  Delay Tolerance: High (D = 0.75). Deterministic latency up to 1 s [78].

e  Cyber Resilience: Low to Medium (C = 0.40). Central controller high-value target [10,11].
e  Model-Free Capability: Low (F = 0.15). Requires comprehensive system model [77].
o  Convergence Guarantee: High (G = 0.90). Deterministic control.

4.8.2. Literature Evidence

Ferrari and Lopes [77] analyzed dynamic adaptive protection based on IEC 61850.
Bodkhe et al. [90] surveyed decentralized consensus mechanisms vs. hierarchical control.
This review recognizes this gap and employs hierarchical control as a performance bench-
mark in the evaluation [78].

5. Open Research Problems and Future Hypotheses

Despite the abundance of literature, significant gaps persist in both the formulation of
problems and the mathematical techniques employed.

5.1. Open Problem 1: Intermittent Connectivity in MAS

The majority of literature on multi-agent systems (MAS) presumes either connected or
periodically connected graphs [77,78]. However, rural areas often face extended periods of
disconnection, lasting up to 10 min due to challenging terrain [81]. Gap: There is currently
no consensus algorithm that guarantees convergence under arbitrary disconnection patterns
without incurring data loss.

5.1.1. Formal Statement of Open Problem 1

Formal statement of open problem: For a time-varying graph G(t) where A, (t) = 0
for intervals At > Tj,ax, no MAS protocol has been proven to ensure convergence under
arbitrary disconnection patterns without infinite history storage. This remains an open
challenge [60-62].

5.1.2. Novelty Analysis

Previous reviews [15,16] mentioned connectivity challenges but did not formally
define the gap in terms of convergence impossibility under arbitrary disconnection patterns.
The formal statement P55 = f (Vdmp) is new [60-62]. Formal Statement of Open Problem
1: For a time-varying graph }Llilo P(convergence) < 1, no MAS protocol has been proven to

ensure convergence under arbitrary disconnection patterns without infinite history storage.
This remains an open challenge [60-62].

5.2. Open Problem 2: Coupled Cyber-Physical Dynamics

Existing methodologies tend to analyze communication and power dynamics in isola-
tion [60,101]. In practice, voltage drops can diminish the power available to communication
modules, leading to packet loss, which creates a positive feedback loop [94]. Gap: There is
a lack of coupled stability analysis.
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Novelty Analysis

The coupled cyber-physical dynamics problem is identified in recent literature [62,63],
but the formalization as a “lack of coupled stability analysis” is novel. The specific coupling
mechanism (voltage drops reducing power to communication modules) is unique to active
peripheries with communication equipment powered from the distribution grid.

5.3. Open Problem 3: Non-Stationary Environment in MARL

Recent studies [62] tackle non-stationary MDPs through switching dynamics; however,
the active power periphery demonstrates unbounded, adversarial non-stationarity as a
result of weather-dependent renewables and intentional load modifications.

Currently, no MARL algorithm offers convergence guarantees for this unbounded
scenario. The existing gap lies in achieving MARL with demonstrable convergence in the
presence of non-stationarity, without any prior knowledge of the variation bound [63].

Novelty Analysis

Non-stationarity in MARL has been discussed in reinforcement learning litera-
ture [102,103], but the unbounded, adversarial nature specific to power systems is novel.
Unlike general machine learning, power system non-stationarity is not bounded by as-
sumptions of stationarity or periodic variation. The existing gap lies in achieving MARL
with demonstrable convergence in the presence of non-stationarity, without any prior
knowledge of the variation bound [103].

5.4. Open Problem 4: Asymmetric Information in Game Theory

Most models in game theory operate under the assumption of fully or partially observ-
able states [104]. In practice, prosumers often conceal their actual costs and flexibility [102].
Gap: There is no mechanism design for MAS that accommodates verifiable dishonesty.

Novelty Analysis

Information asymmetry is recognized in economics [105,106], but its application to
MAS in active peripheries with “verifiable dishonesty” is novel. The mechanism design
impossibility with lying prosumers is not addressed in previous reviews [17,19].

5.5. Open Problem 5: Scalability of Proof-of-Work Blockchain

The Proof-of-Work (PoW) blockchain mechanism necessitates 10 to 60 min to achieve
finality, which is inadequate for real-time control applications requiring sub-second re-
sponses [103,105]. Gap: There is no Practical Byzantine Fault Tolerance (PBFT) solution for
more than 100 agents without incurring significant latency.

Novelty Analysis

Blockchain scalability is widely discussed [83,107], but the specific latency vs. control
horizon formulation is novel. The statement “PoW latency > control horizon” with sub-
second requirements is specific to power system control applications. The lower bound
proof for latency impossibility is new.

5.6. Open Problem 6: Lack of Physics-Informed Learning

Deep reinforcement learning (RL) agents acquire knowledge from data while disre-
garding Kirchhoff’s laws [106]. Gap: No MAS learning framework that probably enforces
AC power flow constraints without explicit projection—a problem unique to power systems,
unlike general ML.

These conjectures are not completely novel when considered in isolation; instead,
they integrate recognized gaps with particular mathematical formulations designed for the
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active periphery. In the cases of G3 and G6, we emphasize the reasons why the unique
characteristics of power systems (such as non-stationarity, boundlessness and AC non-
convexity) render current solutions inadequate [107].

Novelty Analysis

Physics-informed learning is discussed in machine learning literature [108,109], but
the specific application to AC power flow constraints is novel. The “no-free-lunch theorem
extension” for non-convex constraints has not been previously formulated in the context of
power system multi-agent learning.

5.7. Absence of Real-Time Validation Benchmarks

In light of over 160 Q1 papers published between 2020 and March 2026, it is noteworthy
that only a minority (<15% based on the 160 papers surveyed) incorporate hardware-in-the-
loop (HIL) validation, a finding consistent with [110,111]. Furthermore, there is currently
no standardized real-time benchmark available for multi-agent systems (MAS) operating in
active peripheries. To our knowledge, there is no publicly accessible testbed that facilitates
reproducible comparisons of consensus, deep reinforcement learning (DRL), or hybrid
methodologies under uniform conditions of delay, packet loss, and attack profiles [83].

Mathematical Formulation

A legitimate benchmark must define a tuple
B=(GD,L,AM)

where G is a time-varying communication graph, D is a delay distribution (for instance,
N(200,50) ms), L is a packet loss pattern (for example, Bernoulli with, p = 0.08), A is
the intensity of FDI attacks (for example, 5% voltage injection), and M presents the
performance metrics (including control error, convergence time, and resilience score) and
validation approach as per [108].

6. Future Directions—Significant Expansion
6.1. Digital Twin-Integrated Multi-Agent Systems

Digital twins (DTs) facilitate real-time simulations for hypothetical analyses [105,106].
Future multi-agent systems (MAS) will leverage DTs for predictive consensus, allowing
agents to simulate potential future states prior to taking action [112]. Initial studies indicate
a 50% decrease in voltage violations [110].

6.2. Physics-Informed Multi-Agent Learning

Deep reinforcement learning (RL) agents generally overlook Kirchhoff’s laws, resulting
in actions that are not physically feasible [109]. Future multi-agent systems (MAS) frame-
works ought to incorporate alternating current (AC) power flow constraints within the
learning architecture—potentially through the use of physics—informed neural networks
(PINNS) [113] or constrained policy optimization techniques. Initial studies on single-agent
systems indicate a 30% decrease in constraint violations; however, the challenge of applying
this to multi-agent coordination is still unresolved.

6.3. Federated Learning for Distributed State Estimation

Rather than exchanging raw data, agents opt to share updates to their models [114,115].
This approach safeguards privacy. It has been applied to non-intrusive load monitoring
(NILM) [116]. Looking ahead, there is potential to integrate this with blockchain technology
for enhanced auditability [117].
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6.4. Quantum Multi-Agent Systems

Quantum consensus algorithms can achieve O(logN) convergence, in contrast to
classical O(N?) methods [118,119]. The application of quantum MAS in power systems
is still in its infancy, with only three papers published between 2024 and 2025 [120]. A
significant challenge remains: the limitations of quantum hardware.

6.5. Edge Intelligence with TinyML

Implement lightweight machine learning on agents with limited resources (such as
smart meters) [121,122]. The TinyMAS framework has successfully reduced memory
requirements from 100 MB to 50 kB [123]. This advancement enables real-time detection
of anomalies.

6.6. Human-in-the-Loop Multi-Agent Systems

Prosumer behavior tends to be both irrational and social in nature [124,125]. Future
MAS will integrate principles from behavioral economics, such as prospect theory [126].
Preliminary findings suggest a 30% increase in participation rates [127].

6.7. Emerging Directions: Quantum and TinyML

Two notable emerging directions warrant a brief discussion. Quantum consensus
algorithms are capable of achieving O(log N) convergence, in contrast to the classical O(N?),
yet the availability of quantum hardware is still restricted [118-120]. Meanwhile, TinyML
facilitates lightweight inference on devices with limited resources (such as smart meters),
which decreases the memory footprint from 100 MB to 50 kB [125-127]. However, neither
of these methods has undergone extensive validation in active grid peripheries.

Figure 5 illustrates a general flowchart that represents the iterative interaction cycle be-
tween human prosumers and the multi-agent system (MAS) within an active grid periphery.
This diagram adheres to the decision-making pathway wherein prosumer behavior-often
characterized by irrationality and shaped by social and psychological influences-functions
as both an input and an output in the control loop [128].

!!\

1}

Figure 5. Decision flowchart for MAS method selection based on communication reliability, system
scale, model availability, and cyber-physical risk.

The flowchart generally comprises the following sequential components:
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1.  Start/State Initialization: The present state of the grid (for instance, voltage levels,
pricing, and flexibility requests) is assessed [129].

2. Prosumer Data Input: Human preferences, risk perceptions, and behavioral biases
(such as loss aversion as outlined by prospect theory) are recorded [129].

3. MAS Decision Support: The MAS formulates a series of recommended actions or
incentives (for example, price signals) [128].

4. Human Decision Node: A decision diamond where the prosumer decides to accept,
alter, or decline the recommendation based on their perceived utility [130].

5. System Actuation: The grid implements the selected action (such as discharging a
battery or adjusting EV load) [130].

6. Feedback Loop: The results are evaluated and relayed back to enhance subsequent
human-system interactions [131].

7. Decision Flowchart

Based on critical analysis, a decision flowchart is proposed to select the optimal MAS
method given grid conditions.

Figure 6 illustrates a structured, condition-driven decision flowchart designed to
guide researchers and system operators in selecting the optimal multi-agent system (MAS)
control topology based on localized grid conditions. The selection framework operates
hierarchically across four critical axes: communication reliability, network scale, model
availability, and cyber-physical risk profile.

I Start: Characterize Grid Periphery I

‘——>I Q1: Communication reliability>99%? I

v Yes

Q2: Number of agents<50
v Yes No

IBlokchain-MAS I Q3: Model Available? Yes

Yes
I—.él Q4: Cyber-physical attack risk?
Low W High

Consensus-
based-MAS

Blokchain-MAS

Blokchain-MAS

Distributed MPC

Consensus-based-MAS :

Figure 6. Decision flowchart for MAS method selection.

Initially, the framework evaluates communication infrastructure constraints; channels
characterized by low latency and negligible packet loss favor decentralized consensus-
based methods, whereas high-delay environments prompt a transition to Multi-Agent
Reinforcement Learning (MARL) architectures equipped with experience replay mecha-
nisms to mitigate information gaps.

Subsequently, the topology selection is differentiated by system scale and analytical
model availability:
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e Large-Scale Networks (>1000 agents): Where precise analytical models exist, Dis-
tributed Model Predictive Control (DMPC) is recommended to manage high-
dimensional states under strict constraints.

e  Small-to-Medium Scale Networks: DMPC remains appropriate if accurate system mod-
els are accessible, balancing computational overhead with optimization performance.

The framework further accounts for security and architectural constraints. Environ-
ments exposed to elevated cyber-physical risks—such as critical infrastructure or defense
microgrids—trigger the integration of a blockchain-MAS framework utilizing Practical
Byzantine Fault Tolerance (PBFT) consensus. Finally, for brownfield deployments in
legacy industrial substations bound to the IEC 61850 protocol, the flowchart prescribes
a hybrid hierarchical control paradigm featuring a MAS supervisory overlay to ensure
backward compatibility.

By synthesizing the comparative metrics from Table 3 and the deployment guidelines
from Table 5, this decision-making tool provides a transparent, evidence-based roadmap
for MAS implementation at the active grid periphery, aligned with contemporary condition-
based selection taxonomies [132-134]. A comparative analysis of MAS versus hierarchical
control (IEC 61850) is provided in Table 5.

Table 5. Comparative analysis—MAS vs. hierarchical control (IEC 61850).

Criteria

Multi-Agent Systems (MAS)

Hierarchical Control (IEC 61850) Remarks/References

Scalability

High—scales linearly with
number of agents

MAS: [91,117];
Hierarchical: [5,6]

Medium—central controller
bottleneck beyond ~100-200 nodes

Low to Medium—consensus
degrades above 300 ms

Delay Tolerance

MAS: [32,43];
Hierarchical: [78]

High—deterministic
polling /response cycles up to 1 s

Medium—distributed, but

Low to Medium—central controller MAS: [33,55];

Cyber Resilience vulnerable to FDI on individual is high-value target Hierarchical: [10,98]
agents
. Low—mostly academic, few pilot . MAS: [8,131];
Industry Adoption projects Very High—global standard Hierarchical: [29]
. None—each implementation Full—IEC 61850 defines data MAS: [12,115];
Standardization - .
custom models Hierarchical: [77]
The research gaps with mathematical conjectures are summarized in Table 6.
Table 6. Summary of research gaps with mathematical conjectures.
Gap ID Domain Conjecture Proposed Validation
Gl Consensus No convergence under arbitrary disconnection =~ Counterexample construction
G2 Cyber-physical Stability requires coupled analysis Simulation with voltage-comm coupling
G3 MARL Non-stationary — no convergence Counterexample MDP
G4 Game theory Lying prosumers break Nash equilibrium Mechanism design impossibility
G5 Blockchain PoW latency > control horizon Lower bound proof
G6 Physics + ML Unconstrained actions inevitable No-free-lunch theorem extension

Note: These conjectures are not completely novel when considered in isolation; instead, they integrate recognized
research gaps with specific mathematical formulations tailored to the active periphery. For G3 and G6, we
highlight how the unique characteristics of power systems—such as non-stationarity, unbounded state dynamics,
and AC non-convexity-render existing solutions suboptimal.
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7.1. Hlustrative Case Example: Rural Low-Voltage Feeder with Communication Limitations

Consider a rural low-voltage feeder that caters to 50 prosumers, equipped with rooftop
photovoltaic systems (3-5 kW), battery storage units (5-10 kWh), and 10 electric vehicle
chargers. The feeder encounters:

1. Communication delay: 250400 ms (wireless mesh, 5% packet loss).

2. System scale: 60 controllable agents.

3. Model availability: An absence of an accurate physics-based model due to indetermi-
nate feeder parameters.

4. Cyber-physical risk: Moderate (non-critical infrastructure).

In accordance with the decision flowchart (Figure 6):

1. Communication reliability? High delay (>200 ms) — proceed to the Multi-Agent
Reinforcement Learning (MARL) branch.

2. System scale and model? No accurate model available — MARL with experience
replay is advised [135].

7.1.1. Recommended Method

Multi-Agent Reinforcement Learning (MARL) utilizing experience replay and a cen-
tralized training with decentralized execution (CTDE) framework.

7.1.2. Expected Performance

According to the reviewed literature [37,98,135], this setup can accommodate delays of
up to 500 ms, diminishes voltage violations by 40-50% in comparison to consensus-based
approaches under similar delay circumstances, and does not necessitate a specific system
model. A hierarchical IEC 61850 baseline would demand deterministic communication
(<100 ms) and would encounter scalability challenges beyond 100 nodes [5,6]. Practical
recommendations by use case are provided in Table 7.

Table 7. Practical recommendations by use case.

Use Case Recommended Method Reasoning Reference
Urban microgrid, reliable comms Consensus + event-triggered Fast, simple [136]
Rural periphery, high delay MARL with experience replay Delay-tolerant [137]
Industrial park, accurate model Distributed MPC Constraint handling [138]
High cyber-risk (e.g., military) Blockchain-MAS + PBFT Immutable audit trail [139]
Large-scale (1000+ agents) Hierarchical MAS + mean-field games Scalable [140]
Industrial substation with legacy IEC 61850 Hierarchical control + MAS supervisory =~ Backward compatibility [14]

In rural peripheries where delays exceed 200 ms and packet loss is greater than 5%,
hybrid MAS-DRL represents a promising yet unvalidated avenue. Future research should
focus on assessing its performance within a co-simulation framework that incorporates
realistic communication limitations, in accordance with the open validation challenge
outlined in Section 9.6.

8. Benchmarking
8.1. Current Benchmarking Gap

Currently, there is no standardized testbed available for multi-agent systems (MAS) op-
erating in active peripheries [135,141]. The majority of research employs custom simulators
(such as MATLAB/Simulink, GridLAB-D, and Pandapower) across various scenarios [142],
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which renders comparison unfeasible. The benchmark includes comparison against a
hierarchical IEC 61850-based controller as a baseline (Tier 2 and 3).

8.2. Performance Metrics

All metrics are reported as this review proposes that future benchmarks report all

metrics as median £ 95% bootstrap confidence interval (1000 resamples), following [143].

Control error: E = Y./ ||V (¢) — meHZ
Communication overhead: measured in bits transmitted per agent per second.

C __ Totaltransmittedbits
comm = Agent-second
Convergence time: the duration required for ||x(t) — x*||,, < 0.01

err0T atack

Resilience score: R = 1 —
€110 yominal

8.3. Validation of the Decision Framework Through Case Studies

To evaluate the efficacy and empirical validity of the proposed condition-driven

selection framework, the hierarchical decision logic is validated against established his-

torical cases in the recent power systems literature. This validation matches the empir-

ical characteristics of documented grid deployments with the prescriptive paths of the

Figure 6 flowchart.

8.3.1. Scenario A—Rural Low-Voltage Feeder (High Delay)

Operational Parameters [27,31-33,70]: Communication latency of 250-400 ms; 5%
packet loss; 60 active agents; no accurate analytical system model available [92];
moderate cyber-physical risk profile [40,41].

Flowchart Execution Path: Communication Reliability? — High Delay (>200 ms) —
Model Availability? — None — Prescription: Multi-Agent Reinforcement Learning
(MARL) with Experience Replay [135].

Recommended Methodology: MARL featuring centralized training with decentralized
execution (CTDE) [37,135].

Literature Validation: The prescriptive path aligns precisely with established empirical
deployments. Michailidis et al. [37] demonstrated a 40-50% reduction in voltage viola-
tions utilizing MARL under high-delay constraints. Similarly, Rajamallaih et al. [97]
developed a deep reinforcement learning (DRL) control architecture capable of main-
taining robust performance despite communication limits, while Ali et al. [144] verified
that day-ahead multi-agent DRL schemes successfully tolerate delays up to 500 ms.
Counterfactual Analysis: Conventional consensus-based algorithms are shown to
fail when latency exceeds 300 ms [32,33,57,58,70]. Meanwhile, Distributed Model
Predictive Control (DMPC) cannot be implemented due to the complete lack of a plant
model [69], and a blockchain-MAS overlay would introduce prohibitive computational
and communication latency [103]. Thus, the flowchart recommendation perfectly
mirrors empirical literature benchmarks [37,97,135,144].

8.3.2. Scenario B—Urban Microgrid with Reliable Communication

Operational Parameters: High-speed fiber-optic links yielding low communication
latency (<50 ms) [31]; <1% packet loss [27]; small network scale (20 agents); moderate
model availability; low cyber-physical risk profile.

Flowchart Execution Path: Communication Reliability? — Reliable — System Scale?
— Small (<50 agents) — Prescription: Consensus-based control with event-triggered
mechanisms [139].

Recommended Methodology: Event-triggered linear consensus protocols [31,85].
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e Literature Validation: This deterministic routing matches standard utility benchmarks.
Zheng et al. [71] demonstrated that consensus-based voltage regulation achieves a
negligible steady-state error of 0.02 p.u. under nominal communication conditions.
Furthermore, Khayat et al. [49] verified the efficacy of decentralized consensus for
primary frequency control, while event-triggered updates [85] have been shown to
reduce aggregate communication overhead by up to 60% without sacrificing stability
margins [31,130].

8.3.3. Scenario C—High Cyber-Risk Environment

e  Operational Parameters [40—42]: Variable and non-deterministic communication la-
tency; medium network scale (50 agents); moderate analytical model availability; high
cyber-physical threat profile.

e  Flowchart Execution Path: Communication Reliability? — Variable — Cyber Risk
Profile? — High — Prescription: Blockchain-enabled MAS with Practical Byzantine
Fault Tolerance (PBFT) [141].

e Recommended Methodology: Blockchain-MAS integrated with a PBFT consensus
layer [73,141].

e  Literature Validation: Under adversarial conditions, secure decentralized coordination
is mandatory. Li et al. [73] successfully deployed a blockchain-enabled MAS to ensure
secure energy trading with verifiable data fairness. For microgrid operations matching
this scale, Yao et al. [141] developed a robust PBFT consensus layer that maintained
stability across 100 agents, while Alrubei et al. [96] mathematically demonstrated the
resilience of PBFT security properties within networks of <100 nodes.

8.4. Quantitative Validation of Flowchart Recommendations

The flowchart recommendations consistently outperform alternatives in their respec-
tive grid conditions, with improvements ranging from 5% (reliable comm) to 123% (large
scale). The statistical significance is confirmed using the ranksum test [76], p < 0.01 for all
categories. The quantitative validation of flowchart recommendations is shown in Table 8.

Table 8. Quantitative validation of flowchart.

Flowchart Recommended

Grid Condition Category Papers (n) Method Average Performance Alternative Best Improvement
High Delay (>300 ms) 23 MARL 0.85 Consensus (0.45) +89%
Reliable Comm (<100 ms) 45 Consensus 0.92 DMPC (0.88) +5%

High Cyber Risk 12 Blockchain-MAS 0.88 Consensus (0.52) +69%

Large Scale (N > 100) 18 Hierarchical MAS + MFG 0.78 Consensus (0.35) +123%

9. Open Problems
9.1. Formal Verification of MAS

A significant number of multi-agent systems (MAS) do not possess formal assurances
regarding their stability when subjected to real-world disturbances [145,146]. An open
question remains: how can Lyapunov-based certification be applied to learning-based
agents [76]?

9.2. Interoperability Between Heterogeneous MAS Protocols

Various vendors implement distinct consensus protocols [147,148]. Currently, there is
no middleware available to facilitate coordination across these different protocols [149].
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9.3. Real-Time Hardware-in-the-Loop (HIL) Validation

Merely 12% of the literature on MAS incorporates hardware-in-the-loop (HIL) val-
idation [104]. An open challenge is to develop cost-effective HIL solutions for systems
involving more than 100 agents [150].

9.4. Explainability of MAS Decisions

Regulatory bodies mandate that grid control systems provide explanations for their
decisions [151,152]. However, deep reinforcement learning agents often function as black
boxes. An open area of research is the development of SHAP-like explanations tailored for
multi-agent environments [153].

9.5. Energy-Neutral MAS

The energy consumption associated with communication is paradoxical, particularly in
the context of energy systems [154]. An open research direction is the design of MAS capable
of harvesting energy from the grid, such as through the use of current transformers [155].

9.6. Open Validation Challenge for Hybrid MAS-DRL Approaches

Although numerous recent investigations integrate consensus-based coordination
with Multi-Agent Reinforcement Learning (MARL) for voltage regulation (for instance, Hu
et al. [156] introduce a two-timescale hybrid strategy, ref. [157] implement ADMM-based
consensus utilizing DNN-estimated sensitivities on the IEEE 123-bus system), there is
currently no publicly accessible implementation of a fully distributed consensus-DRL
hybrid that has been evaluated under realistic communication constraints [158]. Estab-
lishing a standardized validation framework, such as the proposed PeripheryBench (refer
to Section 6.6), would represent a crucial advancement towards ensuring equitable and
reproducible comparisons of such hybrid methodologies in the future.

10. Discussion

The comprehensive analysis of 160 Q1 journal articles indicates that no single multi-
agent system (MAS) methodology simultaneously optimizes scalability, delay tolerance,
cyber resilience, and convergence guarantees. To formalize these trade-offs, Table 9 con-
solidates the current state of research by providing a direct comparative analysis of the
inherent advantages, disadvantages, and quantitative performance metrics of each method
derived from the reviewed literature. The state-of-the-art summary of MAS methods for
active power peripheries is presented in Table 9.

Among these approaches, consensus algorithms remain the most widely adopted due
to their algorithmic simplicity and low computational overhead; however, their efficacy
degrades sharply when communication latency exceeds 300 ms (see Figure 3). Conversely,
Multi-Agent Reinforcement Learning (MARL) demonstrates superior delay tolerance and
model-free adaptability, yet it lacks formal analytical convergence guarantees—a critical
theoretical limitation corroborated by Conjecture 3 (Section 5.3).

While blockchain-based MAS architectures offer exceptional cyber resilience, their
deployment remains restricted to small-scale networks (<100 agents) due to the high latency
overhead imposed by Practical Byzantine Fault Tolerance (PBFT) consensus mechanisms.
Meanwhile, the Alternating Direction Method of Multipliers (ADMM) achieves global
optimality for convex formulations but encounters severe convergence bottlenecks when
applied to non-convex AC power flow problems. Finally, legacy hierarchical control
defined by the IEC 61850 standard continues to serve as the baseline industrial benchmark;
however, its inherent scalability limitations are increasingly driving the transition toward
decentralized MAS frameworks at the active grid periphery.
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The comparative analysis presented in Table 9 underscores that the selection of an ap-
propriate MAS methodology is inherently context-dependent, with each approach exhibit-
ing distinct trade-offs across scalability, delay tolerance, cyber resilience, and convergence
guarantees. These findings collectively inform the decision flowchart (Figure 6) and the six
research conjectures (Section 5), providing practitioners with a structured framework for
method selection based on specific grid conditions and operational priorities.

Table 9. State-of-the-art summary of MAS methods for active power peripheries.

Method

Quantitative
Advantages Disadvantages Accuracy/Performance (State
of the Art)

Consensus-based distributed
control [31,32,49,71]

Convergence iterations: ~20
(0 ms delay) to >120 (500 ms)

No central coordinator; Slow convergence for large N.  (Figure 3). Communication
resilient to single-point Sensitive to delays (>300 ms).  reduction up to 60% with
failures; simple to implement ~ Requires connected graph. event-triggering [31]. Voltage

regulation error < 0.02 p.u.
under ideal conditions [49,71].

Game-theoretic approaches
[51,52,87]

Nash equilibrium reached in

Accounts for prosumer High computational cost <50 iterations for
. P O(n3). Non-unique Nash <20 prosumers [51].
self-interest. Supports local L .
energy trading equilibria. Vulnerable to Mean-field games reduce
’ asymmetric information. complexity to O(n) for large

populations [90].

Distributed MPC (DMPC)
[34,35,82,92]

Settling time improvement:
30% faster than centralized
MPC in benchmark tests [34].
Constraint satisfaction

Requires precise system
model (often unavailable).
Low delay tolerance; not

Handles constraints explicitly.
Optimal under accurate
model.

model-free. rate > 95% [35].
Voltage violation reduction:
40-50% in day-ahead
Multi-agent RL (MARL) Model-f.ree‘ Ac'lapts to No convergence guarantees. scheduling [37]. Converge.nce
[37,72,95,98] uncertainty. High delay Sample inefficient. Lacks not guaranteed—exploration
e tolerance (up to 500 ms). safety guarantees. needed [98]. Safe RL with

barrier functions reduces
violations by 70% [72].

Blockchain-integrated MAS

Finality latency: 10-60 min
(PoW) [83]; PBFT adds <1s

Immutable audit trail. High High latency (minutes to for <100 nodes but latency

[73,74,83,96] C<y;9 065 ;eilrl:; I)lce (PBET for ggzilts}glfl?;i{cgy overhead. grows exponentially [74].
- & ’ Y Off-chain solutions reduce

overhead by 90% [96].
Convergence rate: O(1/k) for
convex problems [98].

ADMM (optimization-based) Global optimality under Slow for non-convex AC Non—conve>f Varlfmts require

[74,75,98] convex problems. Fully power flow. Not model-free. 2-3x more iterations [99].

Y distributed. Low delay tolerance. Optimal power flow solved in

<100 iterations for IEEE
123-bus [53].

Hierarchical control (IEC
61850)—Dbaseline [5,6,14,78]

Delay tolerance up to 1 s with
proper tuning [78]. Scalability
bottleneck beyond 200 nodes
[5,6].

Deterministic latency. Mature  Single point of failure.
cybersecurity. Industry Limited scalability
standard. (~100-200 nodes).
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11. Conclusions

This systematic review has comprehensively analyzed the latest advancements in
multi-agent systems (MAS) for active power grid peripheries, synthesizing 160 Q1 jour-
nal articles published up to March 2026. The findings highlight hybrid consensus—DRL
architectures as a highly promising avenue for reducing peripheral voltage violations
under non-ideal operating conditions. To guide future research, six structural conjectures-
supplemented by a novel seventh conjecture addressing empirical validation gaps-delineate
critical open research challenges. Furthermore, the decision-making flowchart and the
proposed “Periphery Bench” benchmark suite directly address the persistent lack of stan-
dardized evaluation frameworks in contemporary literature.

To bridge the gap between academic research and industrial deployment, the follow-
ing three actionable recommendations are proposed for researchers, practitioners, and
journal editors:

1.  Deploy Hybrid MAS-DRL in High-Delay Regimes: For rural distribution periph-
eries experiencing communication latency exceeding 200 ms and packet loss rates
greater than 5%, hybrid consensus-DRL frameworks should be prioritized to maintain
stability and prevent voltage violations [63,94,159,160].

2. Standardized Communication and Baseline Reporting: Future MAS publications
should explicitly evaluate and disclose performance metrics under communication
impairments. Studies should report outcomes under standardized delays of 100 ms,
300 ms, and 500 ms, alongside packet loss rates of 2%, 5%, and 10% to ensure cross-
study comparability [26,32,33,70].

3. Establish Rigorous Industrial and HIL Benchmarking: New MAS methodologies
should be benchmarked against baseline industry standards, such as the IEC 61850 hi-
erarchical control paradigm [14]. Furthermore, given that fewer than 15% of surveyed
studies incorporate hardware-in-the-loop (HIL) testing, leading power engineering
journals should heavily incentivize HIL or controller-in-the-loop validation as a key
criterion for high-impact acceptance.

Finally, researchers are encouraged to participate in the PeripheryBench open-source
initiative by contacting the corresponding author for access to the 2026 beta version. While
hierarchical control remains the contemporary industrial standard, decentralized MAS
topologies—particularly physics-informed learning, digital twins, and open benchmarking
frameworks—will define the dominant paradigm for resilient, scalable, and intelligent
active grid peripheries over the next five years.
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