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Diagnosability analysis and

enforcement of λ-free Petri nets

Input: A λ-free
Petri net

Diagnosability analysis

Construct the verifier net
based on the given net
and its fault-free subnet

Construct the
reachability

graph (RG) based on
the verifier net

If there exists a faulty node
in the RG of the verifier net
from which a cycle exists?

Diagnosability enforcementY

N

The net is not diagnosable, identify the faulty paths
in the RG and relabel at least one transition in each

faulty path by assigning a new unique label with
minimum cost

Output: The λ-free
Petri net is diagnosable

λ
ABSTRACT: This  paper  proposes  an  approach  for
diagnosability  analysis  and  enforcement  of -free
Petri nets. First, a verifier net is constructed based on
the  system  model  and  its  fault-free  subnet.  Then,
the  reachability  graph  of  the  verifier  net  is
constructed,  and  a  necessary  and  sufficient
condition  is  established  to  determine  whether  the
system  is  diagnosable.  If  the  system  is  not
diagnosable,  a  diagnosability  enforcement  strategy
is  further  proposed.  Specifically,  we  present  a
systematic  procedure  to  construct  a  new  labeling
function  that  ensures  the  diagnosability  of  the
system  while  minimizing  cost.  The  construction
follows a set  of  labeling rules,  and an integer linear
programming  model  is  employed  to  obtain  the
optimal labeling scheme.
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1  Introduction
In  the  fault  diagnosis  of  discrete  event  systems  (DESs)  [1−3],
diagnosability  analysis  and  enforcement  are  two  core  issues.
Diagnosability  determines  whether  faults  can  be  detected  using
limited  observed  information  when  they  occur  and  is  a
prerequisite  for  effective  fault  diagnosis.  Over  the  past  few
decades,  diagnosability  has  been  extensively  studied  in  both
automata and Petri nets.

K

Sampath et al. [4] first introduce the concept of diagnosability.
They  propose  an  approach  based  on  constructing  a  diagnoser.
The necessary and sufficient conditions for diagnosability are also
provided by them. Hashtrudi Zad et  al.  [5] propose an approach
for online passive fault diagnosis modeled as finite-state automata
based  on  state  estimation.  In  their  approach,  a  diagnoser  is
constructed to update the set of possible system states according to
the  observed  output  sequence,  without  requiring  synchronized
initialization  between  the  plant  and  the  diagnoser.  They  further
introduce  a  model  reduction  scheme  to  alleviate  the  exponential
complexity  of  diagnoser  construction.  Furthermore,  Basilio  and
Silva  [6]  propose  an  automaton-based  diagnoser  and  present
necessary and sufficient conditions for verifying -diagnosability.

This  work  further  enriches  automaton-theoretic  approaches  to
diagnosability.

K

K

When  a  system  contains  multiple  interacting  components,
automata-based  models  inevitably  suffer  from  the  state  space
combinatorial  explosion  problem.  Petri  nets  [7, 8]  provide  a
compact  representation that  can effectively  describe  the  behavior
of  concurrent  systems.  Madalinski  et  al.  [9]  present  a
diagnosability  analysis  approach  based  on  unfolded  Petri  nets.
Instead  of  constructing  a  diagnoser  or  a  verifier,  their  method
explores  the  unfolding  structure  of  the  net  and  checks  whether
there  exist  two  infinite  sequences  with  identical  observations  but
different fault occurrences. On the other hand, Cabasino et al. [10]
construct a verifier net from the original Petri net model. Based on
its reachability and coverability graphs, they propose the concepts
of  diagnosability  and -step  diagnosability  for  bounded  and
unbounded  Petri  nets,  and  present  an  approach  to  compute  the
value of .  They also develop a linear programming method for
the  diagnosability  analysis  of  unbounded  nets.  Although  the
implementation  differs,  the  basic  idea  of  verifying  diagnosability
via a verifier net is similar to that in this work.

Basile  et  al.  [11]  and Dotoli  et  al.  [12]  estimate the number of
faults during system operation by solving a series of integer linear
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programming  (ILP)  problems,  and  further  determine  the  real-
time operating states of systems. Some scholars propose bounded
Petri  net diagnosability analysis  methods based on basis  marking
[13−15],  which  reduce  redundant  state  space  enumeration.
Jiroveanu and Boel [16] introduce the minimum explanation into
the  fault  diagnosis  of  bounded  labeled  Petri  nets  and  propose  a
low  complexity  fault  diagnosability  analysis  algorithm.  Lefebvre
[17, 18]  investigates  the  fault  diagnosis  problem  of  Petri  nets,
calculates valid transition sequences and reachable state sets from
system observations,  and utilizes  such information to  verify  fault
diagnosability  and  design  diagnosers.  Paiva  et  al.  [19]  study  the
online diagnosis and language diagnosability verification of DESs
based on acyclic labeled Petri nets. In recent years, Miao et al. [20]
study the computational  complexity  of  diagnosability  verification
for  automata  and  labeled  Petri  nets,  revealing  fundamental
complexity  limits  of  diagnosability  analysis  and  providing
theoretical insights for more efficient verification methods.

If a system is not diagnosable, its diagnosability can be enforced
by  modifying  the  initial  labeling  function  or  by  using  a
supervisory control policy. Cabasino et al. [21] and Ran et al. [22]
study the diagnosability enforcement problem in labeled Petri nets
by  modifying  the  label  of  transitions.  In  their  approaches,
indistinguishable  observable  transitions  are  relabeled,  which
essentially  corresponds  to  replacing  sensors,  or  unobservable
transitions  are  assigned new labels,  i.e.,  by  assigning new sensors
to these transitions. They formulate the problem as an ILP model
to obtain an optimal relabeling function. Hu et al. [23] propose a
systematic  strategy based on a mask labeling function.  Instead of
adding  or  replacing  sensors,  their  method  silences  certain
observable  transitions.  A  simplified  verifier  is  constructed  for
analysis, and an ILP model is also developed to optimize the mask
labeling  function.  On  this  basis,  Hu  et  al.  [24]  address
diagnosability  verification  and enforcement  for  labeled  Petri  nets
with  observation  and  control  delays  by  integrating  a  delayed
verifier with supervisory control.

λResearch on diagnosability analysis  and enforcement of -free
Petri nets [25−27] remains limited. To address this gap, this paper
proposes an approach for diagnosability analysis and enforcement
based  on  a  verifier  net  and  its  reachability  graph.  Furthermore,
additional sensors are assigned to some transitions, and an integer
linear  programming  model  is  developed  to  obtain  an  optimal
labeling  function,  thereby  making  originally  nondiagnosable
systems diagnosable.

λ
We present the organization of the rest of this paper as follows.

Section  2  introduces  the  basic  concepts  of  Petri  nets  and -free
Petri  nets.  Section  3  presents  a  diagnosability  analysis  approach
based  on  a  verifier  net.  Section  4  proposes  a  diagnosability
enforcement  approach  via  optimal  sensor  selection.  Section  5
introduces  an  example  to  illustrate  the  proposed  approach.
Finally,  Section  6  concludes  this  work  and  discusses  future
research directions.

2  Background on Petri nets
λThis  section  reviews  the  basic  concepts  of  Petri  nets  and -free

Petri nets. Further details can be found in Refs. [26, 28].

2.1  Petri nets
N= (P,T,F,W) P T

F⊆ (P×T)∪ (T×P) W
(x,y) (x,y) ∈ F W(x,y) = 0

x,y ∈ P∪T

A Petri net (PN) is a four-tuple , where  and 
are disjoint, finite and nonempty sets. The flow relation is defined
as .  The  weight  function  assigns  a
positive  weight  to  an  arc  if  and 
otherwise, where .

[N] N [N](p, t) =W(t,p)−The  incidence  matrix  of ,  where 

W(p, t) |P|× |T| x ∈ P∪T
N •x x

•x= {y ∈ P∪T | (y,x) ∈ F} x•
x• = {y ∈ P∪T | (x,y) ∈ F}

, is an integer matrix of size . Let  be a
node in the net . We use  to denote the preset of , which is
given  by ,  and  to  denote  its
postset, i.e., .

M P
N= {0, 1,2, . . .} M(p)

p
(N,M0) M0

A marking  in a PN is a mapping from the set of places  to
the  set  of  non-negative  integers ,  where 
represents  the  number  of  tokens  contained  in  place .  A  PN
system is denoted as ,  with  being the initial  marking
of the net.

t M
∀p ∈ •t,M(p)≥W(p, t) M[t⟩

t M′ ∀p ∈ P
M′(p) =M(p)+ [N](p, t) M[t⟩M′

σ = t1t2, . . . , tk M
M[σ⟩ σ

M[σ⟩M′ M′ M
M0

L(N,M0) M0

R(N,M0) T1 t ∈ σ
t σ

T1∩ σ ̸= /0 σ
T1 T1∩ σ = /0

T1 σ

A  transition  is  enabled  at  a  marking  if
 holds, which is denoted by . Firing

transition  yields  a  new  marking  such  that ,
,  which  is  denoted  by .  A

transition  sequence  is  enabled  at  marking ,
denoted by . If there exists a transition sequence  such that

, then the marking  is said to be reachable from . All
transition sequences that can be enabled at  constitute the set

.  All  markings  that  can be  reached from  constitute
the reachability set . Let  be a set of transitions. 
is used to denote that the transition  belongs to the sequence .
Similarly,  denotes  that  contains  at  least  one
transition from , whereas  denotes that no transition
from  occurs in .

k> 0
∀p ∈ P,∀M ∈ R(N,M0),M(p)≤ k

A  PN  is  bounded  if  there  exists  a  constant  such  that
.  A  PN  is  acyclic  if  it  has  no

directed cycles.
t ∈ T M0

M ∈ R(N,M0) M′ ∈ R(N,M)
M′[t⟩ t ∈ T M0

M0 t ∈ T M0

M ∈ R(N,M0)
t ∈ T M

A transition  is live at the initial marking  if, for every
,  there  exists  a  marking  such  that

. The net is live if every transition  is live under ; it
is  dead  at  if  no  transition  is  enabled  at ;  the  net  is
deadlock-free  if,  for  all ,  there  exists  at  least  one
transition  that is enabled at .

(N,M0)
T′ ⊆ T N T′

N′ = (P,T′,F′,W′)
T\T′ N F′

F (P×T′)∪ (T′×P)

Consider  a  PN  system  and  a  subset  of  transitions
.  The  subnet  of  induced  by ,  denoted  as

,  is  constructed by removing all  transitions in
 from the original net . The set  of this induced subnet is

obtained by restricting the original set  to .

λ2.2   -free Petri nets
λ G= (N,M0,Σ,L) (N,M0)

Σ L : T→ Σ∪{ε}
A -free PN is a four-tuple , where  is
a  PN  system,  is  a  set  of  labels,  and  is  a
labeling function.

T
T= To ∪Tf To Tf

e
Te

The transition set  is partitioned into two disjoint subsets, i.e.,
.  denotes the set of observable transitions, and 

denotes  the  set  of  fault  transitions  whose  firing  produces  no
observations.  Transitions  sharing  the  same  label  are  called
indistinguishable. The set of transitions labeled with  is denoted
by .

L : T∗ → Σ∗The  labeling  function  is  extended  to  strings .  It
satisfies the following conditions:

L(t) = e e ∈ Σ t ∈ To(1)  for some , if ;
L(t) = ε t ∈ Tf(2) , if ;
L(σt) = L(σ)L(t) σ ∈ T∗ t ∈ T(3) , for  and .
L−1(ω)
ω ∈ Σ∗ L−1(ω) = {σ ∈ L(N,M0) | L(σ) = ω}

L(L(N,M0))

Let  denote the set of all transition sequences consistent
with ,  i.e., .

 denotes  the  language  of  all  transition  labels  using
the extended labeling function.

K⊆ T∗ K σ ∈ T∗

K/σ K/σ = {σ′ ∈ T∗ | σσ′ ∈ K}
Let  be a language. The post-language of  after 

is denoted by  and defined as .
λ G= (N,M0,Σ,L)

To = {t2, t3, t4}
Tf = {tf}

Example 1: A -free PN ,  as  shown in Fig.
1,  has  an  observable  transition  set  and  a  fault
transition  set .  The  labeling  function  satisfies
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L(t2) = L(t3) = a L(t4) = b and . The set of reachable markings
is listed in Table 1.

From  this  example,  we  observe  that  the  system  has  two
transition sequences,

σ1 = tft2(t4)k, σ2 = t3(t4)k, k≥ 0

M2 = (0 0 1)T

L(σ1) = L(σ2) = abk

tf

which  reach  the  same  marking .  Moreover,  these
two  sequences  generate  identical  label  sequences,  i.e.,

.  Therefore,  based  only  on  the  label
sequences,  it  is  impossible  to  distinguish  whether  the  fault
transition  has  occurred,  which  implies  that  the  system  is  not
diagnosable.

λ3  Diagnosability analysis of -free Petri nets

λ
In this section, we address the diagnosability analysis problem. We
first  introduce the definition of  diagnosability of -free PNs.  We
then construct a verifier net from the net and its fault-free subnet.
Finally, we construct its reachability graph and present a necessary
and sufficient condition for diagnosability.

3.1  The definition of diagnosability
λ G= (N,M0,Σ,L)

λ
Given  a -free  PN  system ,  we  analyze  the
diagnosability of -free PNs under the following assumptions:

λ(A1) The -free PN is bounded.
λ(A2)  The -free  PN  is  deadlock-free  after  firing  any  fault

transition.
λAssumption (A1) ensures  that  the -free  PN has  a  finite  state

space. The diagnosability of unbounded PNs will be addressed in
our future research. Assumption (A2) is a weakened version of the
conventional “liveness” assumption  widely  used  in  DES  fault
diagnosis  work,  avoiding  the  technical  issues  that  must  be
addressed when the system may deadlock after a fault.

λ
Ψ(Tf)

L(N,M0) Tf

The definition of diagnosability of a -free PN, inspired by Ref.
[10], is given in Definition 1. The set  is defined as the set of
all sequences in  whose last transition belongs to .

λ G= (N,M0,Σ,L)
Tf

Definition  1: A -free  PN  system  is
diagnosable  with  respect  to  the  fault  set ,  if  the  condition  (1)
holds:

∀σ1 ∈ Ψ(Tf), ∃K ∈ N, ∀σ2 ∈ L(N,M0)/σ1, |σ2| ≥ K
⇒ ∀σ3 ∈ L−1(L(σ1σ2)), ∃tf ∈ Tf : tf ∈ σ3 (1)

λ
Tf σ′

σ ∈ L(N,M0)

By Definition 1, a -free PN is not diagnosable with respect to
 if  and  only  if  there  exist  two  transition  sequences ,

 satisfying all of the following conditions:
L(σ′) = L(σ)(1) ;

σ∩Tf ̸= /0(2) ;
σ′∩Tf = /0(3) ;

σ(4) after a fault transition fires, the length of  can be arbitrary.

3.2  The verifier net
G′ = (N′,M0,Σ′,L′) G= (N,M0,Σ,L)

T′ = T\Tf G′

G L(N′,M0)
G′

Let  denote the subnet of 
induced  by .  In  other  words,  represents  the  fault-
free subnet of . We denote by  the language generated
by .

λ

tf

G= (N,M0,Σ,L)

Example  2: Reconsider  the -free  PN  shown  in Fig.  1.  The
corresponding fault-free  subnet  is  shown in Fig.  2.  It  is  obtained
by  removing  the  fault  transition  and  the  arcs  connected  to  it
from .

The verifier  net  [10]  is  synchronized on observable  transitions
to simulate the behavior of the system under different states. The
definition of a verifier net is given as follows.

λ
G= (N,M0,Σ,L) G′ = (N′,M0,Σ′,L′)

V= (Ñ,M̃0, Σ̃, L̃)
G G′

Definition  2 ([10]):  Given  a -free  PN  system
 and its fault-free subnet ,

the  verifier  net  is  constructed  by  the  parallel
composition of  and , where

Ñ= (P̃, T̃, P̃re, P̃ost)

P̃= P′∪P

T̃= T̃o ∪
(
{ε}×Tf

)
T̃o =

{
(t′, t) | t′ ∈ To, t ∈ To, L(t′) = L(t)

}
Σ̃= Σ′×Σ

L̃ : T̃→ Σ̃

The construction of a verifier net is given in Algorithm 1.

(t′o, to)
ε (ε, tf)

a t2 t3
(a,a)

p
t p3

(t′4, t4)

The  verifier  net  is  constructed  according  to  Algorithm  1  by
synchronizing  the  original  PN  with  its  fault-free  subnet.
Observable  transitions  are  synchronized  according  to  identical
labels,  while  fault  transitions  are  introduced  independently  and
preserve  their  original  flow  relations.  In  simple  words,  each
transition  in  the  verifier  net  is  represented  by  a  pair.  For
observable  transitions,  each  pair  consists  of  two  synchronized
transitions,  e.g., .  Each  fault  transition  is  represented  by  a
pair  consisting  of  and  a  fault  transition,  e.g., .  Since  the
label  is associated with two transitions  and , the verifier net
contains  four  transitions  labeled .  For  clarity,  a  double-
headed arrow is used in the graph if a place  has a self-loop with
a  transition ,  e.g.,  the  arc  between  place  and  transition  pair

.
λExample  3: Consider  the -free  PN  shown  in Fig.  1 and  its

corresponding fault-free subnet in Fig. 2. The verifier net is shown
in Fig. 3.

3.3  The reachability analysis of the verifier net
The reachability graph (RG) [29, 30] is a graphical structure used
to represent the state change of systems, which is widely applied in

 

p1 p3

p2

tf t2(a)

t3(a)

t4(b)

λFig. 1    A -free PN.

 

Table 1    The reachable markings of Fig. 1

M Marking

M0 (1 0 0)T

M1 (0 1 0)T

M2 (0 0 1)T

 

p1′ p3

p2

t2(a)

t3(a)

t4(b)
′

′

′

′

′

Fig. 2    The fault-free subnet of Fig. 1.
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system  modeling  and  analysis.  For  PNs,  it  describes  the
relationship between markings and transition firings.

Algorithm 2 presents the approach of constructing an RG.
Definition  3: A  transition  sequence  is  said  to  be  repetitive  if

there  exists  a  marking  from  which  it  can  be  executed  infinitely
often.

By Definition 3, a repetitive sequence corresponds to a cycle in
the RG of the verifier net.

λ G= (N,M0,Σ,L)
V= (Ñ,M̃0, Σ̃, L̃)

σ̃ ∈ T̃∗ V
σ′ G′ σ G σ′

σ

Proposition  1: Given  a -free  PN system ,
and  its  verifier  net ,  if  a  transition  sequence

 is repetitive in , then there exist two repetitive transition
sequences  in  and  in , and both transition sequences 
and  have the same label sequence.

σ̃ ∈ L(Ñ,M̃0) σ′ ∈ L(N′,M0)
σ ∈ L(N,M0) σ′ σ

G′ G σ̃

Proof: This result follows from the construction of the verifier
net.  In  fact,  the  two  sequences  have  the  same  label  sequence  by
construction  of  the  verifier  net.  Moreover,  the  existence  of  a
sequence  implies  that  and

.  The  transition  sequences  and  are  repetitive,
respectively,  in  and  in ,  given  that  is  repetitive  in  the
verifier net. ■

λ G= (N,M0,Σ,L)
V= (Ñ,M̃0, Σ̃, L̃)

V F(V)

Definition  4: Given  a -free  PN  system 
and  its  verifier  net ,  the  set  of  faulty  nodes  in
the  RG  of ,  denoted  by ,  consists  of  all  nodes  that  are
reachable by a path containing at least one fault transition.

λ G= (N,M0,Σ,L)

F(V)

Proposition  2: A -free  PN  system  is
diagnosable  if  and  only  if  there  does  not  exist  a  cycle  associated
with  a  repetitive  sequence  in  the  RG  of  its  verifier  net  that  is
reachable from a node in .

F(V)

σ′ G′ σ G
L(σ′) = L(σ) σ
σ′ σ

Proof: (Only  if)  By  contradiction,  assume  that  there  exists  a
cycle associated with a repetitive sequence in the RG of the verifier
net,  which  is  reachable  from  a  node  in .  According  to
Definitions  3  and  4,  this  implies  an  infinite  transition  sequence
containing a fault  in the verifier net.  According to Proposition 1,
there exist two transition sequences  in  and  in , such that

, where  contains at least one fault transition while
 is  fault-free.  Moreover,  can  be  extended  to  arbitrary  length

after the fault occurs. This violates the definition of diagnosability
given in Definition 1, so the system is not diagnosable.

σ′ G′ σ G σ
σ′ σ

F(V)

(If) By contradiction, assume that the system is not diagnosable.
Then  there  exist  two  sequences  in  and  in ,  where 
contains a fault and  does not, and  can be extended infinitely.
By construction of the verifier net, there exists an infinite sequence
in the verifier net, which corresponds to a cycle associated with a
repetitive  sequence  reachable  from .  This  contradicts  the
Assumption  (A2).  Therefore,  no  such  repetitive  sequence  exists,
and the system is diagnosable. ■

F(V) = {M̃1,M̃2}

Example  4: The  RG  constructed  by  Algorithm  2  is  shown  in
Fig. 4.  The set of reachable markings is listed in Table 2, and the
set  of  faulty  nodes  is  given  by .  It  can  be
observed  that  there  exists  a  cycle  that  is  reached  after  the
occurrence of a fault transition from the initial node, namely,

M̃0
(ε,tf)−−→ M̃1

(t′3 ,t2)−−→ M̃2
(t′4 ,t4)−−→ M̃2

 

Algorithm 1 Construction of a verifier net

λ G= (N,M0,Σ,L)Input: A -free PN system 

V= (Ñ,M̃0, Σ̃, L̃)Output: A verifier net 

G′ = (N′,M0,Σ′,L′) G= (N,M0,Σ,L)1: Let  be the fault-free subnet of .

P̃= P′ ∪P2: Let .

M̃0 = (M′
0, M0)

T3: Let .

tf ∈ Tf4: For all transitions :

t ∈ T̃ (ε, tf)5: 　 ● Add a transition  denoted as ;

p ∈ P′ P̃re(p, t) = P̃ost(p, t) = 06: 　 ● For all , let ;

p ∈ P P̃re(p, t) = Pre(p, tf) P̃ost(p, t) = Post(p, tf)7: 　 ● For all , let  and .

e ∈ Σ8: For all labels :

t′o ∈ To to ∈ To L(t′o) = L(to) = e9: 　 For any pair ,  with :

t ∈ T̃ (t′o, to)10: 　 　 ● Add a transition  denoted as ;

p ∈ P′ P̃re(p, t) = Pre′(p, t′o) P̃ost(p, t) =
Post′(p, t′o)

11: 　 　 ● For all , let  and 
;

p ∈ P P̃re(p, t) = Pre(p, to) P̃ost(p, t) =
Post(p, to)

12: 　 　 ● For all , let  and 
.

t (e,e)13: 　 　 ● Label transition  with .

 

Algorithm 2 Construction of the RG of the verifier net

λ G= (N,M0,Σ,L)
G′ = (N′,M0,Σ′,L′)

Input: A -free PN system  and its fault-free subnet

Output: The RG

V= (Ñ,M̃0, Σ̃, L̃)1: Construct the verifier net  by Algorithm 1.

M̃02: Let  be the initial marking with no label.
3: while there are nodes with no label do

M̃4: 　 Select a marking  with no label.

(t′, t) M̃5: 　 for each transition  enabled at  do

M̃′ = M̃+ Ñ(·,(t′, t))6: 　 　 Let .

M̃′7: 　 　 if  does not exist in the RG then

M̃′8: 　 　 　 Add  to the RG.

(t′, t) M̃ M̃′9: 　 　 　 Add an arc  from  to .

10: 　 　 end if

11: 　 end for

M̃12: 　 Label the node  as old.
13: end while
14: Remove all labels from nodes.

 

p1

p1

(ε, tf)

′
p3

p3

p2

p2 (t4, t4) (b, b)

′ ′

′

(t2, t2) (a, a)′

(t3, t2) (a, a)′

(t2, t3) (a, a)′

(t3, t3) (a, a)′

Fig. 3    The verifier net of Fig. 1.

 

(100100)T

(100010)T

(001001)T

(t4, t4)′

′(t2, t3)

′(t3, t3)
(ε, tf)

Fig. 4    The RG of Fig. 3.
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Thus the system is not diagnosable according to Proposition 2.

λ4  Diagnosability enforcement of -free Petri nets

λ
In this section, we address diagnosability enforcement problem of

-free  PNs  via  optimal  sensor  selection.  First,  the  diagnosability
violations  captured  by  the  verifier  net  guide  us  to  select  the
transitions  that  need  to  be  relabeled.  Then,  we  present  a  set  of
labeling  rules  that  should  be  satisfied.  Finally,  an  ILP  model  is
employed  to  obtain  the  optimal  labeling  scheme  with  minimum
cost.

4.1  Relabeling of faulty paths
λ G= (N,M0,Σ,L)

V= (Ñ,M̃0, Σ̃, L̃)
σ̃ = (σ′

pσ′
s,σpσs) V
L

Definition  5: Given  a -free  PN  system  and
the  RG  of  its  verifier  net ,  a  sequence

 in  the  RG  of  is  called  a  faulty  path  with
respect to  if the following conditions hold:

M0[σ′
p⟩M′[σ′

s⟩M′(1) ;
M0[σp⟩M[σs⟩M(2) ;
L(σ′

p) = L(σp), L(σ′
s) = L(σs)(3) ;

tf ∈ σpσs(4) ;
σ̃(5) no prefix of  satisfies conditions (1)–(4).

λ G= (N,M0,Σ,L)

V= (Ñ,M̃0, Σ̃, L̃) L

Proposition  3: A -free  PN  system  is
diagnosable  if  and  only  if  the  RG  of  its  verifier  net

 has no faulty paths with respect to .
Proof: Straightforward from Proposition 2 and Definition 5. ■

V
According to Proposition 3, a system is diagnosable if and only

if  there  are  no  faulty  paths  in  the  RG  of .  Therefore,  if  faulty
paths  exist,  we  need  to  examine  them  and  determine  which
transitions  should  be “prevented” to  eliminate  these  paths  and
remove the corresponding violations of diagnosability.

Ltotal

T\Tf

Σtotal

Σtotal = To

Ltotal(t) = t
t ∈ T\Tf Tf

Consider  the  special  labeling  function ,  where  each
transition in  is assigned a unique label that distinguishes it
from all other transitions. The corresponding label set is , i.e.,

.  Without  loss  of  generality,  these  unique  labels  are
taken  to  be  the  names  of  the  transitions,  i.e.,  for  all

.  Hence,  all  transitions  except  those  in  have  unique
labels.

We add a new assumption:
λ

Ltotal

(A3) The -free PN is diagnosable under the labeling function
.

Assumption  (A3)  ensures  that  the  diagnosability  enforcement
problem admits at least one feasible solution.

λ G= (N,M0,Σ,L)
LN

GN = (N,M0,ΣN,LN)
LN : T→ ΣN∪{ε} ΣN = Σ∪Σtotal

LN

Assume  that  a -free  PN  system  is  not
diagnosable.  We  aim  to  determine  a  new  labeling  function ,
such that  is diagnosable. The new labeling
function  is ,  where .
Furthermore,  is  required  to  minimize  a  suitable  objective
function  that  captures  the  cost  of  assigning  sensors  to  the
transitions of the net.

t ∈ ToAs in Ref.  [21],  we relabel a transition  according to the
following rule:

t ∈ To tk ∈ To t ̸= tk
L(t) = L(tk) LN(t) = t
LN(t) = L(t)

(R1) For  such that  there exists  with  and
,  we  either  set  or  leave  it  unchanged  as
.

In Ref.  [21],  it  has been proved that when rule (R1) is  applied

σ1 σ2

L

incrementally for relabeling, at each step, two transition sequences
 and  that  are  distinguishable  under  the  initial  labeling

function  will never become indistinguishable, i.e.,

L(σ1) ̸= L(σ2)⇒ LN(σ1) ̸= LN(σ2)

LN TN ⊆ To

LN

Given  a  choice  of ,  we  let  be  the  transitions
relabeled by , i.e.,

TN = {t ∈ To | LN(t) ̸= L(t)}

TNFrom Assumption (A3),  there  exists  a  suitable  selection of 
such that the system is diagnosable.

V
(x′,x)

Note  that  the  transition  pairs  in  the  RG of  are  the  form of
, where
x′

ε
(1)  corresponds to a transition in the fault-free system, or to

 if no transition is enabled in that system;
x(2)  corresponds to a transition in the original system.

For the transition pairs that compose a faulty path, we propose
the following relabeling options according to rule (R1).

(x′,x) x′ = ti ∈ To x= tj ∈ To i ̸= j
L(ti) = L(tj)

LN(ti) = ti and ΣN = Σ∪{ti} LN(tj) = tj
ΣN = Σ∪{tj}

(O1)  where  and  with .
According to Algorithm 3, we know that . Then we
either  set ,  or  and

;
(x′,x) x′ = ti ∈ To x= tj ∈ To i= j(O2)  where  and  with .  In

this  case,  relabeling  a  transition  is  irrelevant,  because  we  are
synchronizing  a  transition  with  itself  when  constructing  the
verifier net;

(ε,x) x ∈ Tf(O3)  where .  In  this  case,  we do nothing,  as  it  is
impossible to make the fault transition observable.

Since  no  relabeling  is  possible  under  relabeling  options  (O2)
and  (O3),  these  options  are  dropped.  In  view  of  the  relabeling
option (O1) and the system, we add an additional rule as follows:

t ∈ To(R2) For each faulty path, relabel at least one transition 
in  the  path  from  the  initial  marking  to  the  end  based  on  the
relabeling option (O1).

LN

Rule  (R2)  is  necessary  since  if  no  transition  in  the  faulty  path
is  relabeled,  the  path  still  exists  under  the  new  labeling  function

.

V= (Ñ,M̃0, Σ̃, L̃)
Proposition  4: For  every  faulty  path  in  the  RG of  the  verifier

net , there must exist at least one transition that
can  be  relabeled  according  to  the  relabeling  option  (O1)  and
associated rule (R1)

λ
Ltotal

Proof: By contradiction,  assume that  there  exists  a  faulty  path
in which all  transition pairs are in the form of relabeling options
(O2),  (O3).  In  fact,  we  do  not  need  to  consider  the  relabeling
option  (O3)  since  a  fault  transition  cannot  be  relabeled.  For  the
relabeling  option  (O2),  even  if  all  transitions  are  relabeled,  the
faulty  path  still  exists.  Consequently,  the -free  PN  system
remains  nondiagnosable  under ,  which  contradicts
Assumption (A3). Hence, the result holds. ■

Proposition  4  shows  that  there  always  exists  at  least  one
transition in each faulty path that can be relabeled.

σ̃ = (σ′
pσ′

s,σpσs)

LN(σ′
pσ′

s) ̸= LN(σpσs)

Proposition  5: Let  be  a  faulty  path  that  is
relabeled  according  to  the  relabeling  option  (O1)  and  associated
rules (R1) and (R2). It holds that .

(ti, tj)
ti ∈ σ′

pσ′
s tj ∈ σpσs

ti LN(ti) = ti tj LN(tj) = tj
LN(σ′

pσ′
s) LN(tσ pσs)

LN(σ′
pσ′

s) ̸= LN(σpσs)

Proof: Consider the relabeling option (O1) and let  be the
transition pair of interest where  and . Since we
either assign a new label to , , or to ,  the
label  sequence  or  is  changed.  Thus,

. ■
By Proposition 5, if a faulty path is relabeled according to rules

(R1) and (R2), it is no longer feasible.
LProposition 6: If each faulty path with respect to  is relabeled

 

Table 2    The reachable markings of Fig. 4

M Marking

M0 (1 0 0 1 0 0)T

M1 (1 0 0 0 1 0)T

M2 (0 0 1 0 0 1)T
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λ
LN

according to the relabeling option (O1) and associated rules (R1)
and  (R2),  then  there  are  no  more  faulty  paths  in  the -free  PN
with  respect  to ,  i.e.,  the  relabeling  does  not  create  any  new
faulty paths.

σ̃ = (σ′
pσ′

s,σpσs) LN σ′ σ
σ′
pσ′

s σpσs LN

Proof: By  contradiction,  assume that  there  exists  a  new faulty
path  with respect to . Let  and  denote the
relabeled  segments  of  and ,  respectively,  under .
These paths satisfy the following conditions:

σ(1)  is arbitrarily long after the occurrence of the fault;
σ′(2)  contains no fault;
LN(σ) = LN(σ′)(3) .

L(σ) = L(σ′) σ′

σ L
σ′
pσ′

s σpσs L

LN(σ′) ̸= LN(σ)

Then, it follows that , which implies that  and
 form  a  faulty  path  with  respect  to .  Moreover,  the  non-

relabeled segments of  and  remain unchanged under .
However, by rule (R2), at least one transition must be relabeled in
each  faulty  path.  By  the  relabeling  option  (O1),  it  holds  that

. This leads to a contradiction.
By Proposition 6, if a faulty path is relabeled according to rules

(R1) and (R2), no new faulty paths are created.
G= (N,M0,Σ,L) λ

LN

GN = (N,M0,ΣN,LN)

Proposition 7: Let  be a nondiagnosable -
free PN system satisfying Assumptions (A1)–(A3). Let  be the
new  labeling  function  obtained  according  to  relabeling  option
(O1) and associated rules (R1) and (R2) for all faulty paths of the
RG of the verifier net. Then,  is diagnosable.

3,5 6

GN = (N,M0,ΣN,LN)

Proof: It  is  straightforward  from  Propositions ,  and .
Specifically,  each  faulty  path  is  not  feasible  under  the  relabeling
option  (O1)  and  associated  rules  (R1)  and  (R2)  according  to
Proposition  5.  Moreover,  by  Proposition  6,  the  relabeling
procedure  does  not  create  any  new  faulty  paths.  Therefore,  after
all  faulty  paths  in  the  RG are  eliminated via  relabeling,  no  faulty
paths  remain.  Finally,  by  Proposition  3,  the  system

 is diagnosable. ■

LN

LN(t3) = t3 LN(t2) = t2 LN

λ

Example 5: Let us reconsider the RG shown in Fig. 4. A faulty
path  is  illustrated  in Fig.  5.  The  new  labeling  function ,
obtained  according  to  the  relabeling  option  (O1)  and  associated
rules (R1) and (R2), is  or . Under , no
faulty  paths  exist.  Therefore,  the  relabeled -free  PN  system  is
diagnosable.

4.2  Optimal relabeling using ILP
In  general,  the  diagnosability  enforcement  problem  admits
multiple  solutions.  We  aim  to  determine  a  solution  that
minimizes a given performance index, e.g.,

J(LN) = ∑
t∈TN

ct

ct t
ct = 1 t ∈ TN J(LN)

L LN

where  denotes the cost of equipping transition  with a sensor
that generates a unique label.  If  for all ,  then 
reduces to the number of transitions relabeled from  to .

LN t ∈ To vt ∈ {0, 1}
We  aim  to  determine  which  transitions  should  be  relabeled

under .  For  each ,  define  a  binary  variable ,

vt = 1 t vt = 0where  indicates  that  transition  is  relabeled,  and 
otherwise.

For each faulty path, we construct an inequality of the form

vt+ vt′ + vt′′ + · · · ≥ 1 (2)

t, t′, t′′, . . . ∈ Tofor some transitions . The left-hand side of Eq. (2)
is obtained by Algorithm 3.

Algorithm  3  introduces  the  procedure  for  obtaining  the  left-
hand  side  of  an  inequality  for  a  faulty  path.  There  may  exist
multiple faulty paths in the system. Therefore, Algorithm 3 should
be applied to each faulty path individually.

R
V

Let  be  the  set  of  all  linear  inequalities  obtained  from every
faulty path in the RG of .

G= (N,M0,Σ,L) λ
LN

V= (Ñ,M̃0, Σ̃, L̃) G= (N,M0,ΣN,LN)
R

Proposition 8: Let  be a nondiagnosable -
free PN system satisfying Assumptions (A1)–(A3). Let  be the
new labeling function obtained according to the relabeling option
(O1) and associated rules (R1) and (R2) for faulty paths of the RG
of  the  verifier  net .  is
diagnosable  if  and  only  if  the  set  of  linear  inequalities  has  a
feasible solution.

R

t ∈ To

+vi+ vj
≥ 1

LN

GN = (N,M0,ΣN,LN)
R

Proof: (Only  if)  According  to  the  relabeling  option  (O1)  and
associated  rules  (R1)  and (R2),  the  set  of  linear  inequalities  is
constructed. For each faulty path, we relabel at least one transition

 according  to  rule  (R1)  with  (O1).  More  specifically,  rule
(R1)  is  enforced  by  adding  to  the  left-hand  side  of  Eq.
(2). Rule (R2) is enforced by the constraint , which guarantees
that each faulty path is not feasible. Hence, if there exists a labeling
function  obtained by the relabeling option (O1) and associated
rules  (R1)  and  (R2)  such  that  is
diagnosable, then the set  of linear inequalities admits a feasible
solution.

(If) The result follows straightforwardly from Proposition 7. ■
In  practice,  transition  relabeling  corresponds  to  sensor

deployment  or  sensor  reconfiguration,  which  is  typically
associated  with  hardware,  communication,  and  maintenance
costs. To minimize the economic burden, it is desirable to reduce
the  number  of  relabeled  transitions  while  ensuring  the  system  is
diagnosable.  This  can be achieved by solving the ILP problem as
Eq. (3). 

min ∑
t∈TN

ctvt

s.t. R
(3)

 

(100100)T

(100010)T

(001001)T

(t4, t4)′

′(t3, t2)

(ε, tf)

Fig. 5    The faulty path of Fig. 4.

 

Algorithm 3 Construction of the left-hand side of an inequality for faulty
path relabeling

λ G= (N,M0,Σ,L)Input: A faulty path in a -free PN system 
Output: The left-hand side of Eq. (2)

01: Initialize the left-hand side of the inequality to .

(x′,x)2: Examine each transition pair  in the faulty path.

(x′,x)3: for each transition pair  do

x′ = ti ∈ To x= tj ∈ To i ̸= j4: 　 if  and  with  then

+vi+ vj5: 　 　 Add  to the left-hand side.

x′ = ti ∈ To x= tj ∈ To i= j6: 　 else if  and  with  then

7: 　 　 Do nothing.

x′ = ε x ∈ Tf8: 　 else if  and  then

9: 　 　 Do nothing.
10:    end if
11: end for
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(t′3, t2) +vt3 + vt2
(t′4, t4) (ε, tf)

Example 6: Consider the faulty path in Fig. 5, and examine the
transition  pairs.  According  to  Algorithm  3,  the  transition  pair

 adds  to  the  left-hand side  of  Eq.  (2),  while  the
transition  pairs  and  are  not  processed.  Thus,  the
linear inequality can be written as Eq. (4):

vt3 + vt2 ≥ 1 (4)

ct = 1 t ∈ To

t2

Assume that  for all transitions . By solving the ILP
problem in Eq. (3), the optimal solution is obtained by relabeling
transition . If we relabel

LN(t2) = t2

the system becomes diagnosable.
Note that there exists another optimal solution, i.e.,

LN(t3) = t3

5  An example

λ
G= (N,M0,Σ,L)
To = {t1, t2, t3, t5, t6} Tf = {tf}

L L(t1) = a L(t2) = c
L(t3) = L(t5) = d L(t6) = b

In this section, an example is presented to illustrate the proposed
approach  in  Sections  3  and  4.  Consider  the -free  PN

 shown in Fig. 6. Its observable transition set is
, and the set of fault transitions is .

The  labeling  function  is  defined  as , ,
, and .

tf

tf

According to Fig. 6, the system contains a single fault transition
.  Therefore,  the  fault-free  subnet  can  be  obtained  by  removing

the transition  and the arcs connected to it. The resulting subnet
is shown in Fig. 7.

t3 t5
d

(t′3, t3) (t′3, t5) (t′5, t3) (t′5, t5)
tf

tf

By performing the  synchronous product  of  the  PNs shown in
Figs. 6 and 7 using Algorithm 1, the corresponding verifier net is
obtained,  as  illustrated  in Fig.  8.  Transitions  and  share  the
same  label  and  are  therefore  synchronized  during  the
construction of the verifier net. Consequently, four transition pairs
are  generated,  namely , , ,  and .  Since
the transition  and the arcs connected to it have been removed,
the  fault-related  behavior  is  eliminated  in  the  fault-free  subnet.
Accordingly,  no  synchronization  involving  occurs  during  the
construction of the verifier net.

F(V) = {M̃2,M̃3}

According to Algorithm 2, the RG is shown in Fig. 9. The set of
reachable markings is listed in Table 3, and the set of faulty nodes
is  given  by .  It  is  observed  that  there  exists  a

cycle  that  is  entered  after  the  occurrence  of  a  fault  transition
starting from the initial node, namely,

M̃0
(t′1 ,t1)−−→ M̃1

(t′2 ,t2)−−→ M̃2
(ε,tf)−−→ M̃3

(t′3 ,t5)−−→ M̃2

This forms a faulty path according to Definition 5. For clarity, it
is shown in Fig. 10. By Proposition 3, the system is not diagnosable.

(t′3, t5) +vt3 + vt5

(t′1, t1) (t′2, t2) (ε, tf)
(x′,x)

To obtain the left-hand side of Eq. (2), we apply Algorithm 3 to
the  faulty  path.  According  to  the  relabeling  option  (O1),  the
transition pair  adds  to the left-hand side of Eq.
(2). According to relabeling options (O2) and (O3), the transition
pairs , , and  are not processed. Thus, the linear
inequality  corresponding  to  the  transition  pairs  of  this
faulty path can be written as Eq. (5)

 

p1

p3

p4

p5

p2 tf

t1(a)

t6(b)

t5(d)

t3(d)t2(c)

λFig. 6    A -free PN.
 

p1

p3

p4

p5

p2

t1(a)

t6(b)

t5(d)

t3(d)t2(c)

Fig. 7    The fault-free subnet of Fig. 6.

 

p1

p1

(ε, tf)

′ p3

p3

p4

p5

p5

p2

′

p2′ ′

p4′

(t2, t2) (c, c)′(t1, t1) (a, a)′

(t6, t6) (b, b)′

(t3, t3) (d, d)′

(t3, t5) (d, d)′

(t5, t3) (d, d)′

(t5, t5) (d, d)′

Fig. 8    The verifier net of Fig. 6.
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vt3 + vt5 ≥ 1 (5)

To minimize the economic burden,  we solve the ILP problem
in Eq. (6). 

min ∑
t∈TN

ctvt

vt3 + vt5 ≥ 1
(6)

ct = 1 t ∈ To

t3

Assume that  for all transitions . By solving the ILP
problem in Eq. (6), the optimal solution is obtained by relabeling
transition . If we relabel

LN(t3) = t3

the system becomes diagnosable.
It can be seen that another optimal solution is given by

LN(t5) = t5

6  Conclusions
λFor -free  PN  systems,  this  paper  presents  a  method  for

diagnosability  analysis  and  enforcement.  We  first  construct  a
verifier  net  and  its  RG,  and  determine  system  diagnosability  by
analyzing  paths  and  cycles  in  the  graph.  For  a  nondiagnosable
system, all  faulty paths violating diagnosability are identified, and
relabeling  rules  are  applied  to  the  transitions  involved.  An  ILP
model  is  then  solved  to  obtain  the  optimal  labeling  function,

ensuring  system  diagnosability.  Future  work  will  extend  this
approach  to  unbounded  PN  models  with  unobservable
transitions,  aiming  to  develop  more  general  methods  for
diagnosability analysis and enforcement of DESs.
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